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ARMY EXTENSION COURSES

Subcourse=Military Cryptenalysis Par% I
Monoalphabetic Substitution Systems

Introduction.

Purpose and Scope:

The purpose of this subcourse is to teach the student the methods of
anelysis of the more simple military cipher systems.

The scope of this subcourse is: Fundamental principles; monoliteral
substitution; polyliteral substitution; polygraphic substitution; and mis-
cellaneous monoalphabetic substitution systems.

Number of Lessons and Approximate Time Reguired:

This suboourse consists of 10 lessons and will probably require
approximately 41 hours of work by the average student.

The time listed for this subcourse and for each lesson is only en

estimate and should be considered merely as a guide. It does not in any
way limit the time that may be devoted to the lesson or subcourse.

Texts Required:

Military Cryptenalysis=Part I=Monoalphabetic Substitution Systems
(1936). As prepared under she direction of the Chief Signal Officer.

Materials Required :

Cross=section paper.

Special Instructions and Information:

This subcourse and the text used therewith were prepared under
the direction of the Chief Signal Officer.

So far as practicable, detailed work sheets which usually form a
part of the solution should be submitted with the solutions.

Military Cryptanaly51s-Part I, 1-p 1
1936=37.,
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ARMY EXTENSION COURSES

LESSON ASSIGNMENT SHEET

SUBCOURSE ~Military Cryptanalysis-Part I.

LESSON 1 =Fundamental Principles.

ESTIMATED TIME =4 hours.

TEXT ASSIGNMENT -Text, Sections I and II.

MATERIALS REQUIRED «Cross-section paper of 1/4 inch squares.
MAXIMUM WEIGHT ~100.

SUGGESTIONS : =None.

EXFRCISE

Weight:

4 le 8. What four thimgs were thought by Capt. Hitt to be
ossential to oryptanalytic success?

5 be What five additional elements are also highly de=
sirable?

4 2;_ What four fundamental operations are involved in the
solution of practiocally every cryptogram?

4 34 Indicate the language in which you would expect the
plainetext of the cryptographed portion of the following
message to be writton. Give your reasons for your answere.
Froms Felipe Madrazo, Mexico City, Moxico.

To: Andres Gonzales, Now York City.

Su telegrama relativo. DIRLTIR DI MTI IEXEQMTI
TRSID LEQE TJK DI JTIRSQKR LTIQSKR GE HEMTAJEQAE MTI
SIJIHKR IJ IRE LTIDI TRSID REGAQ LEQE IRSE

1 4, In the solution of cryptograms involving s form of
substitution to what simple terms is it necessary to reduce
them in order to reach a solution?

2 5 Is it always neocssary to dctermine the specific key
in order to reconstruct the plain textl

20 6. In tho following passage each dash indicates the

omission of a word or part of a word. Complote the passage
by writing on the printed paper over each dash the word
or part which seems to you the most appropriatoc.

Military Cryptanalysis-Part I, l=p 2
193637,
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Shortly after thc disastrous ==ee-- of Camden, Washington
===~ t0 tho Prosident of Congross, "What we nced is a good «===,
not & w=e=« one." Unfortunately for the ==wa-- -, the objoct
sought by this ~ww=- tion, so thoroughly in he=es=e with our chor-
ished institutions, has only been =ewa—acas attained in <=« of
pencoe

In view of the ~---th of our neighbors, the vost ex-=-~
of our territory, and tho rapid ine==--- of our floating popula=
tion, the time must ~==-«=ly arrive when intclligent and law-abide
ing a===- - will accept, and adherc to, the ===wion of John Adams
that the National =««e-wa is one of tho cardinnl dutics of o
Seeweennn,

Our military ==~e==e, or as =«--= would affiem, our want of it,
has now been tested during ---- than a conturye It has boeon tried

in forcign, =we=a ~ic, ahd Indian «=--, and while military men,
from poinful OX~=~==ec-- s orc united as to its de=---- and dangers,’
our final ==~=a= = in cach conflict has so blinded the popular =ee-,
as to induce the belicf that as o =—ww=a Wo are iNewecca=-,

With the greater mass of ==wece- » Who have neither the time
nor the ine—es=-s ~= to study the =ewes=-ments of -=~-=~~= science,
N0 ==~=== is morc common than to mis~-== military resources for
military =eeeo--- , and particularly is this tho cose with =-eselves.

History records ocur triumph in the -e==~=tion, in the War of
wew=w, in the Florida VWar, in the Me-=== - War, and in the Great
w=em==jon, and os nearly all of =w=-= wars were largely bogun by
cameaee and voluntoers, the conviction has boon proe=we- that with, -
us o ==~==== army is not a nccessity.

7. 2. In tho following oxamples the words of semtences have been
transposed. Roarrange the words to mako plain toxt.

(1) FRONT VERY IN ENEMY OUR QUIET IS
(2) OFF ATTACK TIME ON JUMPED OUR

be In the following oxamples the lotters of soveral words of
cach sontonce have boen tronsposed. Rearrango the letters to make
good words that will give intelligible plain texte
(1) Enemy OPPRSTU 1line DEIINS of woods is AEHILVY mannod,
(2) Am CEEGIINRV heocavy EFIR from apple ACDHORR.

ce In the following exomples the words of each sentence have
been transposed and in tho caso of several words the lettors have
also been transposod. Reconstruet the plain toxt.

(1) VICINITY AFINNRTY OF IS BDEGIR ENEMY GIMNOV STONE FMOR.

(2) ATTACK CDENOS NOW IINOOPSST IN ABDEGIR.

Military Cryptenalysis, Part I, l=p 3
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de In the following oxamples the letters of each word of each
sentence have been rearranged in the order in which they appear in
the normal standoard alphabet.. Reconstruct the plain text.
(1) EHILOST AACKTT AHS ADEM NO EGOPRRSS AAGINST HIST CEORST.
(2) AACCEKNORTTTU BY ABDEGIR EEERRSV ILIW BE ACDEHLNU AT

AABDEKRY,

ees In the following exomples the plain text has been broken
up into groups of five letters and then in each group of five the
letters have been roarranged in the order in which they appear in
tho normnl standard alphabote Reconstruct the plain text.

(1) EEMNY ISSPU GHHIN AITTS ACIKW GHITV OR

(2) EGIMV EORUY CEMOR ADEMN INOST CCENO GINNR EFOSU CENOS

ADKNT ACMOP NY.

Military Cryptanalysis, Part I, l-p 4
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ARMY EXTENSION COURSES

LESSON ASSIGNMENT SHEET

SUBCQURSE - Military Cryptanalysis, Part I.

LESSON II = Frequency distributions.

ESTIMATED TIME = 4 hours.,

TEXT ASSIGNMENT - Text, Sections III and IV, and attached memorandum.

MATERIALS REQUIRED - Cross~section paper of 1/4 inch squares.

MAXTWMUNM. WEIGHT - 100,
SUGGESTIONS - None.
EXERCISE
Weight:
6 l. Using cross-section paper propare a monolitersl frequency bar

Military C
1936=37.

distribution of the letters of the following news item:

"Rulers are part of the equipment of Chinese railway conductors.
Children are paid for by the foot. Those under two feet six inches
ride free, those between that height and four feet four inches pay
half fare, and taller ones arec classed as adults.,"

2e ae What are the four most frequent consonants in English tele-
graphic text?

be What are the five least frequent letters in English tele-
graphic text?

&« What percent (in round numbers) of the letters in English
telegraphic text are vowels?

d. Why are the frequencies of lotters in English literary text
different from those in telegraphic toxt?

3. What four facts can be determined from a study of the mono=-
literal frecquency distribution of a cryptogram?

4, Determine theclass to which the cipher systoms, which were used
in enciphering the following messages, belong:

ryptanalysis, Part I, 2-p 1
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5.

EIYTR
REUNO

QWTCV

SZPV XZFRHBVW

GJV

Which

betic?

Qe

6o

Ge

NHMQA
TLSMM

SMSPQ

ANMDINMN

MSIMD

o

NFNJ
AMXNF

SZKYJ

TREVN
ULIIV
EVDSY

WGLZX
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TNSQTI

VCEML

DSEQQ
ETEAG

HLORL

MICNR
QVDAA

LCAMYV

ZIIHO

VCOLNQ

VBLFI
KOZXR
MHZWNY

GRLMX

FEEVU

WORGTF

EPCNE
MQILH

AGTQN

LZEZQ
IRVATI
BLDBX

NFNJL

IVILN
MTWRE

SZHYV

SQLL

NRTME

QHHQP

AQ¢C

MFEOS
GQHIX

SDEMAQ

QLZEG
BQEGZ
UAJTI

CAMVL

NVMWZ

RERLM

VMXLN

I0OO0IY

VKOoOGX

EVBG

of the following substitution ciphors are monocalphae

GHJLH
LATEO

NHRLX

vQsSsSL
JUNJH
WNTXY

DGLJZ

GRLMH
IVHVI

NRGGYV

The following messages wore cnciphered monoalphabetically.
Determine in ocach case whothor the cipher alphabet used was a
standard or mixed alphabet and if standard, whethor direct or
revorsods.

ATPOZ
PVTMZ

DPOTC

WDZUGC

UBDHP

QLADD

BEUOQUJd

ocqQrVv

WDQRXX

Militery oryptenalysis, Part I, 2-p 2

1936=37.

LZOADO

OADQH

HUXPZ

MZUDL




WRIFS
PILGW
SQWAW

MNTMT

HPBGZ
MPXLM
KXVHF

VNETHM
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GHIFPQ
QNIHE
QQWFN

LISHD

MHMKT
XKGXQ
FXGWI

BHGFT

LIIJO
OQNGW
IHNOR

EWO0oQTI

YYBVY
BMLHY
KXITEK

ITXXAQ

NHWJJ
QEDQI
LIOON

PCNRT

HGZXL

ZXMMR

TMBHG

IXWBM

LIWRM
AEWATI
HT QME

UNFFE

MBHGT
LUNKZ
HYVBEK

XWXXX

7« From tho interceptod traffic of threec intercept stations-
operating in the same sector of the front, the following mess=-
agos woere selected for study by a membor of the code end cipher
solution scction at GHQ., They arc undoubtedly three versions
of one encmy cipher message, but therec appears to be a number
of differonces, duc no doubt to operating difficultiss at the
scveral stationse. Study the messages and rcconstruet from them
the actual message sent by the encmy station.

20 I. Time intorcopted 10:056 aeme by X Y DAX V XAR
GR 35 BT
NR17 DYBIE DUFTO 4MEJL KIBOXN
SGCOY FOBAK DODLA LUFYD KAWAL
APAYN CODAP KEDUR JOPID JENOX
MEHAZ LOGIS KUTEG EVAUK IPBEXM
KEHZA HOBWE AVDUZ FOFA EMCOZ
EGBLO DOFYO ENC== MAWEN = =w--=

Military Cryptanalysis, Part I, 2-p 3.
1936=37.
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IT, Time intorcepted 10:03 a.ms by L K

GR 3656

NRI -
IPKO =
APAYN
NEHAZ
KEHZaA
EGBLO

EMCOZ

B

S

D

T

Y

0

0

BIE

BAK

GIS

BWE

FYO

ACFrAH

BUFTO AME
DODLA LUPF
=-=DUA ==«P
KUTEG EVA
VADUZ FOF
AECDA MAW

LOFIR 093

ITI. Time intorcopted 10:05 aeme by K 2

GR ==

NR17
IPCOY
APETYN
MEHL Z
KEHZ &
EGBLO

EXFOM

B

T

DYBTIE

--—A-

CODALP

DUFTOQO AME
DO w == LUF

KEDUR WO

LOGHKUTEG EVATUK

HOBWE

DOFYO

EMCO2Z

LA VDUZ FOF
ENCOL MAW

ACFAH LOF

Military Cryptanalysis, Part I, 2-p 4
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DAX V XAA

Jd i

YL

ID

Uuc

ET

EN

DA

J A

YL

PID

IP

ET

EN

IR

KIBONXN

KAWALL

JENOX

"IRBW

EMCO2Z

-~ =w=0M

X vV XAR

KSBON
KAWALDL
JENOX
BEM
EMCO2Z
MAWEN

0935
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MEMORANDUM

Before a military cryptanalyst can begin the analysis of an
enemy cryptographic system, it is necossary for him to study the
intercept material that is avdilable to him, isolate the messages
that have beon onciphered by msans of the cryptographic systom
to be studied, and to arrangec the latter in a systematic order
for casy analysis. This work, although uppdrently very simple,
may reguire a great doal of time and offorte.

Since, whenever practicable, two or more intorcopt stations

" are provided to copy traffic cmanating from the stations of ono
enomg radio net, it is natural that there should be a certain
amount of duplication in the work of the scvernal stationse. This
is desirable since it provides thec cryptanclysts with two or
moro sets of tho same messages so that when one intercept station
fails to receive all tho messages complotely and correctly,
because of set difficulties, losml static, or poor opcration,
it is possible by studying the other sets to reconstruct acclr=
ately the entire traffic of the ememy nct.

In all intercept activitics where operatore are used for
copying the -~ tenffio, one of the most likely errors to be found
is caused by tho human error in roception. For this roason orypt-
analysts and thoir assistants should be familier with the Morse
telegraph alphabets and the most common errors of wire and radio
transmission methods so as to bo able to correet garbled groups
when they ocemr. In this work the following teble will be found

useful:

Militory Cryptanalysis, Part I, 2-p &
1936=37.
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MOST COMMON ERRORS IN TELEGRAPHIC TRANSMISSION

Continental Morse alphabet (used in hmerican Morse alphabet (used in the

| radio, cables, and outside U. S.) United States, Except for radio)
| Letters Letters
and Alphabet | Frequent errors and Alphebet | Frequent errors
figures f'igures
A o= i, m, t, et A .- i, t, et
B bk W N ] d, ts B bt X N d’ h, ts
C -.=s £, k, j, ry m C e o s, z, le
D = b, s, 1, ti D e b, ti
E . t, a, i E . t
F cs=s g, r, in F e=e r, q, en
G -, m, n, o, q, me G ~—s n, ¢, me
H evse s, v, b, se H sees 5, P, 2, ¥, ©5
I .s a, n, § ° I .o 8, 0, ©
dJd [ Xadalad w, 0, €0, am Jd -gmg c, k, ke
K - a, n, d, o, ta K - Js n, ta
L e=ee x, r, d, ed L ——— t, n
M - a, n, i, tt M - n, a, tt
N - i, m, £, te N - o, t, te
0 —— g, k, m; w, mt 0 . . n, i, ee
P emme Js W, g, -1, r, an P XX E) h, s :
Q . gy ky 0, X, z, MA Q ce=s f, g v, in
R - a, n, f, g, s, 1, w R « oo s, i, el
8 ves h, &, i, r, u, v S ces hy r, i
T - 8, €, N T - l, e, n
U o= a, s, v, it U se= v, a, W, it
V XK 2ot h’ u, x' st V sae™ u, St i ’
w o= a, m, o, r, u, at w == f, a, u, m, at
X LK Rad d, Vv, U, k’ N tu X [l X 1, Y, f, ai
Y Ly Radd x, > k, c, Nm Y eo o8 h, ii
Z ——e b, d, g, q, mi Z cee o h, ¢, se
1 g mm—— 0, 2 1 [ 2k ] p
2 LR Rahabed 1, 3 2 LN Bad N J 3
3 s e 0™ 2, 4 3 sees™e 4
4 esss™ 3, 5 4 spoa™ 3
5 esees 4, 6 5 - -
6 =seee 5, 7 6 esecss P
7 mege o 6’ 8 7 me=ee
8 g o 7’ 9 8 bt NN N Y
9 amemy 8 9 m=pe™ X
0 | we==- 9 0]  — L

Errérs frequent in both systems:

e is omitted

- is omitted

e is transmitted as =

- is transmitted as ,
Military Cryptanalysis,
Part I, 2-p 6
1936=37,
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ARMY EXTENSION COURSES

. LESSON ASSIMT SHEET- )

SUBCOURSE " Military Gryptmlys:la Part I..

LESSON III = Monoliteral su‘batitution with s'ha.nda.rd e:l.pher
alphnbe‘l:a. S .

ESTIMATED TTME -3 hours. - }-_?

TEXT ASSIGNMENT - Text Seotion Ve

MATERTALS REQUIRED

MAXTMUM WEIGHT = 100.

SUGGESTIONS -~ None.

EXERCISE

Weights

60 l. 8. Solve the following oryptograms
KDZYJ GNRYY RPHEKER ZQNNE 2ZYDCC
NOJEM ADEYD MQRYY RGJDE AKZNA
WNGJE NJEAJ LEYPN EYNAD MANZJ
ZYREP NDMYK JAOJE HREYA TZYDG-
YKJAO JEMRE YATJZ PDXEY NARYY
RPHJE LVJYK ANLJF NEYRG ANZNA
WNYDA NNZYR QGJZEK MADEY GJE'N

10 b. Whot 1s the speeific key?

b 8. Name two mothods of solving oiphers of this type.

1_0 2. 8¢ In the solution of a substitution cipher by com-

cross-seot!.on paper of 1/4 inoh lquarea.

pleting the plain camponent sequence involving reversed
standard alphabets, what aro tho successive steps?

Military Cryptanalysis, Part I, S«p 1

1936=37.
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bs If a short cryptogram is enciphered by means of a
clpher alphabet of which the plain component 1s a known mixed
sequence, can 1t be solved by completing the plain component
sequence”?

3« a. What 1s the first step bne should take in attempting
to solve an unknown cryptogram that is obv:.ously a substitution
cipher®

b. If this step 1s unsuccessful and the cryptogram is
obviously monoalphabetic in character, what type of cipner
al phabet may be assumed to have been used?

Milatary Cryptenalysis, Part I, 3=-p 2
1936-37,
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ABMY EXTENSION COURSES

LESSON ASSIGRMENT SHEET ...

SUBCOURSE - ¥ilitary Cryptanalysis Part I.

LESSON IV = Monoliteral substitution with mized cipher
- alphabots.
ESTIMATED TIME = & hours.

TEXT ASSIGHMENT

Text, pars. 23-31, Section VI.

MATERIALS REQUIRED Cross-section paper of 1/4 inoh squares.

MAXTMUM V/EIGHT - 100,
SUGGESTIONS = None.
EXERCISE
Welghts
5 ls Why do monoalphabetic oryptograms involving standard

40

oiphor alphabots yleld such a low degree of oryptographio

security?

Construct a triliteral frequency distribution showing

ono prefix and ome suffix of the following oryptogram and
indicato by underscoring all repetitions of three or more

letters:

IFIEX QMHEJ PDWTI OIIFP AGDQI
KHFDA GDGMH SFKIW PQHNG MIIFT
ACCIW FKAPQ DITAR AFAQX HNIWG
CICWB IPQHJ PITIM WCREE OWQJW
QMHCP DWTIO IIFPI FQHSQ QHGWA
F-REHFQ WRQUA QDQDI IFIEX WFEKGW
AFAFN HMEWQ AHFWP QHDAP IVWRAQ
JHPAQ AHFPQ HJUAC CMIJH MQNSXM
QDIMH FQDIA MMIQS MNF

Military Cryptenalysis, Part I, 4-p 1

1936=37.
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Welght:

10 be Propare a condensed tablé of repetitions of tri-
graphs- and digraphs appearing morp than twice in the
oryptogram given in’a,

85 - 7 os Using the data obtainod in 4 and b above, complete
the solution of tho oryptograme

10 4. Determine the oipher alphabet and the koyword
usede . :

Military Cryptanalysis, Part I, 4=p 2~ -~ "~ '’

1936=57.
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ARMY EXTENSION COURSES

LESSON ASSIGNMENT SHEET

SUBCOURSE = lfilitary Cryptanalysis Part I.

LESSON ¥ = Nonoliteral substitution with mixed cipher
alphabets,

ESTIMATED TIME | = § hours.

TEXT ASSIGNMENT = Text, Pars. .SB-.M, Seotion VI.

MATERIALS REQUIRED

Cross=section paper of 1/4 inoh squares,

MAXTMUM WEIGHT = 100.
BUGGESTIONS = None.
EXERCISE
Weights
8 le What tw places in every message lend themselves more

10

readily to sucoessful attack by the assumption of words than
do any other places? Why?

2, What is meant by the "probable word method" of solution?
3. a. What is meant by the word formula: A BBACDA?

be For each formula given below indicate one good l!hgliuh
word that fits exactlys

() ABCBDBEF
(2) ABBACD

(3) ABCDBCE

4, Usling the oipher alphabet applylng to the oryptogram given
in problem 2 of lesson IV, solve the following by means of its

WVQHM VGVNMNM SQBBQ ZVDGX
BDGED XCVTD GUOGX QGEBX

Military Cryptanalysis, Part I, S5-p 1

1936=37.
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AFMY EXTENSION COURSES

LESSON ASSIGNMENT SHEET

SUBCOURSE

LESSON VI
oipher alphabetse

“VNNM hours, W

ESTIMLTED TIME

= Milltary Cryptanalysis, Port I.

N RO,

Y
3

=» Polyliteral substitution w:l.th mono<équivalent

TEXT ASSIGNHENT . . Tgiﬁ,ﬁ:pﬂon VII. .. _

MATERTALS REQUIRED * = Cross=section paper of 1/4 1nnh squares.
MAXTHUM WETGHT " & 200.. F.noe.. i

SUGGESTIONS oo T None. L.

R i:. .o f e d n:"

Weis_lzts ’ :'=. :.'-\.‘ .o '._". e ‘. v

70 | le 8. ,_i%lve the followingr‘m o

TR -."1 -

UAKEY KYKGE YECRL
"ANXUR. &hb‘éA"vbmrB!E

-!xz;c EIA!K KBEAC
- -"- " l.h\. Y
AUEUA cwcxc EYEYA
KBLREK ERivdv-vyRUuRU
ECRLA CBEACEYEDE,
_ YECEY AUEEB URCAC
‘Aﬁi%%*YEﬁ* " ACACE
L
URYEY EYEKi ERKETD-
KYEUR CAUEU EURCA
'UaCAK BKBYB EKAURC

Military Cryptenalysis, Part I, 6-p 1

1936=37.

kW S S

. A
AYEQA UKCETU
fixif% BUEYR
EEATA YECBL
YEYBT EUACA
SREEEE uacac
CHLRY XLEUA
RURCA YBYAE
UALROC 'KUAKE
AUACA UALEEY
gnrar.xrnun
ECBYB LAXXX
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. Weight:

b. - Determine the keywords used.

| T rch; /5 He
Dian George:
e /fu nead Hia
M%ﬂ(/t/n W?Zt'ﬂr- 7
Hene /n y Mﬂfﬂdd}ﬂa—
wow I arr7 //m/myﬁ'ﬁﬁcdm
en Mf' ke Formaviour. S ,&f(
Cordiatly youra,

Militery Cryptanalysis, Part I, 6-p 2 / Z/ﬁl«om l .
1936-37.

——




REF ID:A64648

ARMY EXTENSION COURSES

I.ESSON ASSIGNMENT SBEET

- ll:l.li'l:a.ry Cryp'ba.m.lys:la Pa.rb I. _

- Polyliteral substituticn w:l.th poly-oquivn.len:b
clpher alphabets.

= 5 hours -’
= Text, Section VIIil.

" SUBCOURSE
IESSON VII
ESTTMATED TIME

TEKT ASSIGHMENT
MATERIALS REQUIRED ' = Cross spotion paper of .1/4 inoch squares.

MAXTMUM WEIGHT «200 - o
_SUGGE_STIONS =" None,
EXERCISE
Weight: .
§: 1l . What is. 'hhe purpose of providing variants in a eipher
aystant L
5 b, From the oryptamlytic polnt of v:lew, how does

. simple monoalphabetic substitution differ from monoalph=
abetic substitution with veriants

Solve the :l’éliarl.ng:

86 2, 8
DZFVJ XRWDX QWHZL VLWLX 8TPZB
ZK‘HNTFxDVC 'XQTKT NZLVP THTRY
KVP'W.'K I'RZII!.W' BZIIHTER VHZPT FYEXK
VRXJW NZLXC WPXRY NXBVBE TLXPFX
HTDTJ XQXDW JTPXC TFXJW PI_KWP
TNTDW RXRVS XAEIO UDZFV CXFWQ
XKEWNZ FVLWR WLXBT RXNZR XPWHEHT
FXLXC WBZFW HZHWK XQWHX BVBTF

Military Cryptanalysis, Part I, 7=p .1

1936=37,




Weights

XLXXNT
KWCTB

XFWPX.

CX3BXJ
XFWLW
DWNZPF

RZLXQ

WDXLZ
NZBXB
THZJT
NZFWB
XRVMX
WRXHZ
RWRXD

THXST

REF ID:A64648

DTPXQ

LTQWFZX

RXPXQ
VBZSV
PVEXB
WNZGT
XQWHZ
DWRXB
TPVHT
FXCTK
ZBWQX
AEIOU
RVBTF

XD2QZ

ETEWN

Vaf
e

XDWPT

- LYMX G

XQWHT
HZRWR
TNXFX
BZEXWA
QZQTH
ZFVBT
JXQWR
TNTDW
QWNXC

LXPWJ

XLXHT
‘BIBXE

FNZXX

JXCTL
XLWJIX
DTDXK
‘XDXJT
PWLVH
EIOUH
TLXQX
FXLXE
WRXILX
PZDXP
XDWPT
XLWBW
HWPZS
‘TeXEX

XJIWCX
DWKZD
WPVFYV
EWRYVQ
ZBZDX
TBVEX
EXKEWE
TNWPZ
JWBZQ
TLXCW
NTQWEF"

"KEXLZD

VBTLW

"FZLVB

be From the oryptographic point of view, what serious

disadvantage doms this type of system have?

Military Cryptanalysis, Part I, 7-p 2
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REF ID:A64648
ARMY EXTENSION COURSES

LESSON .ASSIGNMENT SHEET

SUBCOURSE ~ Military Cryptanalysis, Part I.

LESSON VIII - = Polygraphio substitution systems - 4 - square
eheckerboard designs. :

ESTIMATED -TIME ‘= 4 hours _

TEXT ASSIGNMENT © = Text, parse 41 - 44, Seotion IX.

MATERIALS REQUIRED =~ Cross seotion paper of.1/4 inch squares.

MAXTMUM WEIGHT = 100.
SUGGESTIONS = None.
EXERCISE
Weights
4 l. a. Phat is polyliteral substitution? What is

4 ___ 'be In true digraphic substitutiomn, if 'Eﬁp ylelds
XNo, is it possible for EN, to yield ZB,?

2 Ce ﬁha.t is the fundamental purpose -of polygraphic
substitution?

90 2. Solve the following:
LOQME ECQNKXK GGQAS BNPRM ELNAT
SCQBPF YLOUR.PDUCI EIXAC K'.I.'IIII.
INTHA GBCQO SHKCG NQAII RDUPFE
QREGXD STQNR XDHMX OGLSR DTSHG
SERDK MFAHG TQBFQ QCOTY EKCPEK
FRLOU KUQAU O0OCBQI EPTHVY TROQM
LPQAF AQAEQ FPTCPR GKQDU XASYVS
HSYCC IUTPH AFGTP DURDT SSHRXM

polygraphic substitution?

Military Cryptanalysis, Part I, 8=p 1

1936=37,




FABNF

_B¥GCI

QN.87VS
AGNAG
BUSHR
GUOUTU,
HPBPB
MSHERM

REF ID:A64648

CHGTQ
MTFSEK
HFCIO
RMLGEK
PBNUPF

MWecQo-

GFUKC
FABRPF

NMIEHU
UELYNA

CICIO

BGNQA

KAKMR

UVZS85IO0
GNRMTU
CHGCI

Military Cryptenalysis, Part I, 8=p . 2

1956=37.

UZBEHNM
TSEQO
ODOEP
IELUK
MLGTA
CIEDZ
OECKE
AGIEN

RGGQE
QEQZS
CQMNIR
WTSVS
YERNH

STPLG

LUDPR
ABMIXX




_ SUBCOURSE
LESSON IX

ESTIMATED

IE

TEXT ASSIGNMENT

MATERIALS

REQUIRED

MAXTMUM WEIGHT

SUGGESTIONS

EXERCISE
Weiggt g

Militery Cryptanalysis, Part

1936=37,

l.

REF ID:A64648

ARMY EXTENSION COURSES

LESSON ASSIGNMENT SHEET

= Military Cryptanalysis, Part I,

Polygraphic substitution systems = Playfair ocipher

system.

5 hours.

=~ Text, pars. 46 ~ 46, Sectlon IX.

Cross section paper of 1/4 inoh squares.

100.

None.

make it recognizable?

2. Solve the followings

VFLQG EASEKQ’

FSYOY
PGFTUI
MCDRG
KQWXC
DTSLC
VUPTYV
TMCIX
SYMTM
DVYFKO
VFYIPYV

ACKBE
ETGQY"

MZYSQ
IBIXS MCDEKDO
YEROT MPMZO
XPXKA HVXDL
HYXYN Z2CZET
BUPHU MZCSY
ETHSY YEKMGY
SYDMX TUAHGQ
CRCOS ARCRC
TKXVH KCAYS
WNBSM SYCIP
ZESGN BRCOE
XVPYS PTYST
8 I, 9=-p 2

KCHUI
SYRNS
PYSBEZ
RGBS OS
KEMPOX
RORGR
PGOYN
YXFUI

What are the characteristios of a Playfair oipher which

QWAHYT
KLCOS
QLDEP
VZYWPF
MGY'NR.
DXMS G
HUUBY
YKRVF
NBCzZY
RXLAH
KUKY G

QOXXK?P




REF ID:A64648

ARMY EXTENSION COURSES

LESSON ASSIGNMENT SHEET )

SUBCOURSE - ~ Military Cryptanalysis, Part I.
LESSON X ~ Miscellaneous monoalphabetic substitution systems.
ESTIMATED TIME = 4 hours. |

TEXT ASSIGHMERT - Text, Seotion X.

MATERIALS REQUIRED Cross section paper of 1/4 inch squares.

MAXTHUUM WETGHT = 100.
SUGGESTIONS = None.
EXERCISE
Weights
2 1. 8. That characters are most used in practioal orypt-
ography today?
2 - by What is the usual preliminary procedure in solving
oryptograms involving sykbols?
4 o¢ In monocalphabetio substitution with variants,
what characters are most canmonly used? Thy?
2 2, TWhat is the primary purpose of en analytical key?
80 3¢ Solve the following:

VXOIE NONYN XWRIY IROID PIWFi
TWHIR FXOIR XJRNH KIIDY PXJQD
FXEYP X@WPX ZXYNP NXWDU XWEKYP
RIDVU NWIQT YPIDY PXJLN UUXWI
WNWIP LRIIS TOPUS EMACC ANJUS

Military Cryptanalysis, Part I, 10«p 1
1936=37,




FJXZC-
EXOUR
CIJBJV
igcob
QBDEH
CSYEHED
DJMMG
CEVQI

REF ID:A64648

ESHJS
XBUCQ
ACEEA
¥DSDK

KJGUX

GJUST

JeQYE
EWG

EEXZJ
A8SDZC
XNOBT

JQGS 6

KKJGY
KLDJA

SGTKJ

. : —
Military Cryptanalysis, Part I, 10-p 2

1936=37.

ZVNAB
UVOUR
RSCEX
QWGAQ
MYDJS
KQITEK
OPQDM

EDRSD

QAOAS

ATTAC
XKIJGY
TGJGI
IIYJO
YOGEA
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ARMY EXTENSION COURSES

SOLUTIONS
SUBCOURSE - =Military Cryptanalysis~Part I.
LESSON 1 =Fundamental Prinociples.

Weight: 1. 8. (1) perseverance, (2) ocareful methods of analysis,
(3) Tintuition, (4) 1luock.

5 be (1) A broad general education.

(2) Access to a large library of ourrent literature and
direct contacts with sources of collateral information.

(3) Proper ooordination of efforte

(4) Faculty of being able to concentrate on a problem for
rather long periods of time without distraction, nervous irrit-
ability, and impatience. '

(6) A retentive memory, especially in the solution of code,

4 2. (1) The determination of the language employed in the plain-
text version.

(2) The determination of the gemeral system of cryptography
employed,

(3) The recsnstructien of the specifio key in the case of a
elpher system, er tho reoonstruoction, partial g»r complete, of the
cede boek, in the case of a code systemy or both, in the case of
an eneiphered code system,

(4) The reeenstruction of the plain text.

4 3. Spanish: The cerrespondents are apparently Spaniards or
Mexicans end it is natural to expedt them to use their native
language. Furthermore, the plain-text werds in the message are
Spanish so. it is probable that the enciphered text is also.

1 4, Monealphabetie terms,
2 5. No.
20 6. Shortly after the disastrous battle of Camden, Washington

wrote to the Prosident of Congress, "What we neod is a good A
not a large ono." Unfortumately for the count the objoet
sought by s assertion, so thoroughly in E_% with our cher=-
ished institutions, has only been partially a ned in time of
peaca, ) '

In view of the growth of our neighbors, the vast extent of
our torritory, and the rapid increase of our floating population,
the time must spgedily arrive whon intolligont and law-abiding

eoplo will accept, and adhoro to, the opinion of John Adams that
tho National dofonse is ono of tho cardinnl duties of a statos=-
mMANe

Solutions
Military Cryptanalysis, Part I, 1l-p 1
1936-57
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Solutions

REF ID:A64648

Our military policy, or &s many would affirm, eur want
of it, has now been tested daring more than a cemtury. -
It has been tried in foreign, domestio, and Indian wars,
and while military men, from painful experience, are un-
ited as to its defects and dengers, our final success in
each conflict has so blinded the popular mind, &s to induce
the belief that as a nation we are invinoible.

With the greater mass of people, who have neither the
time nor the inclination to at&'&mﬁi; reguirements of
military solence, no error is more cammon to mistake
mllitary resources for military strength, and partioularly
is this the case with ourselves.

History records our triumph in the Revolution, in the
War of 1812, in the Florida War, in the Mexloan War, and
in the Great Rebellion, and as nearly all of these wars
were largely begun by militia end volunteers, the convice
tion has been produced that with us a reguler army is
not a necessity. - “

7. a. (1) ENEMY IS VERY QUIET IN OUR FRONT.
(2) OUR ATTACK JUMPED OFF ON TIME.
b. (1) ENEMY SUPPORT LINE INSIDE OF WOODS IS HEAVILY
MANNED.
(2) AM RECEIVING HEAVY FIRE FROM APPLE ORCHARD.

oo (1) ENEMY INFANTRY IS MOVING FROM VICINITY OF STONE
BRIDGE. '
(2) SECOND BRIGADE NOW IN ATTACK POSITIONS.
'd, (1) HOSTILE ATTACK HAS MADE NO PROGRESS AGAINST
THIS SECTCR.
(2) COUNTERATTACK BY BRIGADE RESERVE WILL BE
LAUNCHED AT DAYBREAK.
e. (1) ENEMY IS PUSHING HIS ATTACK WITH VIGOR.
(2) GIVE ME YOUR RECOMMENDATIONS CONCERNING USE
OF SECOND TANK COMPANY,

Military Cryptannlysis,l-p 2

1936=37.
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ARMY EXTENSION COURSES

SOLUTIONS
SUBCOURSE - Military Cryptanglysis, Part. Te-
LESSON II = Frequency distributions, .
Nelghts
6 1. -
Z
=
= # = =
2 - = _= #:z%
z -zi_z :;_ = 2 ##2-
Z-FFE_ E22L E_#z=_#2¥#L = _=
ABCDEFGHIJKLMNOPQRSTUVWXYZ
2 2. a. N, X, 8, and To
3 b J, K, Q-,.. X, and Z.
1l 8¢ 40 per cent.
3 de Because (1) in telegraphio text words which are not

strictly essential for mtelligibility are anitteds (2)
certain essential words, such as "stop", "period", "oomma",
etc.,, must be spelled out in telegra.phic text a.nd ooour fre-
quently; and (3) tolegraphic text often employs longer

and more uncaommon words than ordinary literary text.

8 3« (1) Whether the cipher belongs to the substitution or
the transposition class;
(2) If a substitution cipher, whother it is monocalpha-
betio or polyalphabetic in characters
(3) If monoalphabetic, whether the cipher alphabet is
a standard oiphor alphabet or a mixed cipher alphabet;
(4) If standard, whether it is a direct or reversed
standard oipher a.lphabot.__
4 4. a. Transposition.
4 bs Substitution.
4 8¢ Bubstitution.
Solutions oo ey

Military Cryptanalysis, Part I, 2-p 1

1956=37.




6. a-.and c aro monoalphabetic.

Bo Mixod, i

REF ID:A64648

Reversod standard.

Se Direct Standard.

Weights
16
10 6. a.
10
10
20 7. DAX
NR17
IPCOY
APAYN
MEHAZ
KEHZA
EGBLO
EXFOM
5
Bolutions

VvV XAR

DYBIE
FOBAK
CODAP
LOGIS

HOBWE

DOFYO

ENCOZ

GR 36

DUFTO
DODLA
KEDUR

KEUTEG
AVDUZ

ENGOA

ACFAH

[ )

Military cfyptmlya:lu, Part I, 2-p 2
1956=37.

BT

AMEJA
LUFYL
JOPID
Eviux
FOFET

IAWEN

LOFIR

b is polyalphabetioc.

KIBON
KAWAL
JENOX
IPBEX
E.HGOZ
MAWEN
0__955
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ARMY EXTENSION COURSES

SOLUTIONS
SUBCOURSE = Military Cryptamalysis, Part I.
LESSON III = Monoliteral substitution with standard cipher
alphabets,

Weight:
80 1. _&_o Plain text;

HOSTILE ATTACK HAS BEEN STOPPED IN FRONT OF BATTALION
RESERVE LINE IN RIGHT CENTER OF RESISTANCE OF THIRD INFANTRY
STOP THIRD INFANTRY IS COUNTERATTACKING WITH REGIMERTAL
RESERVE TO REESTABLISH FRONT LINE.

10 be Reversed standard alphabet with Ap = Rg.

6 .+ S8« Any two ofi-
(1) Frequenoy method.
(2) Completing the plain-component sequence method.
(3) Fitting the distribution to the normal.

10 2. a. (1) Convert the oiphor letters imto their plaine
ocamponent equivalenta.

(2) Complete the plain-component sequences
b 20 Yeos.

6 3. a. Try the mechaniocal method of solution by campleting
the plain-component sequence, using the normal alphabet,
first direot, then reversed,

6 bs, Mixed cipher alphabet,

Solutlions
Military Cryptanalysis, Part I, S-p 1
1956=374




SUBCOURSE

LESSON IV

Woight:

REF ID:A64648

ARNY EXTENSION COURSES

SQLUTIONS
= Hilitary Cryptanalysis, Part I.

= Monoliteral substitution with mixed cipher
alphobots, ' ' : '

l, Beocause botlh campononts of the olpher alphobot are
oocmposed of known sequences. As o consequence it is suf-
ficlent to moke but a single correcot assumption. They
oan be solved by complédting the plain oampomente

2. 0. Triliteral frequoncy distribution:

DTETRFWUWPFPQDPQUI

AGGOCFRFQFQFFHEPQECN

P
G
w
I

-}

Q
HQ
@

o

sy ab
2R oo =HAH

HO WX

sSw wH

OO Q>

HO R

|-

HO

- O

oHm oL@
L

=
M
HO OFM =KW EU OO M

L]
- -
g -
H -
=N
-
O M
N
O H
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]
> b
=B
o m
-
O |
TR

@
HE ob
2o aFf

M= WO 2 =Hm R

i (o e | [ - o>
E o

ny g wg
HU ’
™

m

H

o =g
HO nE EZ HO

sSK o =HR oOb
HTx QkE

Ha o
X ~] QO

S =X
HY DO

B e
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B
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=y
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Qa g2
ww W

dHb =
HE =S

<
mo

Solutions . -
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» o -

Welght:

&
B <
Foe =
ol

]

k=
- R ]
4 3
=~ I
0o

. bBo
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T 't Weight;
Repatitions:
IFIEX QMHHJ PDWTI OJIIFP AGDQI
KHFDA GDGMH SFEKIW PQHNKG MIIPFT
ACCIW FEAFQ DITAR AFAQX HNIWG
CICWB IPQHJ PITIM WCRHE OWQUJW

QMECP DWTIO IIFPI FQESQ QHGWA
FREFQ WRQUA QDQDI 'IFIEX WFEGQGW
AFAFNY HMEWQ AHFWP QHDAP IVWRQ

JEPAQ AHFPQ HJUAC CMIJH MQNSM
QDINMH FQDIA MMIQW WF

10 b. Trigraphs:-

HO Y
= i
18
TS

Digraphss=

OO H
(=R RN -] HOO
oo o
UE-EO
OhHO N
151111
[ W Y

150102
[N IO I B I BN B B
ARUUMAGKUGRNR

HeagE b e
OHHMECHY RO

36 8« Plain text:
ENEMY TROOPS HAVE BEEN SIGHTED ON HIGH GROUND EAST OF GREEN=
VILLE 4AND IN THE VICINITY OF EAGLE LAKE STOP SEVERAL COMBAT '
PATROLS HAVE BBEN SENT OUT TO G.IN CONTACT WITH THE ENEMY
AND GAIN IﬁFORllA'.l‘ION AS TO HIS EX.LCT POSITION STOP I LL

REPORT FURTHER ON THEIR RETURN.

10 de Cipher nlphabet:
Plaint: ABCDEFGHIJEKLMNOPQRSTUVWXYZ
Ciphers WORKINGDAYBCEFHJLMPQSTUVXZ

Keywords WORKING DAY.

Solutions
Military Crypteanalysis, Part I, 4=p 3
1936=37,
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ARMY EXTENSION COURSES

SOLUTIONS
SUBCOURSE = Military Cryptenalysls, Part I.
LESSON V = Monoliteral substitwtion with mixed cipher
alphabets.
Welght:
8 l. The beginning and the end of a mss'age. Because although -

words may begin and end with almost any letter of the alphabet,
they usually begin and end with but a few very common digraphs
and trigraphs.

10 2. The "probable word method"™ of solution is one in which
solution is obtained by the assumptien of one or more words
of plain text without the use of onalysis,.

7 3¢ ae¢ This formula indicates a seven-letter word in which
the First, fourth, and seventh lotters are the same but
different from the second, third, fifth and sixthj the second
and third letters are the sams 'but different from the first,
fourth, £ifth, sixth, and seventh; ard the fifth and sixth are
different from each other and all others.

6 be (1) Any word that fits the formula such ns: ocemetery,
vicinity, monopoly, division, civilian. '

6 " (2) Any word that fits the formula such as: affair;
attack, effect.

5 (3) Any word that fits the fornmla such as: warfnre,
secreoy, whether,

60 4, Plain teoxt:
HEAVY ENEMY BARRAGE ON FRONT OF SECOND INFANTRY.
Specifio key: Ap ®= Qo

Solutions

Military crypta.nnlysis, Part I, 5=p 1

1936=37.
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~RMY EXTENSION COURSES

SOLUTIONS
BUBCOURSE = Military Cryptanalysis, Part I.
LESSON VI = Polylliteral substitution with mono=oquivalent .

cipher alphabotse.

Welghts
70 1. 8. Diagram:

wl

EIEIE

21

o7 o ||t
| ] o] e

<KHAHaQgH
oW

Plain text:
THE ENCMY COUNTERATT;'.GK. HsS BEEN DEFINITELY STOPPED EAST OF
TWHITE RUN STOP MY LINE NOY EXTENDS FROM ROAD JUNCTION TWO

THREE EIGHT TO THE CROSS=RQAD EAST QOF FAUPLAY.

be Koywords:s LUCKY; BREAK.

30 2. Biliteral OiPhero
Plain toxt:
FOURTH DIVISION SAILED FROM NEW YORK M.RCE FIFTEENTH

CARL

Solutions
Military Cryptanalysis, Part I, 6-p 1
1936=37,.
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ARMY EXTENSION COURSES

SOLUTIONS
SUBCOURSE - M1itary Cryptanslysis Part I.
LESSON VII = Polyliteral substitution w th poly-equivalent
cipher alphabetse
Weight:
6 le ae The purpose of providing var:la.n'bs in a oipher system

.+ 1s to disgulise or suppress the manifestations of monoalphe
abeticity in a monocalphabetio substitution oiphere

86

Solutions

be In simple monoalphabetic substitution:

(1) The same letter of the plain text is invariably
represented by but ocne and always thesame character of the

oryptogram, and

(2) The same character of the oryptogram invariably
represents one and always the same letter of the plain text.
¥While in monoalphebetic substitution with variants:

(1) The same letter of the plain text may be rep-
resented by one or more different oharaoters of the orypto-

gram, but

(2) The same charsoter of the oryptogram never=
theless invariably represents one and always the seme letter
of the plain text,

2e s Diagrams

Plain text:

PRISONERS TAKEN AT MILLER FARMHOUSE ARE FROM THE THIRD
BATTALION FIFTH INFANTRY. PRISONERS STATE THAT THE SECOND
BATTALION FIFTH INFANTRY IS IN POSITION ALONG RIDGE WEST

Military crypta.nnlys'.ls, Part I, 7-p 1

1936-37-




WBiEEt:

REF ID:A64648

OF CROSSROAD THREE ONE SEVEN.- ABOUT ONE PLATOON COUNTERw
ATTACKED AGATNST THE LEFT FLANK OF THE SECOND INFANTRY.
THIS COUNTERATTACK WAS '§TOPPED BY OUR ADVANCE.

Notes The five lotters A E I O U were inserted between .
sentonces,

be . The cryptographic text is mox e thn.n twico as long as

the plain toxte _

Solutions

Military cryptamlysis, Part I, 7-p 2

1936«=37.
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ARMY EXTENSION COURSES

" SOLUTIONS
SUBCOURSE " = Milltary Cryptanalysis, Part I.
LESSON VIII = Polygraphio substitution systems = 4 = aépnre
checkerboard deslgna.
Eﬁ_‘_ W s
4 le ae Polyllteral subatitution is that type of substitution -

90

Solutions

in which ench single element (one letter) of the plain text
ias replaced by a group of two or more cipher elements. -

Polygraphic substitution is that type of substitution
in whioh plain-text units consisting of two or more elements
(letters) forming an indivisible compound are replaced by
cipher text units which usually conslst of a corresponding
number of olemenbs.

:_b_c Yes .

S« The suppression of the frequency characteristics of
plain texte.

2e Checkerboard designs

dEHaoE® | ok
Hpuoudo | SWEaW

MEDEC| Mo=zma
“uaba|KMBofu
NOFwH | NQWRE
HOEQW | Evyvoem
MoZma| Komba
<KHo¥u | dwmwn
NduKE | Ngrol

dqonIb | dESO®

Plain text:

MESSAGES FR(M THE FIRST BRIGADE SHOW THAT THE ENEMY HAS
ATTACKED IN FORCE ALONG THE PROSPERTONN DASH SYKESVILLE
FOAD ON A FRONT OF ONE THOUSAND YARDS NORTH AND THREE
HUNDRED YARDS SOUTH OF THE ROAD STOP THEY HAVE ADVANCED

Military Cryptenalysis, Part I, 8ep L =«

1936=37.
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TO HOLD THE RQAD EAST:.OF .HILL ONE THREE SEVEN STOP REG-
IMENTAL AND BRIGAﬁE RESERVES HAVE ALL BEEN ENGAGED RESULI-
ING IN STOPPING THE ENEIEY AWANGE AT THIS POINT STOP
DIVISION RESER'VES HAVE BEEN MOVED TO POSITION ALONG STREAM=
LINE JUST EAST OF HILL ONE NINE EIGHT.

28 T

Solutions
Military Cryptanalysie, Part I, 8-p 2.
193637,




SUBCOURSE
LESSON IX

Weights

Solutions

REF ID:A64648

ARMY EXTENSION COURSES

SOLUTIONS
= Military Cryptanalysis, Part I.

= Polygraphic substitution systems = Playfair
cipher systems

le The Playfalr cipher may be rédcognized by virtue of the
fact that it always contains an even mumber of letters and
that, when divided into groups of two letters each, no
group oontains a repetition of the same letter, as NN or ER.

2« Transposition rectangle:

Cipher square:

Plain text:
THIRTY PRISONERS INCLUDING THREE OFFICERS WERE CAPTURED
AT HILL SEVEN ONE ZERO. PRISONERS ARE BEING FORWARDED

TO DIVISI ON COrMAND POSTe ENEMY HOLDS SPUR NINE HUNDRED
YARDS NORTHWEST OF GREELY. HEAVY MACHINE GUN FIRE COMING
FROM HILL THREE HUNDRED YARDS NORTH AND NORTHWEST OF
TURNER IS DELAYING THE ADVANCE, REQUEST ARTILLERY SUPPORT
AND REENFORCEMENTS FROM THE RESERVE.

Mlitary Cryptenalysis, Part I, 9~p 1L

1936-37.
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ARMY EXTENSION COURSES

SOLOTIONS
SUBCOURSE = Military Cryptanalysis, Part I.
LESSON X = liisoellaneous monoalphabetic substitution systems.
Weights

2 l. a. The 26 letters of the English alphabet,

2 be Bubstitute letters for the sysbols consistently
throughout the message.

4 ce Figures. Because (1) the ‘use of mumerical groups
seems more natural or easler to the uninitiated than does
the use of varying combinations of letters, and (2) it
is easy to draw up cipher alphabets in whioch some of the
letters are represented by single digits and others by
pairs of digits thus ocamplicating oryptanalysis.

2 2 To indicate by means of an outline the relationship
existing among the various cryptographio systemse

_90 3« lionoalphabetic substitution with three different mixed

cipher alphabets,

Cipher alphabets:

M
e
=
=
o
*d

=2 H alo
O M

Plain text: ABCDEF GHI J
Cipher (1):
n 2)t: AMBDEFHIJK
o (3): YPTOGAMBDE

oo N )
o=
HO
&
Nd
<
n N
ga
<X
A
M
N

Plain text:

MOVE DIVISION RESERVE AT ONCE UNDER COVER OF RIDGE EAST OF
JACOBSTOWN TO POSITION ALONG STREAMIINE JUST EAST OF HILL ONE
NINE THREE STOP ONE BATTALION FIRST ENGINEERS IS PLACED UNDER
YOUR COMMAND STOP YOU MAY ANTICIPATE EARLY COUNTERATTACK BY
DIVISION RESERVE FROM NEAR HILL ONE TW) ONE AGAINST ENEMY
SALIENT STOP INFORM COMMANDING GENERAL SECOND BRIGADE OF
YOUR MOVE.

Notes Underlined words were not enoiphered.s They indlcate a change in
alphabet,

Solutions

Military Cryptanalysis, Part I, 10=p 1

1936-37.
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