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ARMY EXTENSION COURSES 

Suboourse-Military Crypt~alysis Pa.r~ I 
Monoalphabetio Substitution Systems 

Introduction. 

Purpose and Soope: 

The purpose of this suboourse is to teach the student the methods of 
analysis of the more simple military cipher systems. 

The scope of this suboourse isr Furuta111ental principles; monoliteral 
substitution; polyliteral subs~itution; polygraphio substitution; and mis­
cellaneous monoalphabetic substitution systems~ 

Number of Lessons and Approximate Time Reqµired: 

This suboourse consists of 10 lessons and will probably requd.re 
approximately 41 hours of 11) rk by the average student. 

The time listed for this subcourse and tor each lesson is only an 
estimate and should be considered merely as a guide. It does not in any 
way limit the time that may be· devoted to the lesson or subcourse. 

Texts Required: 

Military Cryptanalysis-Part I-Monoalphabetic Substitution Systems 
(1936). As prepared under 'he direction of the Chief Signal Officer • 

Materials Required : 

Cross-section paper. 

Special Instructions and Information: 

This subcourse and the text used therewith were prepared under 
the direction of the qhief Signal Officer. 

So far ss practicable, detailed work sheets which usually form a 
part of the solution should be submitted with the solutions. 

Military Cryptanalysis-Part I, l-p l 
1936-37. 
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CONFIDENTIAL 
ARMY EXTENSION COURSES 

LESSON ASSIGNMENT SHEET 

SUBCOURSE ·Military Cryptanalysis-Part I. 

LESSON 1 -Fundamental Principles. 

ESTIMATED TIME -4 hours. 

TEXT ASSIGNMENT -Text, Sections I and II. 

MATERIALS REQUIRED -Cross-section paper of 1/4 inoh squares. 

MAXIMUM WEIGHT -100. 

SUGGESTIONS •None. 

EXERCISE 

Weight: 

4 1. a. What four thiags were thought by Ca.pt. Hitt to be 
essential to cryptanalytic success? 

5 b. What five additional elements are also highly de- . 
sira'Sle? 

4 2~ lVhat four fundomental operations are involved in the 
soiution of praotioniiy every cryptogram? 

4 3• Indicate the language in which you would expect the 
plain-text or the oryptographed portion of' the following 
message to be written. Give your reasons for your answer. 

From: 
To: 

Felipe Madrazo, Mexico City, Moxioo. 
Andres Gonzales, Now York City. 

Su telograma relativo. DIRLTIR DI MTI I!iXEQMTI 
TRSID LEQE TJK DI JTIRSQKR LTIQSKR GE HEMTAJEQAE MTI 
SIJIHKR IJ IRE LTIDI TRSID REGAQ LEQE IRSE 

1 4. In the solution or cryptograms involving n form of 
substitution to what simple terms is it necessary to roduoo 
them in order to reaoh a solution? 

2 5. Is it always neocssary to determine the specific key 
in order to reconstruct the plain texta 

20 6. In tho following passage each dash indicates the 
omission of a word or part of a word. Complete the passngo 
by writing on the printed paper over each dash the word 
or part which seems to you the most appropr'lato. 

Military Cryptanalysis-Part I, 1-p 2 
1936-37. 
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Shortly after the disastrous .;._ ____ of Camdon, Washington 
----- to tho President of Congress, "V'lh.ut wo neod is a good ----, 
not a ----- one." Unfortuna.tely for tho -------, the object 
sought by this -----tion, so thoroughly in h------ with our cher­
ished institutions, hns only been --------- attained in ---- of 
peace. 

In viow of tho ----th of our neighbors, the vast ex----
of our territory, und tho rupid in------ of our floating popula­
tion, tho time must ------ly urrivo whon intelligent and law-abid­
ing ------ will accept, nnd ndhoro to, tho ----ion of John Adams 
that the National ------- is ono of tho cnrdino.l duties of a 
s -----lllEl.n. 

Our military ------, or us ---- would nffiem, our wunt of it, 
has now boen tested during ---- than a century. It has boon tried 
in foreign, ------ic, and Indian ----, und while military men, 
frOill painful ox--------, nro united us to its de----- and dangers,· 
our final ------- in ouch conflict has so blinded the popular ----, 
as to induce the belie£ thnt ns n ------ we nro in--------· 

With tho greater mass of ------, who hnve neither tho time 
nor the in--------- to study the -------ments of -------- science, 
no ----- is more common than to mis---- military resources for 
military --------, and particularly is this tho case with ---selves. 

History records our· triumph in the ------tion, in the War or 
----, in tho Florida l1nr, in tho M------ Wnr, and in the Great 
------ion, and as nearly all of ----- vro.rs were largely begun by 
-·----- nnd voluntoors, tho conviction hns boon pro----- that with. 
us o. ------- urmy is not a necessity. 

7. a. In tho following examples tho words of sontences hnve been 
transposed. Rearrange the words to mo.kc plain toxt. 

(l) FRONT VERY IN ENEMY OUR QUIET IS 
(2} OFF ATTACK TIME ON JUMPED OUR 

b. In tho foll01'iing oxumplos the lottors of several words of 
oach sontonco ha.ve boon transposed. Reo.rra:pgo tho letters to make 
g.ood words tho.t will give intolligiblo plain toxt. 

3 {l) Enemy OPPRSTU line DEIINS of woods is AEHILVY mrumod. 

3 (2) Am CEEGIINRV hoo.vy EFIR from apple ACDHORR. 

o. In tho follovling exn.mples tho words of each sontonee havo 
been transposed and inttiJ ca.so of sevoro.l words tho letters ha.vo 
also boon transposed. Reconstruct tho plain toxt. 

4 (l) VICINITY AFINNRTY OF IS BDEGIR ENEMY GIMNOV STONE FMOR. 

3 (2) ATTACK CDEHOS NOW IINOOPSST IN ABDEGIR. 

Military Cryptanalysis, Part I, l•p 3 
1936-37. 
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d. In the follcnving oxa.mplos the letters of each word of each 
sentence ha.vo been ronrrnngod in the order in which they nppenr in 
tho normal stnndnrd nlphabot •• Reconstruct the plain text. 

10 (1) EHILOST .AACKTT AHS ADEM NO EGOPRRSS .AAGINST HIST CEORST. 

10 ( 2) AACCEKNORTTTU BY ABDEGIR EEERRSV ILLW BE ACDEHLNU AT 

AABDEKRY. 

o. In tho following exumplos tho plnin text hns been broken 
up into groups of five letters nnd thon in each group of five tho 
letters ha.ve boon rearranged in the order in which they npponr in 
tho normo.l stnndnrd alphabet. Reconstruct the plnin text. 

10 (1) EEMNY ISSPU GHHIN AITTS ACIK\~ GHITV OR 

15 (2) EGIMV EORUY CEMOR ADEMN !NOST CCENO GINNR EFOSU CENOS 

ADKNT ACMOP NY. 

Military Cryptnrui.lysis, Pnrt I, 1-p 4 
1936-37. 
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ARMY EXTENSION COURSES 

LESSON ASSIGNMENT SHEET 

SUBCOURSE - Military Cryptanalysis, Part I. 

LESSON II - Frequency distributions. 

ESTIMATED TIME - 4 hours. 

TEXT ASSIGNMENT - Text, Sections III and IV, and attached memorandwn.. 

MATERIALS REQUIRED - Cross-section paper of 1/4 inch squares. 

MAXIMUA( WEIGHT - 100. 

SUGGESTIONS - None. 

- EXERCISE 

-· 

Weight:· 

6 l. Using cross-section paper propare a monoliter!il frequency bar 
distribution of the letters of the following news item: 

"Rulers are part of the equipment of Chinese railway conductors. 
Children are paid for by the foot. Thoee under two feet six inches 
ride free, those between that height and four feet four inches pay 
half fare, and taller ones are classed as adults." 

2 2. a. lVhat are tha four most frequent consonants in English tele­
graphic .text? 

3 b. What are the five least frequent letters in English tele-
graphic text? 

l c. What percent (in round numbers) of the letters in English 
telegraphic text are vowels? 

3 d. Why are the frequencies of letters in English literary text 
different from those in telegraphic toxt? 

8 3. What four facts can be determined from a study of the mono­
literal frequency distribution of a cryptogram? 

4. Determine thecJrus to which the cipher systems, which were used 
in enciphering tho following messages, belong: 

Military Cryptanalysis, Part I, 2-p l 
1936-37. 
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Weight: 

4 a. E. I Y T R T N S Q I F E E V U N R T M E I 0 0 I Y 

RE UN 0 

4 b. Q W T C V V C E M J;.. Yf 0 R G F Q H H Q P V K 0 G X 

4 c. S Z P V X Z F R H B VU S Q L L A Q C EV B G 

5 

GJV 

5. Which of tho following substitution oiphors nre monoalpha­
botio? 

a. N H M Q A D S E Q. Q E P C N E M F E 0 S G H J L H 

TLSMM ETEAG MQILH GQHIX LATEO 

SMSPQ HLORL AGTQN SDEMQ NHRLX 

5 b. A M D I M M I C N R L Z E Z Q Q L Z E G V Q S S L 

MSIMD QVDAA IRVAI BQEGZ JUNJH 

ONFNJ LCAMV BLDBX UAJTI WNTXY 

AMXNF ZIIHO NFNJL CAMVL DGLJZ 

S Z K Y J V C L N Q 

5 c. T R E V N V B L F I I V X L N N V MW Z GR L M H -. 
ULIIV KOZXR MTWRE RBRLM lVHVI 

EVDSV MHZNV SZHYV VMXLN NRGGV 

WGLZX GRLMX 

6. The following messages wore onciphorod monoalphabctically. 
Determine in oach case whothor the cipher Qlphabat used was a 
~tandard or mixed alphabet and if standard, whether direct or 
revorsod. 

10 a. A T P 0 Z W D Z U C H U 0 Q J L Z 0 A 0 H U X P Z 

PVTMZ UBDHP OCQTV OADQH MZUDL 

DPOTC QLADD WDQXX 

Military cryptanalysis, Part I, 2-p 2 
1936-37. 
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b. Tl RI F S G H I.P Q L I I J 0 NHWjJ L I WR' !4 

PI L GW Q NIH E OQNGW QED QI A EWA I 

SQVTAW QQWFN I H N 0 R LIO 0 N HTQME 

MNTMT LISH D EWOQI PC NH T UNFFE 

c. HP B G Z MHMKT YYBVV HGZXL MB HGT 

MPXLM XKGXQ BMLHY ZXMM:R' LUNKZ 

KXVHF FXGYfI K XI T K TM B HG HYVBK 

VNETM B HG FT IUXXQ IXWBM xwxxx 

7. From tho interceptod traffic of throe intercept stations 
operating in tho same sector of tho front, tho following mess­
agos wore selected for study by a mombor of the code and cipher 
solution section at GHQ. They aro undoubtedly throe versions 
of one enemy cipher message, but there appears to be a number 
of diffcronoos, duo no doubt to operating difficulties at the 
several stations. Study the messages and rooonstruct from them 
the actual message sent by tho enemy station. 

I. Time intercoptod 10:05 a.m. by x y DAX v XAR 

GR 35 B T 

N R 1 7 D YB IE DUFT 0 ..i.l. lJI E J 1 .. KI B 0 N 

s G C 0 Y F OBAK DO DLA LUFYD KAWAL 

A PAYN c ODAP KE DUR J 0 P I D JEN OX 

.MEHAZ L 0 GI S KUT E G EVA UK IP BE M 

KEHZA. HOBWE AVDUZ F 0 FA EMC 0 Z 

E GB L 0 DOFYO E N C - - MAVlEN - --- -
- - - - - - - - - - - - - - - - - - - - - - - - -

Military Cryptn~lyais, P~rt I, 2-p 3. 
1936-37. 
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II. Timo intorcaptod 10:03 a.m. by L K DAX v XAA 

GR 3 5 B T 

N RI - DY BI E BUFTO A MEJA KI B 0 N 

IP K 0 • F - BAK DODL.A LUFYL KAWA L 

A PAYN ----- --DUA - • P I D JEN OX 

NEHAZ L 0 GI S KUT E G EVA UC I R B VI 

KEHZli. SOBVfE Vli.DUZ FOFET E M C· 0 Z 

E GB L 0 D 0 FY 0 AECDA IvIAWEN - - - OM 

EMC 0 Z ACFAH L· 0 F I R 0 9 3 5 

III. TilnG intorooptod 10:05 a.m. by K Z DAX v XAR 

GR B T 

N R 1 7 DYBIE DUFT 0 A MEJA KS B 0 N 

I P C 0 Y - • - A - D 0 - - - LU FY L KA l/ 1~ L 

A P E T Y N C 0 D 1 .. P KE DUR WOP ID JEN OX 

ME H 1~ Z LOGHKUTEG E VJ'.. U K IP BE M 

KEH Z .1.°;. HOBVIE AVDUZ 

E GB L 0 DOFYO ENC 01:.. 

EXFOM EMC 0 Z ACFAH 

Military Cryptanalysis, Pnrt I, 2-p 4 
1936-37. 
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MEMORANDUM 

Before u military cry-ptana.lyst oun begin the ana.lysis or an 

enemy cryptographic system, it is nec0ssary for him to study the 

intercept ma.torial that is uvailablo to him, isolate the messages 

tho.t ha.ve beon onciphoro.d by means of tho cryptographic system 

to be studied, and to arrnngo the latter in a systomutic order 

£0~ easy o.nnlysis. This work, although appurently very simple, 

may require a. groat donl of time a.nd effort. 

Since, whenever pruoticublc, two or more intorcopt stations 

nro provided to copy traffic omannting from tho stations or ono 

enomr: ro.dio not, it is natural that there should be n certain 

amount of duplication in the work of the sovornl stations. This 

is desirable since it provides tho cryptana.lysts with two or 

moro sets of tho srune messages so that when one intercept station 

fails to receive all the messages completely and correctly, 

because of set difficulties, lo.m.l static, or poor operation, 

it is possible by studying tho other sots to reconstruct accu.r-

ately tho entire traffic of the enemy not. 

In all intercept activities where operators are used for 

copying tho · tm.££io, one of the most likely errors to be found 

is caused by tho human error in reception. For this reason crypt-

analysts and their assistants should be familiar with the Morse 

telegraph alphabets and the most cOllDilon errors or wire and radio 

transmission methods so as to bo able to corroct garbled groups 

when they occur. In this work tho following tnble will be found 

useful: 

Military Cryptanalysis. Part I, 2-p 5 
1936-37. 
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MOST COMMON ERRORS IN TELEGRAPHIC TRANSMISSION 

Continental Morse alphabet (used in IAmerioan Morse alphabet (used in the 
radio; oables, and outside u. s.) !United States, Except for radio) 

- - I Letters Letters 
and Alphabet Frequent errors and Alphabet Frequent errors 

figures lf'igures 

A .- ii m, t, et A .- I ii t· et I 

B -··· d, ts B -··· d' h, ts 
' c -·-· f-

I k, j; r, nn c .. • s; z, ie 
D -·· b, s, 1, ti D -·· b, ti 
E • t, a, i E • t 
F ··-· q, r 

' 
in F ·-· r~ q; en 

G --· m, n, o, q, me G I --· n· o; me 
' H •••• s· v, b, se H I •••• s· p·, z, y, es 

I 

I 
I 

I •• 0. I n; s I •• a, o; e 
J ·--- w; o, eo, am J -·-· 1 c i k' ke I 

K -.- I a; 
n, d, o, ta K -·- I j; n, ta 

L ·-·. x, r, d ed L - It n I 

In: M -- a, n; i;. tt M -.. a· tt 
' N i, m; t· te N -. t· te -· I o, ' 0 --- g, k' 

' 
m· 

I 
w· 

I mt 0 • • n· 
' 

i, ee 
p ·--· j, w;. g; 1, r· 

I an p ••••• h, s 
Q --... I g, k, o~ x, z: ma Q .. -. f- g~ u, in I ' R 

·~· 
a, n; f, g, s, 1, 'W R • •• s; i~ ei 

s • • • I h, d' i, r, u, v s ••• h, r, i , 
T e, n T 1, e· n· - I a, - , 
u s, v, it u v· a, w, it . ·- I a, . ·- , 
v h' u, x, st v u; st . ... - , ···-w .-- a; m; o, r, u, at w ·-- If; a, u, m, at 
x -··- d, v, u, k' y, tu x ·-·· l' y, f, ai 

I 
, 

y -·-- x, w, k' , o, nm y •• •• h, ii 
z --·· b, d, g, q, mi z ••• • h, c, se 

l .---- o, 2 l ·--· p 
2 .. --- l, 3 2 ··-·· 3 
3 ... -- 2, 4 3 ···-· 4 
4 •.•. ·- 3, 5 4 ····- 3 
5 ••••• 4, 6 5 ---
6 ...... 5, 7 6 •••••• p 
7 --··· 6, 8 7 --·· 
8 ---·· 7, 9 i -···· 
9 ----· 8 9 -· ·- x 
0 ----- 9 0 - L 

Err~s frequent in both systems: 

Military Cryptanalysis, 
Pa.rt I, 2-p 6 
1936-37. 
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.··· LESSOR ASSICIDIElJ! SBEBT11 
' . 

SUBCOuilsE 
. . . . 

• 11111~ Cr_wtmmlys1a Part I •. 

LESSOR III - llcm.oliteral substitution with atandai-d oipher 
alphabets. 

. . . . 
• 3 houra. 

- T~, Seoticm..v. · 
. ·•": 

MATERIALS REQUIRED .- Cros.~.-seotim paper .ot. 1/4 inoh squarea. 

JIA.XIllUll WEIGHT 

SUGGBSTIONS 

EXERCISE 

Weight a 

- 100 .• 

- None. 

60 1. !.• Solve the following oryptogra.m.1 

.IDZ YJ GR RY Y R P ll .I R ZQJ1J1E 

HOJEM ADE YD JIQRYY RGJDE 

WIGJE BJEAJ L I: Y P B BYBAD 

ZYRBP lfDllYB: JAOJE llREYA 

YB:J.AO JEJIRE YATJZ PDXEY 

RPHJE L V J Y I: ARLJF HEY R G 

WIYD.A BIZYR QGJZB: llADEY 

10 b. 'Who.t is the apooitio keyT -

ZYDCC 

AlfZl'A 

JIABZJ 

TZYDC 

lf.A.RYY 

ANZ RA 

GJER 

6 o. Home two mothocla ot solving ~iphers ot this t:vpe. -
10 2. a. In the solution. ot a substitution. oipher by oam-

pletiig the plain oampon.en.t sequence involving reversed 
sto.nda.rd. a.lphabets, what aro tho suooeasive steps! 

. 
Military Ceypta.DD.lysis, Part I, S~ 1 . 
1936-37. 
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5 b. If a short cryptogra.'111. is enciphered by means of a 
cipher alphabet or which the plain component is a known mixed 
sequence, oan it be solved by completing the plain component 
sequence' 

5 3. a. What is the first step bne should take in attempting 
to solve an unknown cryptogram that is obvi~usly a substitution 
cipher?. 

5 b. If this step is unsuccessful and the cryptogro.m is 
obviously monoalphabetic in character, \1hat type of cipner 
alphabet may be asswned to have been used' 

Military Cryptanalysis, Part I, 3-p 2 
1936-37. 
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ARMY EXTDSIOR co~ 

J.ESSOlf ASSI GNJIEHT SHEET ... . . . 
SUBCOURSB • Military Cr.vi!tanalyais Pp.rt I. 

LESSON IV - :lono:u. teral substitution w1 th :adzed cipher 
Dl.Pha:bota. 

ESTIJIA.TBD TIME - 5 hwra. 

TEXT ASSIGNHEBT - f~, para. 23-31, Section VI. 

lllt.TERIAI.S REQUIRED - C11osa-aection pa.per ot 1/4 inoh squares • 
. 

JIAXIMUJI UEI GBT - 100. 

SUGGESTIONS - None. 

EXERCISE 

Weight a 

6 le Why do monoalphabetic cryptogro.ma involving ata:r:ida.rd 
cipher ~lphabots yield suoh ~ low degree of cr.vptographia 
aeourityT 

40 2. a. Ccmstruot a trilitoral trequenoy distribution sholring 
ono prefix and one sut.tix ot the following oryptogram a.1'Jd 
indioato by underaooring ail repetitions ot three or more 
letters: · 

IFIE X Q M H H J PDWTI 0 I IF P A GD QI 

XHFDA GD GJIB BFKIW PQHHG MIIFT 

ACCIW F'J[AFQ DI TAR AF.AQX BBill'G 

CIC W B I P Q H J P I T .I JI WCRHB OWQJ'W 

Q II H a P n·w T Io I IF PI FQHSQ QHGWA 

F·R HF Q WRQ'D'l~ QDQDI IF I EX WFl:Glf 

AFAFH HllEWQ AHFWP QHDAP IVWRQ 

JBPAQ .A.RFPQ BJUAC C JI I J H MQBSK 

Q D I II H FQDIA llJIIQS 11 F 

Military Cryptanalyaia, Part I, 4-p .l 
1936-37. 
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lfeipt: 

10 b. Propa.ro "a. oaiuienaod tabl"e ot ropotiticma ot tri-
graphs· and di~pha a.ppe~ring m.or.o than. trice in the 
cryptogram gi v8h ·hi= a. · ·• · .. -

a 5 ... o. trairig the" drlta. obtainad in .rand b above. complete 
the solution of tho cryptogram. - -

10 d. Determine the ciphal" o.lphabot o.n.d the ~rd 
uaod.- • 

' I.' ' . 

llilitaey Ceyptanaqaia • ·Part I• 4•p -a··:· · ·: 
1936-37. 
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ARJlY EX'lDBICll COURSES 

LESSOB ASSI<liDIENT S.BEE'l 

SUBCOURSE • W.litary Cryptamlyai• Pa.rt I. 

LESSOlf T' - llonoliteral substitution with mixed cipher 
alphabets. 

ESTDlli'ED TillB • B hours. 

TEXT .ASSIGNMENT - Text, Para •. sa .. 14, Seoticm VI. 

MATERIALS REQUIRED - Oross-aeotion paper of 1/4 inoh squares • 

.llA.XDmll WEIGHT -· 100. 

SUGGESTIONS • None. 

EXERCISE 

1l'eight1 

8 1. What tm places in 8ftJ"Y meaaage lend themaelvea more 
readily to auoceaaful attack by the assumption of words than 
do any other plaoeaT WhyT 

10 2. What is meant by- the "probable word method" of solution? 

7 3. !.• What ia meant by the word formula: .A B B A C D .A t 

5 

6 

6 

b. For each formula given below indicate one good English 
word-that ti ta e:m.otly1 . 

(l) A B 0 B D B E F 

(2) ABB A C D 

(3) A B C D B 0 B 

60 4. Using the cipher alphabet applying to the cryptogram giTeD. 
in problem 2 of leaaon IV, solve the follcnring by :meana ot its 

WVQHM VGVNM SQBBQ ZVDGX 

BDGED XOVTD GUOGX QGEBM 

Military Crypta.nalya1a, Part I, 6•p l 
1936-37. 
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.&RlaY EX!BNSIOB COllRSES 
• I 

...... 
LESSON ASSIGNYDi' SBEEi' 

SUBCOUBsE • llilitary CryptBD&lyaia 1 Po.rt I. 

LESSOB VI • Polyliteral substitution with·mo.no~dquivalent 
oipher alphabets. · 

ESTD&TED !DIE ·-~ ~ Ii-Dura. ~ > ; · .. : .. ~.· ....... :· 

TEXT ASSI~ ·:·· ..... -~J~~~·~i~ VII •.... ': . 

.114.TERIA.LS REQuIRED·:·' - Croas-aeoti~ paper ot 1/4 i~h squares. 
~..::. 

. -:· .;. 100 •. .. ~:: .. : .... . ......... 
.:~ ~- ..... ' ·.!: '"'' ~. . · ... 

SUGGgS!IORS • - Hone. i:· ·. . .. :...: 
• • •• • • ... ,···. \., I• "II • I • • • ti. :. • ,'.•,. .. . : -..' . .. -.::..:".\ ~·. 

EXERCISE ·. 
'· 

Weigh.ti 
·. 

·.: .· .. ·. . ·, . . . ·";"·· 
. ·. . ·. . .. . . .. '~ 

.• \ 
-. ..... ... ~.. \."·.. . . . . ..-;:_•. . . . ...~ ·-'·~,\ii .:.~ ' . . .. 

70 ··~···:}~~.\.~~~,~~~the. to~~,~~·.:,· 
UAIEY IYICE YICRL 

. :·-, ,.;.,. .-r· .... 

· .A.¥':·t··u R. ·~:s-~"::A·~·ti=y B Y. E-.,. 
· Y I Y B: .c E Y .A. Y I Jt B X A C 

"' o ', o • o ' ~ o • I o lo ' ' 

·'=i, ~ .• ··'=""· ' "• ......... ·. . 
A..U E U .A. C'A•:.C K C I Y I y··A 

I g•i. R.:I · ·if-it:k··u~~.:· .. y'i U·R·U 

B: C ~~· ~ ~ .. C B. ~ A a-..~:~ Y_ I·~. Ji! .. 

YICEY AUEIB URCAC . 
A ·tl x·"·~ "!\'~'"' f I Y. E ·it li. x:· . 1 .. ·c A C E 

URYXY ~t.! .~ -;.JL 
..... -

. X· R X J!·..U · 

KYE UR CAUEU EUR Cl" 

UACA:I BX B-.Y B KAURC 
·-

· . ·, 
. ·. '\ . . 

Militar)' Oeyptanalysis, Part I, 6-p l 
1936-37. 

· .. •';. . 
AYECA UKCEU ,, 

... k I I. J(i. B U E Y R 

EI A U·A 
\. "\. · ... 
YIYB._U 

.:.·1~£-iif 

~~~~\.i:. 

YIC~L 

EU.a\ CA 

UACAC 

XLEUA 

R U R .. C A Y B YA I 

t11.\ L '1· C .. ··1~ ·u A I: B 

Ji. ~-1-, C "A.. U.ii. I: E Y 

~BYAY B:YBUE 
I 

XCBYB LAXXX 

...... 
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. lf e:lg!lt I 

b. · Determine the keywords used. - . . .. 
80 2. Find the aearet text in the following meS1age1 

/)-!;t;VL. ~tt-:Z~: 
U/h·n r AUH/ /hM,, 

Attut. :1 tvdl f , ,,1e, · 
. ~,'tr' ,,h,,. ;tl,e_ ,-<HV>1 . 

~ll ~12-~. J-
.-. 

J 1(//J"utef'~ .Alay ~ . 
lr/d,ur ~e/11U /tr~ 
bUl ~hut ~,,;J4~ 
~ 3~7 1J111;n-;~r.Jir~ ~ _ 
.lla~tf~~n_ kntl'I;~. </ ¥ . r. 'witl..ie-~ £..·r.,,., -m.e. ..i-rJ , 

r--~- ~ ~ ~ ·1:u-
~'1t!WUL ~. ~-C . ~. 

Cm·~*·~~~ ·. 

Military Cryptanalysis. Part I, 6-p 2 
1936-37. 

ltJa,·~t. 
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,ARllY BXTBRBIOB CaJRSBS 

LESSON ASSIGRllER'.r SBEE'l 
. -

SuBCOURSB - ·Military Cr)'p'l;a.JJalJ&ia Part I. . . ..... . . . . 
LESSOB VII - Polyliteral substitution with poly-equi'VB.lent 

ESTDIA.TED TIME 

TEXT .ASSIGllllEI! 

oipher a,lplabets. · 

- 5 hou.z'a .: · 

··Text. SeO'tion VIII. 

¥A.TERIAIB REQUIRED · - CroBB sso-tion pa.per ot .l/4 inah aqua.res • 

~"REI~ 

SU~TIO?m 

BERCISE 

• 100 

-·Bone. 

we1et• 
. &.: ··le a •. 11ha1; ia. the. purpose ot .providizig variants in. a. eipher 

aystmn'l . . . . . 
,. 
5 

86 

. . : . 
b. From the orypta.mlytio point ot view• haw does 

: simpl'e monoa.l~botio subati tution ditter tram monoalph­
abetio aubatitutionwith va.riantsl 

.. 
2. a. Solve the tollawing1 -
DZFVJ .XRWDX QWHZL VLWLX STPZB 

.. , . -· • 
Z X"lr I' T FXDVC XQTIT l'Z LVP THTRV 

.. ·· .. ' : 

IVPWI XRZRW BZHTR VHZPT FVB:XB: 

VRXJW l'ZLXC WPXRV l'XBVB T L X F X 

HTDTJ XQXDW JTPXC TFXJW PXB:WP 

TllTDW RXRVS XAEIO l1DZFV C X F 11 Q 

XB:Wl'Z FVLWR WLXBT B.XllZR XPWBT 

FXLXC WBZFW HZB'll'I XQ.lfBX BVBTF 

llilitary Cryptanalyaia. Pa.rt I. '7..p ,l .. , : 
1938-37. 
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. -= . . ·~ 
Weight a . ·~ 

XLXBT DTP X Q. X D W.P T. JXCTL XJWCX 

KWCTB TQWFX . L_VJIXO. X.L 11' J X DWKZD . .. . ... -
X F WP X. ~ .x p x Q X.Q W.H T D.T DX K WPVFV .. 
CXBXJ VBZS"V HZRWR XDXJT BWRVQ 

XFWLW PVXXB TNXFX PWLVH ZBZDX 

DWJfZF W B Z •GT B Z lt W"A E 
0

I 0 UH TBVIX 

'it Z L X Q XQWHZ QZQT'H TLXQX :S:XB:WB 

WDXLZ DWRXB ZPVBT r'"x L x B T!JWPZ 

!IZBXB T P V If T JXQWll WRXLX JWBZQ 

TBZJT F X C T It TNTDW PZDXP T L.X CW 

lfZFWB ZBWQX QWBXC XDWPT BT.Q·WF"· 

XRVlrlX AEIOU LXPWJ XLWBll ' :S: X L z· D 

WRXHZ RVBTF XLXH"T H.11' PZ .S VB T Lll' . 
RWRXD XDZQZ . ~ 1 ~ B X ft. VGXB:X FZLVB 

TBXST B T I: W B !-~ .lf, z ~ .x. . 

6 b. ~ram the oryptogra.phio poin't of :rt_.• what aeriou -
diaadTa.Dta.ge do•• this tna ot ~rat• havet 

Kilita.ry erwtam.J,yaia. Part I~ 71> '2 
1936-37. 

. . , 

' . 

.. 

..... : .. · .. . , ..• 

~ 

"""'\ 
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ADY EX'l'ENS IOI' CCXJRSES 

LESSOI' .ASSIOHME?r.r smmr 

SUBCOORSE - Military Crypt8Jl&lya1a• Part I. 

LBSSOH V.III · - Polygraphio aubstitutimi. systC!llllB - 4 - square 

aheokerboard dbs1gna. : 

FBTIJ(A.TED ·TIME ·- 4 hours 

TEU .ASSIGNMENT . - ·raxt. para. 41 - 44, Section IX. 

llA.TERIAJ.S .REQUIRED .- Or.oaa aeotim paper ot.1/4 inoh aqua.res • 

JllXlKDK WEI<m 

SUGGESTIOBS 

EXERCISE 

Weights 

..... 100. :·. 

- Bcm.e. 

4 1. a. What is polylitera.1 subatitut1cm.T What is 
polii'raphio substituticm.T 

·b. In true digraphio eubstituticm.. if" 1fp yields 
E 0 .-1a it possible tor '!Ip to yield Ii0 'I 

2 o. llhat ia the fundamental purpose ot polygraphia 
aubstitutionT 

90 2 .. Solve the tollawing1 

L 0 Q ll E ECQJrl GGQAS 

S C Q B l' YLOUR PDUCI 

IHTHA GBCQO S H I: C G 

QRGXD BTQ.HR X D B>M X 

S E R D I: KFAHG T Q.B F Q 

FR LOU ltUQAU OCBQI 

LPQAF AQJ.EQ FTC PR 

HSY CC I UT PH AFGTP· 

Military Cr;vptanalyais. Pa.rt I, 8-P l 
1936-37. 

B '.I P R 11 ELIA! 

EIXAC KT KJI! 

'IQ.A.II R D 11 !' E 

OGLSR DTBHG 

QCOTY E lt C P It 

EPTHV TROQJI 

G lt Q D U J:ASVS 

DlJRDT S S H ll M 
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FABBF CBG!Q 

.BlfGCI ll!FSB: 

Q_lf,S VS BF CI 0 

AGl.AG R II L.G B: 

BUS BR P B N U F 

GUOUU MW e Q.O · • 
HP~PB GFUB:C 

JlSBRK FABHF 

Kili'taz7 Crypta.nalyaia, Part I, 8...p . 2 
1936-3'1. 

H II I B U UZSB:M 

UELJl'A !SEQO 

.C I C I 0 ODOEP 

BGlfQA IHLUI 

·I A 111 R JILG!A 

11 .z S I 0 CIIDZ 

G ·I' R JIU OE CKE 

C .H "G C I AG I HR 

RGGQB 

QEQZS 

C Q II I R 

W!'SVS 

YBRNB 

S!'PLG 

LUDPR 

ABllXX 
.-... 
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AlUIY EX'l'DSIOll COURSES 

LFBBOH ASSIOBME?ll' SHEET 

- Military Cryptanalysis, Part Ie SUBCODBSB 

LESSON IX • Polygraphio substitution systems - Playtair cipher 
system. 

ESTDIATBD TliJE 

TEXT ASSIGNMENT 

- 6"haurs. 

- Text, para. 45 - 48, Section IX. 

llA.TERIALS REQUIRED - CroSB section pa.per ot 1/4 inoh aquarea. 

JIAXDlml WEicm 

SUGGEST I OBS 

EXERCISE 

We1gllt1. 

- 100. 

- None. 

5 1. What are the oharaoteriatioa of a Playf'air cipher whioh 
:make it recognizable! 

96 2. Solve the tollowinga 

VFLQG EA.SIQ llZYSQ KC BUI QWAHV 

FSYOY I BI XS JI C D X 0 SYRNS KL COS 

PG FU I YXROT llPKZ 0 PYBEZ QLDEP 

llCDRG XPXXA BVXDL R GS 0 S VZVWF 

B:QWXC BYXYN Z CZ ET B:MPOX llGYWR 

D TS LC BUPUU :U:ZCSY R 0 R GR D.XllS G 

VUPTV ET HSY YXllGY PG 0 YR BU U B·Y 

TKO IX S Y D M X UABGQ YXFUI YXRVP 

SYKTll CR COS ARC RC PYDVF llBCZY 

DVFICO TICXVR IC CAYS IC Q S 0 Y RX LAB 

VFYPV WHBSll SY CI P T GP S G B:UICYG 

A.CB:BE ZESGH BRCOE ll p v .x c Q 0 x )( p 
XTGQY· XVFYS PTYST oxxxx 

llilitary' Cryptanalysis, Part I, 9•p 2 
~936-37. 
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A1UI!' EXTENSION COURSES 

LESSON ASSIGBllEH'l' SHEET 

SUBCOURSE . . • Military Cryptana.l~sis, Part I• 

LESSON X • 111.soellaneous monoa.lphabet1o subst1 tution systems. 

ESTDIATED TIME • 4 hours. 

TEXT ASSiammNT - Text, Seotion Xe 

KA.TERIA.IS REQUIRED - Cross seotion pa.per ot 1/4 inch squares. 

l6llDlUll WEIGHT • 100. 

SUGGESTIOIB • None. 

EXERCISE 

Weights 

2 

2 

4 

2 

90 

l. a. What oharaotera are m.ost used in praotioal orypt­
ogra.phy today? 

. b 1 What is the usual prelimimry prooedure in solving 
orypt'ogram.s involving ayilbols? 

o. In m.onoa.lphabetio substitution with variants, 
what-oaaraoters are moat oammcmly used? Why! 

2. TQiat is the primary purpose ~ an a.nalytioa.l key! 

3. Solve the tollowing1 

VXOIH NONYB XWRIY IROID PXWFI 

TWHIR FXOIR XJRBH IIIDY PXJQD 

FXEYP XGWPX ZXYNP NXUDU XWIYP 

RIDVU NWIQT YPIDY PXJLB UUXWI 

WNWIP LRIIS TOPUS EKACC ANJUS 

K111tary C:ryptanalyaia, Part I, lO•p 1 
1936-37. 

,· 
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FJ.XZC· ESH J·s B B X Z J ZVNAB BDRSD 

BX OUR X B U.Q Q .A. S D Z C UV OUR QAO.A.S 

CJBJV AOEEA X :ti QB U RSC EX AT TAO 

B:POOD WDSDIC J Q GS G Q W GA Q B:IJGY 

Q B D H II XJGUX KKJGY MYDJS U G JG I 

CSYHD GJUSU KL.DJ A ICQITK I I Y J 0 .. ; •I 

DJMliG JGQY.¥ SGT K J OPQDK YOGKA 

OKVQI Kil G 

. """" . 

. ' 

•. -.... 

' Military Oryptamlyais, Part I 1 10-p 2 
1936-3'1. 
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SUBCOORSB 

• LESSOR 1 

REF ID:A64648 

ARllY EXTEHS:EOlf CO'DRSES 

SOLUTIOKS 

•Mil:ltaey Cl'JP'tanalp~rt I. 

Weif'• 1. a. (1) perseverwe, (2)- aaretul :method.a of analysis, 
(3) -intuition, (4) luak. 

5 b. (1) A broad general eduoation. 
- (2) A.ooeaa to a large library at ourrent literature and 

direat contaots with souroea ot collateral in:torma.tion. 
(3) Proper ooordination ot effort. 
(4) Faculty of being able to oonaentra.te on. a problem. for 

rather long period.a ot time without distraction, nervous irrit-
ability. am impatience. . 

(6) A retentive mmaory, eapeoially in the aolu~ion ot oode. 

4 2. (1) The detel'Jlination of the language employed in the plain­
text version. 

4 

(2) The determination ot the general system ot oeyptography 
em.ployed. · 

(3) The reoeaatruotien of .the speoifio key iD the·oase of a 
oiJher ayat•, er the reoonatruotion, partial p·aampleiie, ot the 
oode 'boek, in the oaaa ot a aode ayatam1 or both, in the oaae ot · 
an eneiphered oode system. 

(4) The :l"eeenstruotion. ot the plain toxt. 

3. Spanish: '?he oerrespo.ndenta are apparently Spaniards or 
.llexiaana and it is natural to expedt them to use their native 
language. Furthermore, the plain-text werds in the meaaage are 
Spanish so. it is probable that the enciphered text is also. 

l 4. Jlcm.ea.lphabetio terms. 

2 5, Bo. 

20 6. Shortly attar the disastrous battle o! .Camden, Washington · 
wrote to the President of Con.gresa, Wfth&.t we na911:· ia a good~ 
not a lar~_,.• Ullfortwatel.7 ror the o°$ tlu1 obj.et 
sought by a aaaertion, so thoroughly in with our oher-
iahed institutions, has only been partially a nod in~ at 

Solutiona 

peace. · 

In View of tho ~th ot our DG1ghbors, the vast extent of 
our torritory, and tliO"""rap~d increase of our floating population., 
the t:lmo :amst spPtedily a.rrivo whGD. litolligont and law-a.biding 
pooplo will a.ooo , and adhoro to, the ipifon of John Mama that 
tho laticmo.l dofonae ia ono of tho aard no. duties ot a atatos­
mn. 

.llilita.ry Cryptanalysis, Part I, 1-P l 
1936-37 
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Weigh.ts 

l 

1 

3 

3 

4 

3 

10 

10 
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Our milita.ry polio~ or ail" !!:!!l would atf'irm, •ur want 
~ it, has :now been tea d during more·than a century. · 
It has been tried in f'oreign, do:me"iEro, and Indian wara, 
and while military men., tram pa.i!if'1il aperienae, are un­
ited as to its def'eota and dangers, our tina.l"auooeaa in 
aaoh oontliot baa ao blinded the popular mi.Dd, aa to induae 
the belief' that as a nation we are invinclm'. 

With the greater mass o~le, who ban neither the 
time nor the inclination 'to the requirements of' 
military science, no error is more oammotl th&D to mistake 
Dillitary resoureea for m!iita17 strength, and partiouliiif7 
is this the oaae with ourselves. -

History reoords our triumph in the Ravolution,·tn the 
War ot 1812, in the Florida War, in the lleiloan War, and 
in the "G'n'at Rebellion, and a.a nearly all of· these wn.ra 
ware lArgely begun 'by militia and volunteers, the oonvio-
ti on has been produced that 1i1 th us a regular army ia 
not a. neoesai'tJ'. . 
7. a.. (1) EBEllY IS VERY QUII! Ilf OUR FRONT. 

(~) OUR ATTACK JUMPED OFF ON TIJ.tE. 

b. (1) ENEMY SUPP<ltT LID IlfSIDB OF WOODS IS HEAVILY 

MANNED. 

(2) All RECEIVIlfG BEA.VY FIRE FROJI APPLE ORCHARD. 

o. (1) BNDl1' IllF.ABTRY IS MOVING FROM VICIIITY. OF STOD 

BRIDGE. 

(2) SECOND BRI~E 1<11' II" ATD.CX POSITIONS. . 
d. (1) HOSTILE ATU.CI BAS llADB RO PROGRESS AGlINST 

!HIS SECTOR. 

(2.) COUNTERATTACK BY BRIG&DE RESERVE WILL BE 

IAUlfCBED AT DAYBREAK. 

10 e. (i) Dm1Y IS PUBBING BIS ATTACX WITH VIGOR. 

15 

Solutiona 

( 2) GIVE ME YOUR RECOJOIEIDATIOBS CCBCERBilfG USE 

OF SECOND TAR COUPJtll?. 

llilita.ry Cryptaaa.l711la.l•p 2 
1936-37. 

' 
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.A.RJIY EXTEISI <II CODRSES 

BQLUTIOllS 

SUBCOOISE 

LESSOB II 

• Military Cryp~lyais .• Part .. :t. · 

- Frequeno7 distribution.a. 

Weights 

8 

2 

3 

1 

l. 

2. 

-

~ 

!-
~ =~ "1:.£ i fl 
i = .,. ':J ~-t= '£ 

= l>-:= i 
- ii tll=­
~-l~-=-j~ii - ----

ABCDEFGBIJXLKBOPQRSTUVWXYZ 

a. B. •• s. and Te -
!• J. x. Q •. x. and z. 
c. 40 per cent. -· 

3. !• Because (1) in telegraphic text words which are.not 
strictly eaaential tor 1ntelligibilit7 are cmitte41 (2) 
certain essential word.a. auch aa "stop"• "period"• 11camma" •. 
etc.• JDL1st be spelled out in telegraphic text and oocur tre­
quentl71 and (3) tolegraphio text otten employa longer 
and more unoammon words than ordinary literary t~. 

8 3. (1) llhethar the cipher belongs to tha aubatitution or 
the transposition class1 

(2) It a substituticm. cipher. whother it ia m.onoalpha• 
batic or polJ&.lphabetic in. character1 

(3) It monoalphabetic, whether the cipher alphabet ia 
a standard ciphor alphabet or a mixed cipher alphabot1 

(4) It standard. whether it is a direct or reversed 
standard cipher alphabet• 

4 4. a.. Tran.apoaition •. 

4 b. Substitution. -· 
4 c. Subatitu~iona -

;. • I •• • I ...... · •• 

Solutions 
Jlilitary Cryptanal7aia. Part I. 2-p l 
1936-37. . 
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Weigh.ti 

16 s. .!.-mid .!. aro monoalphabetio. .!?. ia polJB.lpbabetio. 

10 6. a. ReveraGd standard. 

b. lllzod. -
.!. • Direct Standard. 

10 

10 

20 ~DAX V XAR GR 85 Bf 

H R 1 7 DYBIE DUFTO AllEJA 

IPOOt FOB.A.I DOD LA LUFYL 

APA YB CODAP KE DUR J 0 PI D 

llEBAZ LOG IS KUfEG EVA UK 
.. 

IEBZA BOBll'E AVDUZ FOFEf . .. . .. .. . , 
EGBLO DOJ'YO El'COA KAWEI' 

E X P 0 II EJICOZ ACFAH LOJ'IR . .. .. •.' 

. . 
:1 f. . . 

. ~:~; · .. 

. ; .. " ... : •.... ·- -.. 
... 

KI BOB 

I.A.WAL 

JEBOX 

I P B E II 

BllCOZ 

KAll'EI' 

0 9 s 6 . . • . .... 

•• ".i. • • • .• 

• 

.. . . . . 

. . . .. :· . . 

So1utiana 

. .. 
' . 

•·: 

llilitaey crwtan&lya1a. Pa.rt I. 2-P 2 
1936-37. 

· . 

.. 
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• 
ARMY EX'.l'BNSIOJT C<XJRSES 

SOLUTIOBS 

SOBCOURSE 

LESSOJT III 

• H111taey Cryptmalyaia, Part I. 

- llonoliteral aubatitution with sta.ndal'd cipher 
alphabets. 

Weights 

60 1. a. Plain text1 -
BOBTILE ATTACK BAS BED STOPPED IR FRo.l'l OF BATTALIOJJ 

RESERVE LIIB II RIGHT CBlftER at RESISTANCE OF THIRD IRFAJr.l'RY 
STOP THIRD INFANTRY IS COUl:tERATT.ACKilfG WITH REGDIEl'l'.AL 
RESERVE TO REES~LISH Fa<>n' LI:NE. 

10 b. Reversed ataJJda.rd alphabet with Ap : Ra· 

6 o. A:zq two ot1-
(l) Frequency method. 
(2) Completing the plain-oompommt sequence method. 
(3) Fitting the distribution to the nornal. 

10 2. a. (1) Convert the oiphGr lettera into their plain­
oam:ponent equi va.lenta. 

(2) Complete the plain-oamponent sequanoe.· 

6 b. Yea. 

6 
-

3. a. Try the m.eohanioal method ot aolution by oampletiJJg 
the Plain-oamponent sequence, uaing the nornal alphabet, 
first direct, then reversed. 

6 .!?.• llixed oipher alphabet. 

Bolutiona 
llilita.ey Crypta.nal.7ais, Pa.rt I, 3-p l 
1936·3?. 

.. 
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SUBCOURSE 

LESSON IV 

REF ID:A64648 

. ·: 

.ARllr EXTENS IOB COURSES 

SOLUTIONS 

- Yilita.ry Cryptano.lysis_, Pa.rt I. 

- Monoliteral substitution with mixed cipher 
o.lpho.bets • :. · · · · · 

l. Because botil. oampononta ot the cipher alpha.bot are 
oomposod of known soquenoea. /is a. oonsequonoe it-is aut­
f'ioient to mJco but a ainglo oorroot n.asumption. They 
can be solved by oampl6'bing the plab>i o.ampcm.ent • 

2. .!• Triliteral trequonoy distritNtion: 

PDTKTR>WUWPQDPQUI 
A G G C FR P Q F Q F F·B P QB· C JI 

BW 
I 

0
ACGIWBAC 
CIIWRPCM 

DPGFGQPQQBQQ 
WQA GIWQ IA I I 

E I B I ll 
xoxw 

FIIBSIWAaIIAHIWAABBBK 
I P D K T X ·fl la. P Q R Q I X A H W P Q -

GAADNW.BI 
DDJlllCWW 

:U:HltMQXQRJIQQRNAQJAQJK·. 
8 HJFSBHJBCSGFMFDPFJUF 

-FTOIQIKICDHCBPTTOIPDIFPMDDJI 
IFEOIFIWIFWTWCPTHOIFFIFBVJKAQ 

JHBQQHI 
PPWBUH 

. : 

soiutions . . . 
Kilita.ry Cryptrmo.lysis, Po.rt I, (-p '"1 
1936-37. 



Weigb.t: 

KIFFF 
RI.AG 

L 

REF ID:A64648 

II Q .G G I Q H C H S I A JI W 
HHIWBEIQQHMIF 

H H .e: F Q 
GIB S 

O I.E I 
I)TI 

. . . 
p J"F W I J C F \"f A H F 

D A Q Q I D I .Q. I lL Q 

QXDPFAPWWFSQFRAD~PRAPMKFI 
KI.HDXHJKHQHWUDDAHJAHHDDW 

ACFWW 
RAHHQQ 

H H B 
8 F Q II 

W F I I W' 
TIAAII 

UQJ 
AA 

V I 1f 
w 

DIIICllOJDGQXGEFVQ 
WTPFGBCQQTARF4QPRM 

EQE 
XQBW .· 

y 

z 

Solutions 
11111ta.ry Cryptanalysis,, Part I,, 4-P. 2 
1936-37. 
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Repetitions a 

IFIEX QMBBJ PDWT.I OIIlP AGDQI 

IBFDA GDGMB SFKIW PQBNG Ml...LlT 

ACCIW FIAFQ DITAR AFAQX BNIWG 

CICWB IP9BJ PITIM WORBE OWQJW 

QKBCP DWTIO IIFPI 'QHSQ QHGWA 

!'Rl!..l_g l!...!LQUA QDQDI 'IFIEX WFIG'll' 
' A.!AFH HMEWQ AHFWP QHDAP IVWRQ 

JHPAQ ABFPQ BJUAC CJIIJH JIQRSJI 

QDIKB FQDIA JIMIQW WF 

~o .!?• Trigrapha1- P Q B - 4 

Digraphs:-

QDI-4 
I IF - 4 

IF• 6 
QB•6 
~\ F - 6 
HF•6 
QD-5 

DI - 4 
FQ-4 
I I • 4 
MB-4 
PQ-4 

.. Q - 3 
rx-a­
FP-3 
HJ•3 
IW-3 
JI I • I 
PI• 3 
T I • 3 
WQ-3 

a& a. Pla.in text 1 -
Em:MY TROOPS ~VE BEEN SIGHTED OH HIGH <EOUND EAST OF GRED· 

VILLE 1Jm IN THE VICINITY OF Eh.GLE LA.IE STOP SEVERAL COllBA.T 

Plt.TROLS HAVE BBEN SEIT OUT TO Gi'a.IN CONTACT \TITH THE ENEMY 

.. \.ND GAIN INFORMATION AS TO HIS EXt...CT POSI TIOH STOP lll: LL 

REPORT FURTHER OH THEIR HE'l'URI'. 

10 .!• Cipher ~lphabetr 

Solutions 

~dn1 ABCDEFGBIJILMNOPQRSTUVWXYZ 
Cipher I \'I 0 R I. I N G D A y B c E p B J L Iii p Q s T u v x z 

Keyword 1 \TORD:NG Dla.Y. 

MiU.ta.ey Ceyptana.lyaia, Part I, 4-p 3 
1936-37. 
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ARMY EXTENSION CPURSES 

SOLUTIOIS 

SUB COURSE - llilitary Cryptanalysis, Part I. 

LESSON V 

Weight: 

- Jlonolitera.l aubatitlation with mi~ed cipher 
a.lphabeta. 

I 1. The beginning and the end of a message. Beoauae although · 
word.a may begin and end w1 th almost llDY letter of' the al phi.bet, 
they usually begin o.nd end with but a. tn very cammon digraphs 
o.nd trigraphs. 

10 2. The "probable word method" of' solution is one in whioh 
solution is obtained by the assumpt::lal of' one or more words 
ot plain text without the uae of' a.nalyaia. 

. 
7 3. a. Thia formula. indioatea a seven-letter word in whioh 

the first, fourth, and seventh lottez's are the smne but . 
different tram tho second• third, i'i:f'th and aixthJ the aeocm.d 
and third letters are the aom.e but different from the first, 
fourth, fifth, sixth, and aoventhJ IUid the titth and sixth are 
different tram ea.oh other and a.11 others. 

6 b. (1) ktry word that tits the ~ormulo. auoh a.a1 oem.etery, 
vicinity. monopoly, division, oivilirm. 

6 · · (2) Any word tha.t tits the formula. auoh aa1 af'ta.ir~ 
attack, etf'ect. 

5 ( 3) .Any word tha.t ti ta the .tormula suoh as 1 wartn.re, 
secrecy, whether. 

60 4. Plain text: 

BEA.VY ENEMY BA .. llRAGE Oll FROIT OF SECOND INF.ARTRY' 

Spooifio key: Ap • Qo 

Solutiona 
Military CryptB.DD.lyais, Part I, 5-p l 
1936-37. 
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Weigh.ts 

REF IP:A64648 

.i'1UII Er:rENSIOlT COURSES 

SOLUTIOIS 

• lllilitary- Cryptmm.lyais, Pa.rt I. 

- Polylitera.l substitution with mono-equivalent. 
oiphor alpha.bots. 

70 l. a.. Dia.grams 

Solutions 

Plo.in texts 

THE ~"'!:MY COUNTER:i.TT.ii.CK H.iS BEEN DEFINITELY S!OPPED &\.ST OF 

WRITE RUB STOP lllY LINE NCH EXTENDS FROM RO.\D JUHCTIOR TWO 

THREE EIGm' TO THE CROSS-ROAD EAST OF Fia.UPLA. Y • 

.!?.• Ko1W0rda1 LUCKY1 BREAX. 

2. -Bilitero.l oipher. 
Pla.in toxt I 
FOURTH DIVISION S.ULED FR<ll !Bf YORK Mt.ROB FIFTEElf.rB 

Military Ceypto.zm.lysia, Pa.rt I, 6-p 1 
1936-37. 
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ADY E11DSIOB' COURSES 

SOLUTIOIS 

BUBCOURSB - Military Crwta.nalyais Pa.rt I. 

LBSSOlf VII - Polyli teral aubati tution "Ill. th poJ.7-equivalat 
cipher alphabets. 

Weig!r!:1 

6 1. a. l9he purpose of providing variants in a. cipher .ayat• 
. •is to disguise or supptte11a the mamtesta.tiona of Jionoa.lph­

abetioity in a :monoalphabetic substi~tion cipher. 

5 .!?.• In simple lllODO&lphabetio aubati~tion: 

(1) The same letter ot the plain text is invariably 
represented by but one and. alwa.ys the mme charaatar ot the 
cryptogram, and 

(2) The same character of the cryptogram. ima.riably' 
reprose:rrts one and a.lwa.ya the same letter ot the plain text;. 

While in :monoalpha betic aubsti tutiOD w:l. th variants 1 

( l) The same ietter ot the plain text my be rep­
resented by om or more ditf'ere:rrt characters ot the orJP'bo­
gram., but 

(2) The same charaoter ot the cryptogram never­
theleBB i:maria.b~ repreaeuta OJl8 am a.1118.;JS the Same letter 
of the plllin text. 

8&. 2. a. Diagrams 

Solutiona 

Plain text: 

TVWXZ 
BHBABCDB 
CJPFGHII 
DIQLllBOP 
FLRQRSTU 
GllBVWXYZ 

PRISODRS 'lllD .AT KILLER FARMHOOSB ARE FRO.II TBE THIRD 

BATTALIOlf FIFTH INFABTRY • PRISOJERS STA!E THAT TBE SECOlil> 

BATD.LIO?l FIFTH IRFAITRY IS II' POSITIOI AIDNG RmGE llEST 

Military Crypta.ml.yais, Parts I, '7-p l 
1938-37. . 
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<P CROSSROAD THREE OD SlitVEJ. · · A.~Otr.f 01E. PIATomr COUlt.tEk• . . . 

Aft.ACDD AGt\.IBST .TEE. LEFl FIAB OF TBE SJCO:ND DFilftY. 
•• • I • 

Bote1 The f'ivo lottars .1\. B I O U '118re insel"ted between 
acm:tenoea • 

. 5 b •. T~~;zTt,to~~:Phio •• text i~·m.ol'e tbo.n. twioo aa long as 
the plain t~. · · . .· · . · . . : . . .. · . . . . . 

. · 

Solutiona 
Jtilitary- Crypblmlysia., Po.rt I, 7-p 2 
1936-37. 
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ARMY m'ENSIO!T COURSES 

·· SOLUTIONB 

SUBC01JRSE 

LISSOll VIII 

··· - W.J;ltaiy Cryptanalysis, Part I. 

- P'olygraphio substituticm. syatama - 4 - aqua.re 
oheokerboa.rd de~igaa. 

!!..1-Ell 
4 

4 

2 

90 

Soluticma 

• . · .. 
• 

1. a. Polyliteral substitution is that tJpe ot substitution 
in which ea.oh single element (one letter) ot the plain text 
is replaced by a group of two or more cipher elamexrta. · 

Polygraphic subatituticm. is tha~ type ot substitution 
in which plain-text uni.ta consisting ot two or more elements 
(letters) forming an 1mi1.viaible com.pound are replaced by 
cipher text units which usually oonaiat ot a oorreapondir:rg 
number ot olemen.ilae 

b. Yes. 

c. fhe suppression of the frequency oharacteriatioa ot 
plai'ii text. 

2. Cheokenoa.rd designs 

A. B C D E SECTlJ 
I' G BI-JX 0 H .o\ B D 
L 14 H 0 P FGBXL 
QR STU JI P Q R U 
VWXYZ VWXYZ 

SOUTH ABODE 
ERH.A.B F G Bl.JI: 
CDFGlJ L :U: H 0 P 
XLMPQ QR STU 
VWXYZ VWXYZ 

Plain texts 

MESSAGES FRCll TBE FIRST BRIGlDE SHOR' THAT THE DEM! HAS 

AT'l."i.CIED IH FORCE ALONG THE PROSPERT<JIH DA.SB BYDSVILLB 

H>AD cm .A FROJP.r or ONE THomwID L\RD8 H<llTH AND TIREE 

HUNDRED YARDS OO'DTR OF TBE RO.AB STOP· THEY HA.VE ADV.1\l'CED 

16.litary Crypt&ZlalJ"BiS, Part I, 8-p· l 
1936-37. 
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TO HOLD THE ROlD EA.ST=.OF.RILL OIE THREE SEVER' STOP RIO­

DIB!ll!A.L Alo;> BRIGADE RESERVES BA.VE ALL BED DG\GED RESULT­

ING IN STOPPING. T'BE "ENEla' .ADJ'llCE AT THIS POINT STOP . . .. 
DIVISION RESERVES HAVE BEEN :MOVED TO POSITION .ALOlTG STREAK-

LID JUST ElST OF HILL ONE IIJ!1E EI<m. 

:· 

\ .. 
~ 

.. ... 

. . . ~-
.. i. . .. 

... . . 

! . 

Military Cryptaml711ia, Part I, 8..p 2. 
1936-3'7. 
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AD! EXTENSIOlf COORSES 

SOLUTIOBS 

- Military Cryptanalysis, Part I. 

- Polygraphic substitution systema • Playf'air 
cipher system. 

5 l. The Playf'air cipher :my be rioognized by virtue ot the 
taot·that it alwa.p oontaina u. even number ot letters and 
that. when divided in.to groups ot two letters eaoh. no 
group contains a rei'etition of the same letter. as D or EB. 

96 

Soluticma 

2. Transposition reotangle1 

JIASHVILE 
BCDPGICJIO 
PQRTUWXY 
z 

Cipher aqua.re 1 

Plain text: 

HBPZA 
CQSDR 
lfFTVG 
UWI: 11' L 
KXEOY 

THIRTY PRISONERS INCLUDING mRBE OFFICERS WERE OAP.rlJRED 

AT HILL SEVEN ONE ZERO. PRISONERS ARE BEING FcmwmED 

Tq DIVIBI OH CQ'iVAlID POST• ENEMY BOLDS SPUR BINE BmmRED 

YARDS NORTHREST OF <lmELY. BEA.VY MA.CHINE GUJi FIRE CouDTG 

FK>K BILL !BREE :ammIUm YARDS !lORTH AND HORTBWEST OF 

TURBER IS DBIAYIHG TBE ADV.A.NOE. REQUEST ARTILLERY BJ'PPmT 

AID REEIFCJRCEMENTS FRO.II TBE RESERVE. 

llilitary Cryptana.lyaia• Part I• 9•p l 
1936-37. . 
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A.RM! EXTERSIOlf CODRSES 

El>LUTIOBS 

- lfilitary Cryptanalysis, ~rt I. 

- J..iiscellaneous monoa.lphabetic aubatitUtion ayatama. 

2 1. .!:.• !lie 26 letters of the English alphabet. 

2 b. Substitute letters tor the syabola consistently 
throughout the :mesaage. 

4 !!.• Figures. Because (1) the.use of numerioa~ groups 
seems more natural or easier to the uninitiated than does 
the use.of varying combinations of letters, ar:id (2) it 
is eas7 to draw up cipher alphabets in which same of the 
letters are represented by- single digits and othera·by­
pa.irs of digits thus complicating oryptam.lyaia. 

2 2. To indicate by means ot an outline the relationship 
existing among the various cryptographic systems. 

90 3. l.ionaa.J.phabetio substitution with three different miJCed 
cipher alphabets. 

Cipher alphabets: 

Plain text: 
Cipher (1): 

" (2)1 
ft (3) I 

Plain text1 

ABCDEFGHIJXLHNOPQRSTUVWXYZ 
DEFHIJILIQsUvwxzcRf PtodllA 
AMBDEFHIJXLNQSUVWXZCRYPTOG 
YPTOGAKBDEFHIJXLNQSUVWXZCR 

MOVE DIVISION RESERVE AT ONCE UNDER COVER OF RIDGE FAST OF 

J.ACOBSTCHm TO POSITION .ALONG STREAMLIBE JUST EA.BT OF HILL OD 

NINE THREE ~ OJm BATTALION FIRST ENGINEERS IS PI.A.CED UlIDER 

YOUR cowwm STOP YOU lfA.Y :ANTICIPATE FARLY COUNTERATTACK BY 

DIVISION RmERVE PROK DAR BILL mm i'ID mm AGA.INST E:ffEll!' 

SALIENT STOP I:NFClUI COMMANDING GENERAL SECOllD BRI GA.DE OF 

YOUR MOVE. 

Nata 1 Umlerlined words nre not enciphered. Th97 imlicata a change in 
alpha.bat. 

Solutions 
llilitaey Cl")'ptaml.Jrsia, Pa.rt I, 10-p 1 
1936-37. 


