NATIONAL SECURITY AGENCY
CYBERSECURITY SERVIGES

Drive Down Risk, Protect DoD Information

NSA is offering companies with an active DoD contract (sub or prime), or with access to
non-public, DoD information, several threat-informed cybersecurity solutions to help
reduce risk of network compromise and protect sensitive but unclassified information.

Benefits

Ip._, “ Receive NSA Threat Intel

\ : Partner with NSA on non-public,

- DIB-specific NSA threat
intelligence

Improve Network Defense

- Our services will help increase
the security of your networks

Engage Privately

All partnerships are underpinned
by Non-Disclosure Agreements
(NDAs)

- Attain Mitigation Guidance
: We provide guidance to
" mitigate the vulnerabilities
illuminated using our services

CMMC Support

Our services support several NIST 800-171 requirements for Risk
- Assessment, System and Communications Protection, and System
and Information Integrity families of requirements.
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Success By the Numbers

* Blocked 4B instances of known malicious or suspicious cyber activity < il
through Protective DNS+ B
*140M+ Protective DNS+ blocks from NSA provided IOCs o )
* 30K+ high-criticality vulnerabilities discovered from remediation 3 Py @ |
* Hundreds of threat intelligence reports shared u & &
a

nsa.gov/ccc p PP FREE FOR DIB CONTRACTORS
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Partner with NSA to receive non-public, Find and fix issues before they

DIB-specific threat intelligence and the become compromises by inventorying
opportunity to engage on the materials and scanning internet-facing assets.
being shared. CMMC Support - NIST 800-171 Risk
CMMC Support - NIST 800-171 System & Assessment 3.11.02, 3.11.03

Information Integrity 3.14.03

", Continuous 0 .
; | Autonomous i ' Protective
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g Penetration /! DNS
b Testing |
Mimics the actions of hackers to help Block users from connecting to
you find and fix vulnerabilities in your malicious or suspicious domains,
internal networks. driving down risk and protecting
CMMC Support - NIST 800-171 Risk DOD information.
Assessment 3.11.02, 3.11.03 CMMC Support - NIST 800-171 System
& Information Integrity 3.14.06
Enrollment is Easy: Industry Partner Testimonial:
1. Click “GET STARTED” on nsa.gov/ccc Thank you for your support during the

seamless integration of the NSA Cyber
3 Sian DIB F 9 Security suite for the Defense Industrial
- =>19n S diecment Base...Within fifteen minutes...we were able

ASk us about addltl onal to configure our..firewall for the various

) ) services.”
pilots and services!
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2. Confirm you meet eligibility criteria
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