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#th in the seri.esj deals with the rypto-

War, te 2 Of tlae Rebellion,
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gnation for i

wi 'nl.s ‘xtremw slow wist th DASSAgE OF .'|;'.' BAI'S .

A detailed account of the codes and ciphers of the Civil War in

the United States of America can hardly be told without beginning FE.
with a bit of biography about the man who became the firat signal officer &L‘a w"*

in history and the first Chief Sigpal Officer of the United States Army, - M /
Alvert J. Myer, the man in whose memory tha.t lovely little U.5. Army J
post edjecent © Arlipngton Cemetery wes named.  Myer was born cn 20 Sep-

tember 1827, A»Kﬁ':er an apprenticeship in the them quite new science of
electric telegraphy 4 MorRs*B.yEtedt\is Mat®d 1037\<% he entered .

Hobart College, Gf-meva s New York, from which he was graduated in 18*&7

Froin early youth he had exhibited a predilection for ertistic and scjien-

tific studies, and upon leaving Hobart he eantered Buffalo Medical College,
receiving the M.D. degree four years latex‘: . His graduation thezliis, A

81ign Language for Deaf Mutes,” coptained the germ of the idea he was

to develop several years later, whemn, in 1854, he was commissicmed a

.1st Lieutepant in the Regular Army, made aln Assistant Surge;m,and ordered

to New Mexico for dutyjmmm

efficient system of nilitary “aerial telegraphy”, which vas what syakemer

—~ T = O R

¥ 1isusl signaling llape then called. JBe nad plenty of time at thiD)

" T T o/ e
far-away outpost to think about I emphasize the word "system"
- -

yrapp— - T ey e

.because, strange to say, alt_h(mgh métancea of the use of lights and other

i

"visual signals can be found throughout the history of warfare; and their
vs&

“i-atariswsirevlier between ships at sea had been practiced by meriners
for centnries, yet down to the middle of the 19th Centwry swprisimgly ’ /
little progress had been made im developimg methods and instruments for Lo
the systematic exchange of military information and instructions iu-the

.. ssstew of electvic
Joomen s FS¥ED by means of signals of any kind. Morse's practical telegraphj,

A
’
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developed in the years 1832-35, served to focus attentiom within the military
systems ard methods

 upom kmlv of imter-ccmmmication by means of both visual and electrical
eignals, st In the years immediately preceding the Civil War,the U.8. Army took
steps_to introduce and to developr'; ;ysten of visual s't.gutimg for gemeral use
. in the field. It wes Assistant Surgeon Myer who furpished the initlative in
| this matter.

In 1856, “Chimyeellls tvo years after he was commissioned sssistant surgfon}

Myer drafted a memorandum on a nevw system of visual signaling
was
and obtained a patent on it. Twvo years later, a board,appointed by the lWetr
D s svecessiu
- Department to atudy M;yer 8 systeni] repevsodedavensuiiy 4fter some, demonstrations
~ awd s 2assistant s,
by lbrerh w; the War Department fostered a bill in Comgress, which -

v his Adeas.
gave its approval to thtam But what is more to the poiunt, Congress appro-

i e
¢

priated an initial amount of $2,000 to enable the Army aud the War Department to. .
develop the system. ' The money, as stated in the Act was to be used "for the

manufacture of purchase of a:pparatus and equipment for field signaling.” The

e AT T e~

** act also contained amother important provision: it suthorized the eppointment,

- on the Army atarf,of'one Signal Officer with the rank, pay, and allowances of

R— Y
’

a major of cavalry. Om 2 July 1860, "Assistent Surgecm Albert J. Myer (was

‘ g - appointed) to be Signal Officer, with the rank of Major, 27 June 1860, to £i11

- ‘ *  an original vacancy / ,\;“;o weekd later Major Myer was ordered to report to the
comam:lng Geaeral of the Departnent of New Hexico for signaling duty. The War

* Department also directed that two officers be detailed as his assistants. Buring

a several months' campaign aga:l.nst hoatile Navajos, sn extensive test of Myer's

new system, using- both flags and torches,: was conducted/ with much success. In

October 1860, & Lieut.J.E.B. Stuart, later to become famcus as & Confederate

cavalry leader, tendered his services to aid 1n aigeal :lnaf.ruction. _Almmay
W3 “~to T % e e R T PO AT AL ISR, C vt e ra
f Aaﬁomm that one or the officera who served as an assistant to

Myer in demomstrating his system before the board svhéch-made-a-study. ofdiyenis
y - y vas a Licut.E.P. Alexander, Corps of

Engineers. We shall hear more about him presently, but at the moment I will ssy N
[ ¢. Ltha.t on the outbrea.k of ‘. ){ar, Alexander organized the Confederute Signal Corps- |

e oMo e g - e - - .. e g —em B TR ANt a5
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Less than a year aﬂ;er- Major Myer was eppointed as the firat and, at that
Lo s albudsen ‘/ “‘"”I/
time, themlySi@al Officer of the U.S. Army,
-
~wintmivs a 36-hour bombardment, surremdered. The bloody four-year war
begasr

" between the North and the South o&ﬁ The date was 1h April 1861. Myer's

system of serial telegraphy was soom to undergo its real baptism umder fire, rather
" thap by fire. But with the ocutbreak of war, another new system of military

signal commmnication, signaling by the electric telegreph, began to undergo its

first thorough test in combat operatioms. Thia im itself is very.importeat in

the history of eryptology. But far more signiﬁcan‘c in that history is !*f fact
- T emtinzde ab e elroe

! Re
that £ for the first time in The conduct. of organi wartare, rapid and secret

ailitary commmications om a large scale became practicable, because cryptology

and electric telegraphy were now to be Joined in a cepbeutioa=Put lasting
wedlock. For wvhen the war began, the electric telegraph had bee'n,in‘ use for less
than & quarter of a century. Although the first use of electric telegraphy in
military operations wes in the Crimean War in Eﬂrope/‘(l&'jkosﬁ), its employment
was restricted to callltmmi;:atims exchanged among headquarters of the Allies, and
some cbservers were very doubtful about its utility evem for this limited ussge.
It may also be noted that in the annals of tha? var there is no record of the
employ;nentﬁ of elec“tric telegraphy together with meams for protecting the messages .
egainst their interception and soclution by the enemy.

On the Unian side in the Clvil Var, wilitery signal operaticns begam with
Major Myer's arrival in Washingtom on 3 June 1861. His basic equipment comsisted
of kits containing 2 white flagsyith a red squa;-er in the center for use against
a dark background; a;,redv-fla.g with a white squsre r use against a 1ight back-
ground; end torches for night use. It 1s interesting to note that these are the
elements which make up the fami:!.m insignia of our Army Signal Corps. The most

' pressing need which faced Major Myer was to get officers and men detailed to
him wherever uignals_might be- required, and to train them ia what m wa;o

%‘W\b senetiows. el are RA
be called the "vigwag system z"l‘his training” included J.earn acnething
eodes and ciphers, and gaining experience in their usages e Fu&,i @,\

. But there wvas still no such separate entity as a Signal Corps of the Army.
Officers and emlisted men were merely detailed for service with Major Myer for
signaling duty. It was not uatil two years after the war sterted that the Signal
Corps was officlally established and organized as a separate bramch of the Army,
by appropriate cénéesiml actionjﬁl the meantine, another signaling organi-

" zation was co:ing into being - an organization which was am ocutgrowth of the
RS BRI e
- ’b
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government's taking cyer comtrol of the commercial telegraph companies in the
United States on 25 February 1862. There were then oaly three in pumber: the
B
American, AWestern Unicn, andéﬂm:hwestern. The telegraph lines geaerally folw
-0k -wig oF thE
loved the wg&hraﬂrmﬂa. The then Secretary of War, Simon Camercn,
- sought the aid of Thomas A. Scott, of the Pennsylvenia Raillrosd, vwho brought
scme of his mem to Washington for railroad and telegraphic duties with the Federal
Government. From a nucleds of four young telegraph operators grew a rather large
militsry telegraph organization which vas not given fmnl status yntil
28 October 1861 President. Lincolp gave Secretary Camercom suthority to set up
Athe U S, Military Telegraph Depnrtnent under a man named Aason Stager, who, as
general superutendent of the Western Union was called to Washington, commissiocned
& captein (@ later a colmel) in the Quartermaster Corps, end made superintenfent
of the Eilitary Telegraph Departwent. J&ly sbout & dozen of the members of the
Departuent became commissioned officers, and they were made officers so that they
could receive and disburse funds and property; All the rest were civilians.% The
U.S. Military Telegraph "Corps®, as it soon came to be designated, without warrant,
vas techmically under QuartemsterAHeiga)but for all praetical purposes it was
under the immediate and direct control of the Secretary of War, a situation admittedly
acceptable to Meigs. There were now two organizations for signaling in the Army,
and it was hardly to be expected that no difficulties would ensup from the duality.
In fact, the difficulties began {wduewkioMt very soon, as can be noted in the
following extract fram a lecture before the Washington Civil Wer Round Teble, early
in 1954, by Dr. George R. Thompson, Chief of the Historical Divisiom of the Office
of the Chief Signal Officer of the U.B. Army:
The first seed for military signals arcse at the importaat
Federal fortress in the lower Chesapeake Bay at Fort Monroe.
Early in June, Myer arrived there, cbtained a detall of officers
and men and began schooling them. Soon his pupils were wigwagging
aessages from & small boat, directing the fire of Uniom batteries
located on an islet in Hamptom Roads against Confederate fortifi-
cations pmear Norfolk. Very soon, too, Myer begen encountering
trouble with commercial wire telegraphers in the area. General Ben
Butler, coumsnding the Federal Depertment in southeast Virginia,
ordered that wire tdlegraph facilities and their civilian workers
" be placed under the sigaal officer. The civilians, proud and
Jealcous of theidk skills in electrical magic, objected in mo umcer-
tain terms and shortly an order arrived fram the Becretary of Var
himself who coumtermanded Butler's instructions. The Army's signal

officer was to keep handg off the civilian telegraph even when it
served the Army.

R Tarelh RS o

Virginia by the ing general of the Depa t
Ak

Yhem T few h .

] or Galy a few M X
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I have purposely selécted this extract from Dr. Thompson's presentation
because 18 it ve can clearly hear the first runblings that lengthy and scri-
monious feud between two signaling organizations whose upcoordinated operations
and rivalry greatly reduced the efficiency of all signaling operaticns of the

: Fqcierai Army. As alresdy imdicated,one of these orgsnizations was the U.S.
Military Telegraph "Corps”, simebtmps hereinmafter sbbreviated ;ibm s 8
civilian organization which cperated the existing coumercisl telegraph systems
for the t}ar Department, under the direct supervision of the Sécretary of War,

Edwin M. Staston. The other organization wes, of couhse, the infant Sigaal
Corps of the United Stateg Ax"lw, vhich was not 'yet even established as a separste

* branch, whereas the USMIC had been established in October 1861, as noted sbove.

Indeed, the Signal Corps hsd to wait until March 1863, SillMy two years after
Pthis ¢ onnection 't Sheuld be weled

" _ the outbreak of war, before beimg established officially. xou-ﬂﬁvee-ﬁ. that

the Confederate Signal Corps bad been established a full year earlier, in April

1862, ﬁntil then, as I've said before, for signaling duty on both sides, there

were oaly officers vho werg'ind;vidually and’ specifically detalled for sut;h duty

‘frcn other branches of the respective Armies.of the North and the SOuth."‘\\’

. Trouble betveea the USHIC snd the Signal Corps of the Unico Army begen when the

Signal Corps vecame interested in signaling by electri¢ telegraphy and began to

acquire facilities therefor. ,

| hs early as in June 1861, Chief Signal Officer Myer had imitiated action

tovard acquiring or obtaining elactrical telegraph facilities for use in the -

ﬁ:em but with one exception nothing happened. The exception was in the case of

ehiode v the

thehmilita.ry' department in southeast Virginia, commanded by Gemersl Benjamin . i

> eprsede 'ﬂ@ clearly Sireshadowad,the fture wad Sor Sijual Corps in Yegard-

B\ltler rae RE=mer |1y BONOATE2E « 3 B
to elee®rical signaling: the Yoad was tu be closedand barr
Ah%*rdﬂnm To August 1861, Col. HMyer tried again and in Novembergf the sawe year

be recomnended in his enmusl report that $30,000 be sppropriated to establish an

electrical signaling branch in the Sigual Corps. The proposal failed to meet the
approval of the Secretary of War. <Jtwewws Q:e tehgra.i:h train, ﬁ%h’aﬂ bgen
ordered by nyerf many months before; was delivered in Jamuary 1862, emit was tried
out in an experimeantal fashiqnl under considerable difficulties, the most dis-
heartening of which was the active oppoeition of persons in Wasixington, particu-
larly the 3ecretary of War. So, for practically the whole of the first two yaars .
of the war, signal orfieers'/m the Rorthern side had neither electrical telegmaph

facilities nor Morse operators - they had to rely entirely am the wigewag system. - ~

v _ .

AL

.8 - -

« - 5 \‘ G’ IR N D w“'};\'w/!‘,:ak
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However, by the middle of 1863 there were thirty "flying.telegraph” trains in
use in the Federal Army. Here's & picture of such a traia. The normal length

of field telegraph lines was five 1o eight miles, though in scme ceses the
 instruments had worked st distances as great as tweanty miles. But even before
the Signal Corps began to acquire these facilitles, there had been agitation to
have them, a8 well as their Signal Corps cpersting persomnel, &ll turmed over to
the USMIC, which bad grown imto a tightly-knit organizetiom of over 1,000 men

in Washington,
and had become very mluentialk eppecially Sgsr T::fctue of its support frow Secre-
tary of War Stanton. As a comsequencg, the W had {ts way. In the
fall of 1863, it took over all the electric telegraph facilities and telegraph
operators of the Signel Corps. Colonel Myer sadly wrote: "With the loss of its
electric lipes the Signal Corps was crippled”.

‘ 3\5 now there vere two competing sigmal organizations on the Northern side:
The U.8. Army's 8ignal Corps, vhich vas composed entirely of military persomnel
vith no electric telegraph facilities (but was equipped with means for visual
signaling), and the USMIC, vhich was not a part of the Army, DPeing staffed almost
entirely with civiliams, and which had electric telegraph facuities‘and skilled
Movwe operators (but no means or responsibilities for visual aignaiing or "aerial
telegraphy” which, of course, was old stuff) "Electric telegraphy” was now the
thing.% The USMIC bad no desire to share electric telegraphy with the Sigoal
Corpe, a determination in which the qu-u most sbly assisted by Secretary of
War Stanton, for reasons that fall ocutside the scope of the present lecture.

However, from a technical point of view it is worth- goimg into this rivalry
Just & bit, if only to note that the persomnel of both organizatiocns, the military
and the civilian, were not merely signalmen and telegraph t;perators: they served
als80 as cryptographera and were therefore entrusted with the necessary gpdphdvs,
cipher bocks u:&bl‘:;s Because of this, they maturally became privy to the im-
portant secrets conveyed in cryi:tographie coomunications and they therefore enjoyed
. status as VIP's. This was particularly true of members of the USMIC, becsuse tﬁey,

bocks
" and cnly they, were puthorized to be custodiens and users of the cipherg. Not even

+hew.
the camnders of the unite they served had access to W For instance,

an the one and m].y occasioi vhen Gemeral Grant forced his cipher aperator, a

book,
civinsi nswed Beckwith s to turn over the curreat cipher,to a colonel on Grant's

staff, Beckwith was ismediately discharged by the Segretary of War and Grant was
reprimanded. A few days later, Graat apologized and Beckwith was restored to his

boow,
position. But Grant never sgain dnmdeg the cipherA heid by his telegraph operator.
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The Grant-Beckwith affair alone is sufficient to indicate the lengths to
vhich Secretary of War Stanton went to retain ceatrol over the USMIC, including its
cipher operators, and its ciphbea:;f In fact, so strong a position did he take
that on 10 November 1863, following a disegreement over who should cperate and
centrol all the military telegraph lines, Myer, by then full Colonel, and bearing

he ,:xmgg title "Chief Bignll: Officer of the United States Army", a title

!;e hﬂl enjoyed for only two months, was peremptorily relieved fram that position
*lnﬂ put co the shelf. Not long efterward,aud for s similar reascm, Myer's
-hnc:tzeum-f Lieut. Col Nicodemus, was likewise summarily relieved as Chiel Sigoal
Officer by Secretary Stanton; indeed, he was not cnly removed from that positiones
he vas dulinqd‘ from the Service without even the formality of trial by court
- martial. Stanton gave "phoney” reasons for dismissing Col Nicodemus, tut I am

-~

glad to say that the lattér was restored his cosmission in March 1865 by direction

MW W\gﬂr, qﬁ;;wwﬁv b

.« /‘
s.m- M
e i oo g e o2 it
, @mt msyém}z that,h. be restored
- AN .
to the qnit:&cn ot Chicwrﬁcu)(of the Army. qdpmymg his application
) P P 'r"; EN T ) a% ;‘_:“ .4
vere 1ettars vor' r Lpe R et the Army
- e ] Vg s )
and the Na o vas foyﬁrd‘d to.{ieutemant General Graat,

Wtitmzﬁo ine politim of Chief

/

Signal Orfieer of eeﬁud it & ordingly fn & letter dated
) s & -
30 July 1866 to Sec o War,sizgn%en,;ﬂemnl mm& “the appoint-

ment of Albert J. Myer o m ;i o qfﬂhier of the SQ& Cerps as provided for
‘ m&;,tm :ﬂnnturorthe-ys us6d Yokh in the

b o akat = S

gy %

g S )
,ﬁf—n—v—-ﬂ ol
3 rodu«i" ruulw mlml«ﬁor vas
£ppointed Chier\gmu Officer om 25 February 1867, to dste Tril PP PewreRry

an Col. Myer was relieved
° a

froa duty as Chief Signal Officer in. November 1863, he was ', ordered to
7

em lads ﬁtte
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Cairo, Illinois, to await orders for & new aseigoment. Very scom thereafter he was

"either designated (or he may have himself deeided) to prepare a rield manual on

signaling apd there soon appeared, with a prefatory note dated Jemuary 1564, e
pasphlet of 148 pages, a copy of which is now in the Rare Book Room of the

Libra;.-y of Congress. The title page reads ‘a8 follows:

YA Manual of Signals: for the use of signal officers in the field.
By Col. Albert J. Myer, Signal Officer of the Army, Washingtom,
D.C., 1864." ’

Even in this first edition, printed on an Army prens; Myer devoted nine pages
to & reprint of an article from Horper's Weekly entitleé '"Curiosities of Cipher”,

and in the second editiom, 1866, he expanded the section om cryptography to
sixty pages. More editions followed and I think we may vell say that Myer's
an 1t geveral editim,nl the picnesr Americen text cn military signaling.
But I'm sorry to say that es regsrds cryptology it was rather a poer thing. Poe
had dcne dipgi bdetter twventy years before that im his esssy entitled "A few words
c;n secret writing". ‘

Because of its historie mature, you may like to see what Myer's orig!na)/

Wb ifndbt s tpnphing\ont "vig-vag codd vas like. It was called “a two-element

code" because it employed only two digits, 1 and 2, in permutations of 1, 2, 3

and & groups. For example, A wus represented by the permutation 22; B, by 2122;

C, by 121, etc. In flag signaling, a "1" was indicated by a motion to the left,
a “2" by a motion to the right. later these motions were reversed, for reascns
vhich must have been good but are nov net cbvious. Here is Myer's two-element

eontorncd.
code vhichkﬂahMWuseé until 1912:

GENERAL SERVICE CODE

A - 22 N - 11 & - 1111

B - 2122 0« 21 ing -~ 2212

c- 121 P~ 1212 tion - 1112

D« 222 Q- 1211

E - 12 R » 211 End of word -3

F - 2221 S - 212 End of sentence- 33

G - 2211 T - 2 End of message - 333
H~ 122 U - 112 Affirmative - 22.22.22.3
1l - i 8 V- 122 Repeat - 121.121.121
Jd -~ 1122 Ww- 1li21 Errer _ - 212121

K - 212) X- 2122

L- 221 % - 2222 o

Note: No. 3 (end of word) was made by a forwvard dcwnward moticn, called "fromt",
There were gbout a dozen more signals, for numerals, for frequently used
short sentences, gtc.

We must turn our attention now to the situaticn as regards the organizaticn ,
o trnanclered. wderadt de wile e LR
Eximn Army.

Confederate

for ni;nn&ing 1in the




REF ID:A62851

Seraovit that young lieutensnt, E. P. Alexsnder, who had
assisted Nogwenlisww in denocnstrating the wig-wag system before a board eppointed
by the War Department to study Myer's system. Alexander,,‘a Captain in grey, used
Myer's sys-tel during the baiile, which ended in disaster for the Uniom forces; and & v:/dc\-wb
ok pﬁﬁv&
Aﬁ Alexa.nﬂ_er's cmt.ributim%{ 8 ling was an important factor in the Confed~
erate victory. Dr. Thouwpson, vhom 1 bave quoted before, says of this battle:
Thus the fortunes of war in this battle saw Myer's system of signals
succeed, ironically, on the side hostile to Myer. Because of gemeral
unpreparedness and alsoc scme disinterest and igmorsnce, the North had
neither wig-wag sigoals nor balloon observation.

'ﬁe only communticaticn system which

succeeded in tha nicn Army was the infant USMIC. Put the Confederate

system under Alexsnder, off to a good start at Bull Run, throughout the war
and
operated with both viaualAehctrie telegraphy, and the Confederatas thought highly

ows 19 ﬁm& b2,
sncugh of their signal gervice to establish it cn an official basis, less than a

year after that batile.  SSigSel-Seorpw ol -the-denfedevatefruy-vas«obbevbished.,

~ ., 0 N - : - >
PO e ST > s ¢ : Y i A i .-

: o ¥ w
sdiganl=Conpa--to-the-former-orguristeton: (Thus, although the Confederate Signal

Corps pever tecame g distinct and independent brench of the Army es did the Uniom
..

Signal Corps, it received much earlier recognition from the Confederate ,Government

than 4id the Signal Corps of the Federal Govermment. Again gquoting Dr. Thempson:

The Confederate Signal Corps was thus established nearly & year esrlier _chew
its 'Federal counterpart. It was nearly as large, numbering scme 1,500, most
of the number, however, gerving on detail. The Coufederate Signal Corps used
Myer's system of flags ard torches. The wen were trained in wire telegraph,
too, and impressed wire facilities as needed. But there was pothing in Rich-
mond or in the field ccmparable to the extensive and tightly controlled civ-
'~ 1lign military telegraph organization which Secretary Stanton ruled with an
i{ron hand from Washington.

We come nov t0 acymessutettenssef the codes and ciphers used by both sides in
the war, and in doing so we must take into consideratiom the fact that oo the’

Unicn side » there vers, as I have indicated, two separate orgagizatians for signal

ONL =V Vl‘rh\bu( H.-}".\ ey "Lh Dtvt(’// ar—lf‘/ Llectvie. .

communications, the S1EHRl Corpi-Gui~tie-tSMIe, Aftor-warfars betveen them-had
been settled by rummmimwwmmw

responsibility only for signaling-by-visual wmzww,w&'

JLespopaibility-for-signeling-by-elecivio-telegraphy+ We should therefore not be
' 9



REF ID:A62851

too astonished to £ind that the cryptosystems used by the tvo cmpetiiq organi~
satione were different. On the other hand, on the Coufederate side, u.\.jult wod,
WQMAPY there was caly cne organization for sigasl commmications, the Sigual
cor'ps of the Confederate States Army, vhich used both visual and electric tele-

o) Whent $eon wers.
graphy, the latter facilitien 'being taken over and employed vhan,gvailad (Hanheps

for this marked difference between the way in vhich the Unien and the Cmfedcrate
A gpmrgzds Qe Adwmuniilined. £t D duo wall wisk, Yo ge Mw@uz/l%
signal operaticns vareAW strange to say, had to do Wwith the difference %
between the trypto-commmicstion srrangements in the Unicn aund in the Confederate ~
Armies. ‘
We will discuss the cryptosystems used by the Federal Signal Corps first and
then x:tb o the Confederate Signel Corps. Since both corps used visual signals as
their primary means, we find them employing Myer's visual-sigasling code swek=us
shmt shown above. At first both sides sent unenciphered nessages ; but soon after
learning that their signals were being intercepted B:G.c::ead ¥ the m, each
side decided to do scmething to protect ita messages.giid rnitia‘gly both decided
on the same artifice, vis, chan;;ng the visual-sigoaling equivalents for the letters
of the alphabet, so that, for instance, "22" was not always "A", ete. This sort
of changing-abc'ut of values soon became impractical, since it prevented memorizing
the m-mlwibm cace and for all. The difficulty in the Unicn
Army's Signal Corps was solved by the introduction into usage of e cipher disk
invented by Myer himself. A full description of the disk in its varicus embodiments
will be found in Myer's Manual, but here's a picture of three forms of it. You can Set o

o-hov

wd, ofe,
i s
readily the visual wig-wag equivalents for letterl) can be chamged

according to some pre-arranged indicator fo{-"' m Looentric ”ﬁl!é“ “'23
g ,3, e uf ,WFA.:%M % PMXXV\)A&WM

he htte{ A is represented

by 112, B, by 22, ete. By meving the two circles to s different. Juxtaposition a
PYS ZUA WY A B

nev get of equivalente will beA-ee-q Of course, if the setting is kept fixed

for & whole message the encipherment is strictly nono'alphubeuc; but Myer re--

comeends changing the setting in the middle of the wmessage or,mre specifically, at

the end of each word, thus producing a sort of polyalphabetic cipher which would

delay solution & bit. An alternative way, Myer states, would be to mee vhat he

called a “countersign word", but vhich we call a keyword, sach letter of which
10
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would determine tho gsetting of the disk for a single word or for two comsecutive

words, etc. Myer applrcntly 414 not realize that retaining or showing externally, ‘l"@d’w -~

caplion, TS, nga mwg; _@Mﬁn%
Athe 1engths of the words of the plain text A 1:5 %
later ve shall discuss the seeurity srford.ed by the Myer disk in actual practice, %’g

In the Confederate Signal Corps, the systenm used for enciphérment of visusl
sigoals ves apparently the same as that used for emo iphe% telegrsphic Wﬁ-&f:&d
nigasds, and we shall soon see what it was. Although Myer's ciphar disk was
cap-tured a number of tiwes, 1t wvas apparently 4isdained by the Cmf'odnrates, vho
preferred to use a wholly different type Of device, as will be aescr}hed preasntly,
for both visual and electric telegraphy.

So mach for the cryptospstems used in comnection with visual signals by the
Bignal Corps of both the North and the South, systems vhich we may designate as

"tactical ciphers."”

way call "strategic ciphers”, because the latter were ummlly exchanged between
do WM, BTy

the seat owa@ ot M mmgw—um In

the case of these communications the eryptosystems employed by each side were

quite different. '
UsMTC

Ol; the Northern sidy the Xﬂﬁ!ﬂm used a system based upin

vhat we now call transposition but in contemporsry accounts they were called
ad/

"route ciphers" and that name stuck. The dcsignation isn't too bad, il
because the processes of encipherment snd decipherment, though W& not with
the individual letters of the message but with eatire words, involved folluwmg

v 0% W v WLl ﬂ‘e\q.,w PN - PO
prescribed paths or routes,\ I xnow no simpler or more succinet desceription of
the routl/cipher than that given by one of the USMIC operators, J. E. O'Briem, in

an article in Century M_aggzine, XXAVIII, September 1889, entitled "Telagraphing in

Badkle":

The principle of the cipher consisted in writing a message with an
equal number of words in each lipe, then copying the words up and dowa the
coluamns by various routes, throwing in an extra word at the end of sach
¢olunn, and pubstituting other words for important names and verbs.

A more detailed desoriptiom in)(odern technical termes would be as follows:

(Vo
A system in which éncipherment the words of the plain-text messsge are mlcribed

R fmw

of rows and colusms, 1éscr1b1ng the words within the matrix from left to right, ia
successive lines and rows downwnrd/ as in ordipery writing, and taking the words
out of the matrix, that is, transcribing then)according to a prearranged rmte/

to form the cipher message. !\ These route ciphers were supposed to have been the

%‘m‘*‘_ i1
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ﬁrention of Anson Stagerl,vhm I have menticned before in comnection with the
establishment of the USMIC, and vho is said to have first devised such ciphers
for General McClellan's use in West Virginia, in the summer of 1861, before
McClellan came {o Washingion to assume comuand of the Army of the Potomac.

Anson Sta;;;d— lmmt that he was the original inventor of the
system, but M"&m quite in error, Mord-transposition netho:!l  vere W
in use hundreds of years before his time. For instance, in 1685, in an unsuccessful
sttempt to invade Scotland in a conspiracy to set the Duke of Monmouth on the
throng, Archibald Campbell, Sth Eerl of Argyll, suffered an unfortunate "accident".
-He was taken priscner and beheaded by crder of James the Second. The commmni-
cations of the poor Earl were not secure, and when they fell into governmeat hands
they were acon d;eiphered. The method Argyll used was that of word transposition,
and if you are interested. in reading a contemporary account of how it was solved,
lock on pages *56-59 of that little book I-mentioned before as being cne of the
very first books in Engllsh dealing with the subject of cryptology, that by

. James Falcoder, entitled Cryptomeuysis Patefacta: Or the Art of Secret Information

Disclosed Without. 8 Key, published 4n Londom in \13.685 There you will find the
IMTC
progenitor of the route eumars employed by the M Sahpe, War—of—the

1 %9

w; ~Ca.,., . years after Argyll's abortive rebellion.

TheAciphesmte-s employed by the USMIC , Fer—pensages—ef-tim-Fedoval-Army—in

Tl e oS pd =

m&&ébés-sre fully delcribed m 2 book éntitled The Military Telegraph
duri&_ghe Civil War, by Colomel Williem R. Plum, published in Chicago in 1882.

I think Plum's description of them is of considerable interest and I recommend ‘
- his book to those of you who may wish to learn more abmthww%m& akl,
GMH I show you cne example of an actunl message and explain its encipherment

and deciphement I will have covered practically the sntire gamut of the route

ciphers used by the USMIC, so basically very simple and uniform were they. And

yet, believe it or not, legend has it that the Southern /ﬁgnahen vere unable to

solve any of the messages iransmitted by the USMIC. This long-held legend I find

bard to believe. 1In all the descriptione I have encounterasd in the literature

-not cne of them, save thg one quoted above from O'Brien, tries to make these

ciphers as simple as they really were; scmehow, it seems to me, & subconseious

realization/ ca the part of Northern writers, usually ex-USMIC operators, of the i

systen's aimplicity prevented a presentation which would clearly show how utterly

devo;d 1:15 was of .'the degree of scphistication one would be warranted in expecting

in the secret commnications of a great modern army in the decade 1860-1870, three

bundred years after the birth of modern cryptogsaphy in the papal states of Italy.
12
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Let us take the plain text of a message which Plum (page 58) uses in an

example of the procedure in enciphernent. The ciphér book involved is Ho. L

- and I happen to have a copy of it so% easily check Pluu 8 work. Herxe' e,the
message to be enciphered: ) e " ‘
‘ N Washington, D.C.
. / !/‘/_,ﬁ.u-k_;_._.ww_* ~ July 35, 1863 _
,f” _ ‘IJA;‘ For Simen canermg - " -
S "/F_ ) I vould give much to be relieved of the impression that

Meade, Couch, Smith and all, since the battle of Gettysburg,
have striven only to get the epemy over the river without amother
fight. Please tell me ifyou know wvho wves the cne corps commander
who vas for fightimg, in the council of war on Sunday night.

' (Signed) A. Lincoln

Z?Shcn Camercn was Lincoln's Secretary of War until Jan. 1862,
vhen he was replaced by Edwin M. Stanton. If this message cited
by Plum is authentic, and there is no reasen to doubt this, then

. \.&cgneron vag 85t1l1l in friendly contact with Lincoln, possibly as

a special cbserver.

~issgbpehos Plun shows the word-for<word encipherment / in & matrix of seven

r

. columms. and eleven -rows, ' He fails to tell us vwhy & matrix of those dinen!onn was

selected; presumably the selection was made at random, vhich was certainly permissibles

Ay . rﬂ % RN s L e >
1/ 2 2 (A AR
, a ' :
Wbt (Tug}f_y ) o ‘ _ ] (CMEB w) 1.
tipher [ Incubus Stewert/ Browm . Norris Knox, Madiloh/ T
Prain |Wa3Hington,0.C) Taly 15th T —80 3 for -
Cipher| - a1gn man Cammer on . flea I wood
Flain ig’/ﬁ;;“‘“’ “~Cousron : (Peviod) 1 : would
give ~ruch " Tovy trammeled  seremade | whvession] Hoot
give much J to be relieved of the impreas ion that
! dear ! ax cat children And 5 avl ‘
Meade . s(comma) '  Couch 5 (Comm a) Swith | and ' all
bat - [ Simce ' +he . knit ok get ' ties
s (comwa) | since ! the | battle of Gettys
{large ‘ ass have . skrivaw onl | + <t
burg { ,(e.e\mw\a) hav e striven | onﬁr o y i ggeet; ]
i S e e g e e e - =i
village | sk¥ieton / turni without | awetheyr | tic |, hound
the enemy | ~ over | the river without another fight  .(period):
s e ' A
Plessa He\ ' \ i Bo 1wk
/ - Please tell ~ A’n’:‘g 1% ' ;%{f $ know ! who° :
l' .4" W ) Harrz - Madrid locust wh Wwas “1’
Fa was thg' ! cne corps cmande—r—} who was |
Sor ! gme;:i : biteh quail counsel . Og- ;;\- i
' for Fighting » Comman) in the comeil | of war
N ler :  Rustle right,  Adrian ;  bless  hive
! | s
, o Sunday  night Si.mture AT Tincoln] (wul) | (wvll)
N“L'-s ( Q X Q WO AAC DL I T TS By S, G e v T e
Sl ) Gl e T T
GUP%W &,hh\ul.w s-uﬁdha m“ﬁ““""
ba.nu &$ um%& Ww,hﬂmm a PQﬂ-xw %k-ir.
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; Pereas Yops ank certanw
Note the "nuné(non-signifimt, or "blind" vord_s)nt the bottomsof ot ¢olumng,

AN

these being addcd to confuse & would-be decipherer. AL least that was the theory,

but how effective this subterfuge vas can be surmisedy vebrlitdds, once it

l\n\:)
»;% Yhe ugual pracgice. NOG olso Foa Tive rale (bless ava
5 1on, SR AL Rl it $0 O Tk it o 46 2T

The cipher message u‘ then con jed down following the route prescribed by the

indicator "BIONDE", as mﬁn on /age 7 of Cipher Book No. 4. The indicdtor

ould have also besn "LINIMENT".

T

) E

e e e ™ . 7 No. k photma h L .

-~ P s, st ot a3y ax s,ﬂra__.,,_._ﬁ,z_k__,*ﬂ_. F‘-‘%hs SM& ,
3~yow-asi=me {0 explain the disgram at the top of W&M

show you the "Directions for Use” which appear on the reverse side of the title .

-~

ey, o P R L lq‘\

page of "War Departmant Cipher No. 4", because I'n afraid you wouldn't believe

o, Wiat A S P
- me if I mereky WW&%D——HME- a picture of the title page
e 7,
d I follow it vith & yhotagraph of what's on 1ts reverse gide n%f?p,‘\ﬂ&u ,M-%A

F3s.bxT) L o

L_T:I.tle pege No. & K-photos------ntrections for Uu?j
W the chaP who was responsible for geliting this cipher book approved

303’;&.%

ever thought about what he was doing when he caused those "Directioms for Use" to

, be printed? If doesn’t seem possible. All he would have had to asck himself was,

brevho Fore Rowre betw taplurnd . Srafiionce hao owee
"Why put this piece of information in the book itself? ,\W falls into
J" e
eneny hands; § vy “\.Lre ad, too, and at once learn about the intended decepticnt
Why go to all the trouble of including "phoney" routes in the book? If the book
doesn't fall into enemy hands what good are the "phoney" routes amyway? Why not
Just indicate the routes in a straightforward maoner, as had been done before?
Thus: "“Up the 6th column (since "6" is the first number at the left of the disgram),
- down the 3rd, up the 5th, down the Tth, up the lst, down the 4ih and down the 2nd. .
This matter is so incredibly fatucus that 11: :ls hard to understand how sensible
pere W

Ben - nnd they were\ gensible - could bo 80, thinking
proceuea. But there the'\ sta.ngu;or all the word to ses and to Judge.

Now for the transposition step. The indicator “BLONDE" signifies a matrix of
seven columns and eleven rows, with the route set forth sbove, vig, up the 6th
coluan, down the 3rd, etc., 80 that the cipher text with a "phmey"” address and
signatu.rei/ becomes as follows:

"TO A. HARVER CALDWELL, VWashington, D.C.
Cipber Operator, Army of the Potomac:
Blonde bless of who no optic to get and igipression I Madison square
Brown cammer Toby ax the have turnip me Harry bitch rustle silk Adrian counsel
locust you another only of children seremnsde flea Knox County for wood that awl
ties get hound wvho was war him suicide on for was please village large bat Bunysn
give sigh incubvs ‘eady Norris on trammeled cat knit etriven without if Madrid

quail upright martyr Stevart man much bear since ass skeleton tell the oppressing
Tyler monkey.

(Signed) D. HOMER BATES

"‘It vas the usual practice to use for address and signature the names of the UBMTC,
Y. O ODersturvren srmosvined N\ S
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Note that the text begins with the indicator "BLONDE". In decipherment the
steps are simply reversed. The indicator tells what siZe matrix to outline; the
words beginning “bless of who no optic . . ." are inscribed within the matrix:
up the 6th column; then,omitting the "check word" or "null”{mich in this case
{8 the word "sqnare"& down the 3rd columm, etc. The final result ahould corres-
pond to what is shown in Fig. %& There then follows the step of ‘m%erpreting
orthographic deviations, such as interpreting "sigh”, "san", “cammer”, and "oa"
as Simon Cemercn; the word "woed" for "would", ete, :mmes the
original plain text.

Save for ¢ne exception)to-baﬁamb—a-cm all the route

"c¢iphers used by the USMIC conformed to this basic pattern. The things that changed
from cne cipher book to the next vere the indicators for the dimensiocns of the
matrices and for the routes; and the “arbitraries” or code equivalents for the
varicus {tems comprising the "vocabulary”, the nusber of them incressing from cme

edition to the next, just as might be expected.% pagaa-m-pth;h Foao Barsne, \wﬁ-/

- - 4

_,K_:HM‘ ——a e T

o 2 - =Tk ¢ TV W

/h/ Wo be negﬂ in Cipher Book !lo. 9 and on only one page of the book.

" I will show you that page:

At e 5 s R ™
’f‘% . e

L_p laf,‘_g‘i_x_nfe-x:-Book No. L.!

What we have here is & de\ri;;ion from the straightforvard route transpositiom,
up the % }'.he . ..a,\f;.tﬁBy in’troduc‘ing e diagonal path m— the routk (the -
6th, Tth, 8th, 9th, 10th words in e message of Tive columus, and the lst, 2nd, 3rd,
kth, 5th, and 6th words in @ message of six columns) the simple up and down route
no longer ‘holds true. The words cn the diagonal interrupt the normasl up and down
paths and introduce complexities in tbe method. In fact, the complexities seemed
to be a bit too much for the USMIC cipher operdtors because, as far as available

records show, these complicated reoutes were never used.
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I nov vish to make a number of genertl and & fev specific comments

(o, )
on Flun's description of the cryptosystems used by the U/B M/, e {5’" ek
- , . _ } s ' |
. !!m' po— ) )—f—'\.ﬂ-\mﬁk“:
™~ - ’ ~ ! S

Pirst, we Reto- that although Anson Stager,latem.Colonal -Stages,
has been credited Ui‘bl,l inventing the type of eipher under consideration
in this study, he was anticipated in the invention Rt about 200 years.
Also, he is given the lion's share of the credit for devising those ciphers
although he 41d have a nusber of callsborstoryest Plum ;:nnn four of them,
presumably because he thought them worthy of being singled out for
pu't;cular attentioy.' 1'-‘,1un and others tell us t;m.t copies of messages

handled by the U/siulr/c/(/—;;;@mum.ma by the enemy but
Y\-. @1" 1
- lo].nd. He cites no authority for this last statement,

merely saying that such intercepts vere 1ished in the newvipapers of the / g

Ry A WM{W\M‘JJ% wrirnald aoma u-‘lapz-f;,
Confederacy with A!o(anh-fer-hﬁp—u their solution. W=k it ny be noted oo

that none of the Confederate accounts of war sctivities cite instances of VN
] ! b '}
the solution of intercepted u/s,lmfrl;qﬂ messages, although tere are plecty . \\
/ o .

of citations of instances of interception and solution of enciphered
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e

visual tyansmissions ofAFederal Amy's Signal Corps. Douglags—Frwenmn-d

-~

. e
DY i
U.8.M.T.C., I &8 use t;}m " {her books, " otfg,emtiuns simply
. i

"c&, " although t
N\
rans

makes it‘hgtake of the nature of a cipher
the heav> ,of"'y u‘bitrar.lea "

s to represent the nemés o?"pq;sons, places,
P

o8, etc., makes the systen rb\:‘he

%,

Plum states that 12 different cipher books were employed dy the

Telegraph Corps, dbut I zmo\ne there vere/pnly eleven. The first one

wvas not mubered, and this 48 good evidence that a long var was not

This first cipher book had

16 printed pages. But for some reason, now impossible to fathom, the
sequence of mmbered books thereafter was as follows: Nos. 6 and 7, which

were much like the first (unnumbered) one; then came Nos. 12, 9, 10--in

!
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syl

that styange onierj then came Nos. 1 and 2; firally came Nos. 3, 4, and 5.

_MM }a'b}w W%szug

_ (Appa:ently there was no No. 8,0x Fo. 11:)\ Tt would be Sadmens to think

- © Ao Hepunbonc.
that the 1mgular1ty in nmﬂaering the successive books was ot communication-
security, '\Thue gst have been %;&reuons %Lutﬁﬁhat they were is now

mx&wu? Y&.‘ewm

tmlf‘awn Plum states that No. 4, the last one used in the war, wes placed
into effect on 23 March 1865, and that it and all other ciphers were
discarded on 20 June 1865. However, as noted, there was s No. 5, which
Plum says vas given a limited distridbution. I have a copy of it, dut
whether it was actually put into use I do not know. Like No. 4, it had
%0 pages.a‘bout 20 copies were sent to certain members of the m’
Selegrarh-Josps, scattered among 12 states; and, of course, Washington sl Rave
had at least one copy.

We may assume with a fair amount of certeinty that the first (the
unmumbered) cipher book used by the u/s{m/m/c/ wes merely an elsboration
of the one Stager produced for the communications of the governors of Ohio,

Indiena and Illinois, and of vwhich a copy is given by only one of the

writers who have told us about these eiphers)r\)(amly, David H. Bategp

T4
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&wﬁ;/

1% {n his series of articlel entitled '"Lincoln in the Telegraph Office”

. [The Century Magasine, Vol. LXXIV, Nos. -1-5, May-Sept, 1907/* shows a

facsimile thereof (p. 292, June 1907 issue), and I have had as good a
npmduetiop made of it as 1s possible from the rather poor photographic
facdimile., The foregoing cipher is the prototype upon which &ll subsequent

cipher bocks vere based, the first of the Wer Department series being the

S

'
~.
\
{1
'
I

154
one shown by Plum.wo-;um‘ \‘_’,L_j“’“ ] b?v%m:\

..r‘

When these ciphers came into use i1t was not the prectice to misspell

certain words.intentionally; but as the members of the u/.'s/m/m!!c (vho,

. / ! i
as I've told you, not only served as telegraph cperators but also as
cipher clerks) developed expertness, the practice of using non-standard

orthography wvas frequently employed to make soluticn of messages more
o hawe, elvsodey At soonpll i \achily oo one Cany

- w —’» N K
S o e VT YL T Y T ST 2 find’ hundreda of Ac.i::ample's of this sort of

artifice. Then, further to increase security, more and more "BBESFErIEE;"

#The series was then put out in book form under the same title by the D.
Appleton-Century Company, New York, 1907, reprinted in 1939.

]
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~4 i -

thad—-ia, code equivalenta// were added to ¥epresent such things as ordinal
and caﬁi@@x mumbers, months of the year, days of the week, hours of the day,
. gecgraphieal TANGs Of PlNces-and-rivers, punctuation, etc. As a last

step,, code squivalents for frequently-used words and phrases were

introduced. One good example of two typical pages from one of these books

will cheracterize them all.

—

| Pnoto of p. 14-15
b ' Ph L] -
?"‘k\o . o rmoxo. ;1)2 '_ 5}

You will notice that the code equivalents are printed but ttﬁb{r

'meanings are written in by hand. This was usually the case, and the reason
{8 obvious: fo;- econ;:my in printing costs, because the printed tode
equivalents of p}a.tmte:t 1tenms in ciphey dooks belonging to the ume
series are identical; only their meanings change from one book to another,
and ;r'couru, the. trannpo;ition routes, their indicators, and other
variables change from one book to another. “As-sivesiy=imitestsl, I an
fortunate in having six of these cipi:nr books in my private collection,

80 that compariscns among them are readily made. Theé first featuret® be
noted 1s that the code equivalents are all good English dictionary words
(or proper nounn),, of not less then three nor more then seven (rarely eight)

_ l'cttera.l A careful scrutiny shows that in the early editions the code
20
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—tg -

Vo ,
equivalents are such as are notf‘lmly to appear as words in the plain-text

messages; but in the later editions, beginning with No. 12;more than 50%

of the words used as code equivalents are such as might well appear in the

plain-text of messaeges. For example, words suck as AID, ALL, ARMY,

ARTILLERY, JUNCTIOR, CONFEDERAE, etc., bapt.tlsml names of persons, and
names of cities, rivers, bays, etc,, appear aam code

; ;quivalents. Ancng names used as code equivalents are SHERMAN, LImdLN,
THMAS, STANTON, and those of many other prominent officers and officials

i - ot (mzw Ao ey

of the W Armw and Gavernmeng even more intriguing, such names
- "N ™ \\.

were employed as ind,icators- ‘for the mumber of columns and the routes used— -

the so-called "Commencement: Words." It would seem thaet nemes and words

such as those I've mentioncd might occasionally have brought about instances

where difficulty in deciphering messages arose from this source of conrusion,

'but the literature donsn 't mention them. k—bﬂ—}W vhy such

comonly-used proper numi and vords wexe not excluded. There was, indeed,

_method in this madness.

But what is indeed astonishing t3 note is that in the later editions of



N
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these eipher bocks, in great majority of cases the words used as

"aybitraries,” differ from one encther by at least two letters (for example,

LADY snd LAMB, LARK, and LAWN, ALBA and ASIA, LOCK and WICK, MILK and MINT),

or by more than two (for example, MYRILE and HYSTIC, CARBQN and CANCER,

Ammm@-m. One has to search for cases in which two

words differ by only one letter, but they can be found#f you search long

encugh for tham, as, for exmple, \qixmcr and QUINCE; PINE and PIKE, HOSE

and ROSE,: Often there are words with the same initial trigraph or

‘.:etmgrnph)but then tﬁe regt of the letters are such that errors in
»;:mamnion or reception would easily manifeat themselves, as, for example, L.«»&e“%
'\zmsm and MONARCH, MAGNET and MAGNOLIA. All 4n all, it is important to
hnote that the compiler or compileys of cipher books had adopted s principle

known today as the "two-letter differential," e feanu-; found only in

codebooks of & much lster date. In brief, the principle inmvalves the use, “

in a given codebook, of code groups differing fyom one ancther by at

least two letters. This principle is employed by knowledgeabls code

coaxpilers to this very day, not oaly becsuse it enables the recipient of a
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made
o covad Mo Tous WAPHMM_
megsage to detect errors in transmission or reeeption, but nlso because-
onp fpracidedo w Hon ca-d.n.}xw-(’eyf Be Hal wost”
,.&athe permitaticn tsbles used in constructing the code vords Saotittetethetr

B Y R R corvnlade “’gm '\RM ;
eeuadhn without ctlling for a repet:ttion,\ It is clear, therefore, thnt

the compilers of these cipher books took into considemation the fact that

exrors are to be expected in Morse telegraphy, and by incorporating, but

[}
i

only to & limited extent, the principle of the two-letter differential,

. U en Arkirns fanrd, o
% mmmww@ M&%&%w
There 4s, hoveveyr, another feature ebout the words the compilere

they tried to guard sgainst the possibility that eﬁ:rs might go undetected.d. oudio—

. of these books chose as code equivalents. It is & feature that manifeats i
real perspicacity on their part, A A few moments ago I said that I would

explain why, in tl;e later and improved editions of these books, words which

'\'"""W

might well be words in plain-text messages were not excluded from the lists

of code equivalents: it involves the fact that the basic nature of the

e G
"2y

cryptosystem in which these code equivalents were to be used was clearly

mogn:lzﬁd by those who compiled the books. Since the cryptosystem was

ot

(7]

T TP

based upon word transposition, what could be more confusing to & would-be

qr v-.n-)g.y
VO T
AT

cryptanalyst, working with messages in such a system, than to £ind himself
a mu&ﬁm uo-\\a,.% Jo prlue.
unable to decide vhether a word in the cipher text ,\13 actually in the

o e
'O‘rvmw”ﬂ_wg-

pop

>3

[
(4
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original plain-text message and has its normsl meaning, or is a code word

with & secret significance--or even & null, & non-significant word, a "blind"

.or & "check word," as those elements were called in those days? Thet, no

doubt, ia vhy there are,in these books, so many code equivalents which might
well be "good" words in the plain-text messages., And in this connection I

have already noted an additiomal interesting feature: at the top of each

&% Newrdy
page devoted to maicttors for ugnﬂ.ing the nunber of col'um- in the

specific matrix for s uuage,‘ww

so-called "commencement words, " ke words,in sets of three, any one of

which eould actually be a real word orlmm in the plnn-texe message,

'\umdy I-OQRN vard AAs ;
Such 1nd:lcaf.ors could be very confusing to enemy cryptanalysts, elpeeully

a%ﬂ e WPQ-‘,

after the transposition operation. HemJ '\u-e the "commencement words" on

pege 5 of Fipker Hook No. 9: Amy, Anson, Action, Astor, Advance, Artillery, -

Anderson, Ambush, Agree; on page 7 of No. 10: Cairo, Curtin, Cavalry, '\

Congress, Childs, Calhoun, Church, Cocbb, etc. Moreover, in Nos. 1, 3, 4
5, and 10 the "line indicators,” that is, the words indicating the number

of horizontal yows in the matrix, are also words such as could easily be
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words in the plain-text messages. For example, in No. 1, page 3, the

line indicators are as follows:

Addyress 1 Faith
Adjust 2 Favor
Mo Answer 3  Confine 7
W:‘& Appesr Lk  Bed
Appeal 5 Beef 7
p s,a”q‘ sume 6 Bend ™\
? ap Aveke 7  Avall
B Encamp 8  Active
M Buroll 9  Absent
Enough 10 Accept

Note two things in the foregoing list: first, there are varianta--there
are two indicators for esch case; end second, the indicators are not in
strict alphebetic sequence. This departure from strict alphsbeticity is

even more cobvious in the pages devoted to vocabulary, & fact of much
. 7\
/0 whach, 7
importance cryptanalytically. Note this feature, for example, In Fig.-db‘, 0

aho& pages 1% and 15 of Cipher Book No. 12¢
In this respect, therefore, these books partake somewhat of the nature

pﬂ.‘\ - u
of m-parﬁ,fodes, or, in British terminology, "hatted" codes. In the

second lecture of this series the physical difference between ocne-part and

twvo-part codes mﬁ&mdw
7 ke Ongpalytic

h—erplenmt e hameiigh )20 indication of the technical difference

between these two types of codes ¢

may be useful at this point. Two-part codes are much more difficult to

e

het]
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sc'nlve than one-part codes, in vhich both the plain-text elements and
their code equivalents progress in parallel sequences. In the latter type
of determinstion of ﬂeuan!ng of cne code group quickly and rether espily

leads to the determination of the meanings of other code groups ébove or

phort B30 Itk ol st

‘below the one that has been solved. For example, in the following smmis-

exsmple, 11' é&mlmmmnwmdtobe"tm, tha}\

.g."-"" e ““'\Y e MR A tae_a €
. —————tae e e i

| 1726--<the _ .
) 1m--.mn
1730~-~there N

- i . ﬂ,a.u.k.
code group 1728 could well be "the"'(th'tt of the code group 1730, "theve".

But in a tvo-part code, determining the meaning of the code group 0972 %‘5&
7621---%be | | |

S 0gT72---then
1548--~thare

m “then," gives no clue vhatever as to the meaning of

A

the groups 7621 or 1548. For esse in decoding messagss in such a code

theye must be & section in which the code groups are listed in numerical
o, cng Wﬂf}; w/ Wa*‘*“ “’%’*‘?‘F s ks be

sequence, Atheir maninsslw‘in a rendom sequence. The cmﬂers of

the uis/u‘}r;c/’ ¢ipher books must have had a very clear ides of vhat I

_ have just explained, bu'tmm the y mede a compromise

of & prectical nature between & strictly one-part and & strictly two-part
L
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code, because they realized that a code of the I%ter sort is twice as
beandats iy ok worse Beliwuones 15 comppidn, oot thaehe o, eodils |
bulky as one of %he former aort,A‘me arrangement they chose wvasn't sbsad®

%o

'l\ml, 8o far as crypto-security was concerned. As a matter of fact, and

speaking from personal experience in decoding a rather long message

M%ie...ﬁr
srytnp time in locating many of the

addressed to General Grant, I had & X

code words in the book, because of the departure from strict alphabeticity.'

I came across that message in a work-book in my collection, the work-book
Reww gt Fuswd
of ane of the important members of the U/ﬁ,.:ﬁ,lr/c--none Other the-@odoged

Plum from whose book, The Military Telegraph during the Civil War, 'comes

r ro o foCara .
SchAPARoNM mch of the data I've presented, On the fimst fly-lesf of

Plum's vork-book there appears, presumsbly in his own h_andwrit:lng, the

legend "W. R. Plum Chf Opr with Gen. G. H. Thomas". Here's one of the
messages he enciphered in Cipher Book No. 1, the book in which, he says,

more important telegrems were sent than in any other:

N 77771 M

v

Note how many "arbitrarie Zn er-worie-with-aecrot-meentaga, appear in

the plain-text message, that is before transposition. After transposition



1
SR Y .

REF ID:A62851

Code, werda, &WMMZ"‘*‘% ”"“‘pw"" Foa Q\B'Fk(g'w

the melange of Mn-te%M%Mm »

a0 o Mborss wppweﬁ %w&’;b? 3\

And yet, was the syntemﬁo#m inscrutable me%mm

/ Even in the case of the foregoing message there are enough unencoded words \

5o that with a bit of patience o

the transposition aould be removed .

' without too much difficulty and the general tenor of the message could be

determined. There would remain, of course, the business of finding the

specific mesnings of the code words. In the case of cipher book No. 1, which,

W
according to Pl\mA the one that had the longest and wideat use, an §

accunulation of messages would probably have given enough data for\J

deternining the specific meanings of the code words. 3wt R i{s to be

‘-?gecawi“s» Yomd
nemembered that thess messages veye Atra.nm:ltted by wire telegnpmr nd-not

_.)(% »mmaaw cowld Be. e‘p'ﬁa.uvwb n\%'@g 2

SAEITEDYIFer "tapping” telegraph 3

§les B Oppetinctic %*ﬁmcﬁ

linen were ncé freqmnt; /fub they 414 occur from time to time, and in one

% of acg f,l.h.gﬁ ety Caf fie,

by Tadlo, 80 that (Gpe:

case & Confederste p’imﬂm hid in a swvamp for several weeks and tapped a
Federal telegraph line, cbtaining a good many messages. iwhat success, if any,

’  a1d Confederate cryptanelysts bave in their attempts to solve such o A

-— p - L ,
~ Lt P .

*In"selrching for a good exanple my eye caught the words "Lincoln shot" at , Tt
the left of the matrix and I immediately thought that the message had to do o
with Booth's assassinstion of the President, But after hurriedly trenslating |, | =~ .
the messsage and finding nothing in it having anything to do with the shooting ' ' ~
it occurred to me to lock up the indicators for a matrix of six rows and eight '
colums. They turned out to be LINCOLN (messege of 38 colums), SHOP? (6 rows)

'{:"ge vorc} SMALL beneath the "Lineoln shot" is & variant for SHOT, also meaning

rows
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. on/
qfsﬁ.*u;&fc cryptogrems, they did intercept? We shall try to snsver this

question in due time,

a8 there wexe on the Union side. There was nothing
at the center of government in Richmond ot in the combat sone compareble
%o the efitensive and tightly-controlled civilien military telegraph
orghnigation vhich Becretary Stantien ruled with an iron hand frem
Washington. Almost as & concomitant it would seem, there was in the

05‘5‘\@,\&11_5 establishads

Confederacy, save for two eaceptional cases, one and only oneAcryptoaym

_ to serve the :_u_:ed for protecting tactical as well as strategic commmieations,
and that was the so-called Va.gensxe Ciphey, which apparently was the cipher

J.H.

authorized in an officisl manual prepared by capt.hmm:' as the partial

" “egitvalent of Mysr's Mamml of Signals, You won't £ind the name Vigenere

in any of the writings of contemporary signal officers of either the North

or the South. The signalmen of those days called it the "Court cipher,_"

5ot
this term referring to the system in common uaeAin’ diplomatic or "court" dewnsil

commmications sbout this period in history. It is hasdiy-nesessayy-for-me

£ostold-you-.dn-detadi-alont that eipher which mm’;'. the so-called Vigenere
’S‘A%‘!‘i&" wa@:-wt Stedzar Coplans " eede
Bquare w:l.th 8 repesating key.* Here 18 the square which Plum M %23

#A keyword is employed to change the alphabets cyclically, thus meking the
eiphery vhat is called today a periodic or miltiple-alphsbet cipher controlled
by the individual letters of & key, which may consist of a word, & phrage, or
even of & sentence, repeated &s many times as necessary.

L7 ” A \\j

.

.
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_ bﬁzlﬂ-‘:“:ﬁ,(_"':,
' CoNveEpeeaTE OSTATYES CiPHeel KE Y.
\ - - -

24 23 22\21 20 19 18.17 16 15 14 13 12 11 109 8 7 6 5 4 321~
¢ 4d e g h & J kK 1 m n o p q@ r s E‘"’“ vV W Xye
d e £f g\nh & 3 k¥ 1 m n o p q r 8 thu v w Xx yza
e. £ g h\{ J kX 1 m n o p q r 8 t.A4 v wxyzad
f g8 h 1 X 1 m n o p q r s8 ¢t A VvV w Xy z abe
€ h 1 § k\1 m n o p qQq r_ s .t ,W/:: V' y z 8 bed
R 4 J k 1\m n o p @ r 8 t w'v wxyszabocde
i J k¥ I n ©o P 9 r» 8 t u.~v w X y s &8 b c def
J kK 1 m n oZ\p q r 8 ¢ R W X Yy z ab c.4d efg
k 1 m n o p r 58 ¢t u ¥ w xXx ¥y 2 & b c¢c & e £fgh
l m n o p @ ry\s8 ¢t u v./w X y 2 abc de f ghtl
m n o p qQ r 8 u v,/(i X y z & b c d e £ g bi}
m o p a r 8 ¢ v X ¥y Z2 & b ¢ 4 ecf g h 1)k
o p q r 8 t u X y 2 a b ¢ de £ gh 1 Jkl
P 94 r 8 ¢t u v Yy 2 a b ¢ 4 e £ g h i J kln
g r» 8 t u v, _w Yy 8 b ¢ 4 e f g h i J k 1mn
r 8 t u v w y b ¢ 4 e £ g h'1 J X 1 mno
8 t u v w Yy 2 &88'bxe 4 e £f g h i1 5 k 1l mmnop
t u v w x z a b e e £f g h 1 3 £k 1. m n opgqg
U v w Xx z a8 b ¢ 4 ef g h 4 J k1 mnoypgr
vV W Xx 2 &8 b ¢ 4 e ¢ h 1 J k1 m n o pgqrs
v X Yy a b ¢ 4 e £f g hni J kE 1l mnanop qgrset
x'y P ¢ &8 e £ ' g h ¢ ~ Kk 1 m n o p q r stu
Yy 2788 b ¢ 4 e £ g h 1 J k m nopgqrrs tuv
z P ¢ 4d e £ g h 1 J k 1 n :0 pqr s t uvw

P ¢ & e £ g B 1 J k¥ 2 m_n\o pgrBs8 tuwvvs
\b ¢ 4d e £ g K 4 3 kK 1 m n o qQ r 8 t uvwxy

. S N - -
- To put into cipher the first message, vhich is put up by uﬂ;
"Manchester Bluff" as the key, and the second by the key term,
"Complete Victory," £ind at the left-hand side of the table the first
letter of the first word to be ciphered, and &t the top of the table,
the first letter of the texm. At the Junction of the columns in
vhich these letters are so found, will be seen the arbitrary letter
wvhich i8 to be used in lieu of the real one at the left. Continue

.in this way with each successive letter of the message and key temn,

repeating on the latter till finished. Thus, "Sherman is victorious,"”
put in cipher by using the first key, would read, as shown by the
capitals, c~o-m-p-l-e-t--ev--i-¢-t-0-r-y. C-o-m-p~- Of course, any

" UVQGXEG MVN DKVHFP KCGH.
change in'the key word, term or phrase changes the arbitraries, and
if neither the real message nor the key is known, it would be some-

vhat vexaticue working it out, unless there were some such suggestive -4 . .
wvords as occur in Davis's message above, which indicate the ciphered i \ 2
words very clearly; e.g., "By which you may effect" o tpqgexyk o edr f:f WDt
a crossing pe,
"ebove that part"hj opg kwvmet This meaning occurred to the author, 2
of the river. /_{:)
at first sight, end doubtless would be to any one familiar with 4 Jie

_military atfairs in that section. Having guessed real words, it 1is

very easy to work out the letters of the key. The following two
important ciphers were transmitted as divided below; i.e., each

word wvas sent separately, not all mixed, @s in the Pemberton cipher.
This division does not facilitate translation by the key at all, but
materially assiste without it, and was, therefore, bad practice. We
give below, each message, with its translation, because these telegrams
were very important. The curiocus reader may, at his leisure, by using
the key board, study out the key terms, one of which will be found /
entirely y new and quite apropos, in the light of what speedily followed.
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CONFEDERATE STATBS OF AMERICA MILITARY TELEGRAPH, Dated

Ny Head-guarters, February 25, 1865, Received at Richmond,
/ Va., 12:25 minutes, A.M.
i / TO HON, J.C. BRECKENRIDEE, Sec'y of War:--I recommend

that the tsysmee fn gqoutwp rfatvvmp uvbwaQbgtm exfvx] and is-
‘\ waqjru ktmtl are not of immediate necessity, uv kpqfwbpgr
mpe thnlfl should be lmghtsp. (Signed) R.E, LEE
- jl TRANSLATION, -~-X recommend that the removal of pubili'c i
| property, machinery, stores and archives which are not of
immediate neceaai.ty, be commenced. All powdeyr should be

'Y"""\Q Bﬁcgnd. R . o -

== T~
PF HEAD-GQUARTERS C.S. ARMIES, March 2k, 1865,
GEN. E. KIRBY SMITH, comig. Trans-Misa. mo, Gen: =~
Vvg ecilmympm rveog ul lhomnides kfch kdf wasptf us tfefsto
abxe bjx azjkimgjisiimivbeeq gb ndel ueisu ht kfg auhd egh
\ open mf's uvajvh xrymcoci yu dddxtmpt iu iejgkpxt es vvisu
N mvrr tvhte abxc iu eoieg o rdegx en ucr pv ntiptyxec
"= ‘.  rqvariyyd rgzq rspx rksjeph ptax rep ekez raecdstrzpt
mzmseb acgg nsfqvvf me kfg smhe f£trf wh mvv kkge pyh fefm
ckfrlisytyxl xj jtbbx »rq htxd wbhz awvv £4 acge aviwzvv
yeieg oe nzyfet lgxa scuh.
~ I am most respectfully your cbdt. servt.,
(Signed) R.E. 1LEE

L S

TRANSLATION, --Gen: The president deems it advisable
that you should be charged with the military operations on

f both banks of the Miss., and that you should endeavor as
‘ promptly 88 possible to cross that river with as large a

-t force as may be prudently withdrawn from your present Dept.

You will sccordingly extimd your command to the east bank
of the Miss., and make arrangements to bring to thi-side
such of your present force as you may deem best.

I am most respectfu.u.y your obedient servant.

M’"‘—’ 'l‘here are certain eomments to be made on the rozegoing(émy

Vi me o ————

aht as o g ree 8- eri M@Mﬁgla,aﬁoe
) B y o ) . _ ‘_’ e .
4w A - kS . — - - . ~ -\.-\-‘- ,-.,_,:.-«‘"‘Eff < - . *—A’L
'W-WWW e - ¢
AM"‘“— oo -
e Ton
’f

W,‘ﬁ’ ﬁn the first place, note that in the first message certain words are
left unenciphered; in the second place, in both the first and the second

message, the ciphers retain and clearly show the lengths of the words which

have been enciphered. Both of these faulty pmm “1"@”‘:’
-G&MA‘- %f@w& e@t«wj: Mwm Ganrdh Carun Pt Lﬁ"’mk
MM the messages. We lnow todsy that~eipher M'{i

PNV -
messages Rho&d leave nothing in the clear. Even the address and the signature,

-

31 Lo
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the date, time and place of origin ete.,f{4should if possible be hidden; and

S M 3
the cipher text should be in completely regular groupings Aso as not to disclose

m)wa&/;
the lengths of the plain-text words, andx,am to promote accuracy in

transmission and reception.
So far as my studies have gone, I have not found a single example of

a Confederate Vigenere cipher vhich shows neither of these two fatal

weaknesses. g"fm second of the two femegotny examples is the only case

o )
I have fo\md'\which there are no unenciphered words in the text of the message.
And the only example I have been able to find in which word lengths are not

shown (save for one word) is in the case of the following message:
Vicksburg, Dec. 26, 1862.
GEN. J.E., JOHNSTON, JACKSON:
I prefer caavvr, it has reference to xhvkjqachffabpzelreqpzwnyk
to prevent anuzeyxswstpjw at that point, raeelpsghvelvtzfautlilaslt

lhifnaigtsmmlfgccajd.
(Signed) J.C. PEMEERION,
) Lt. Gen. Comdg.

Even in this case there are \menciphezed words which affo a clue NP %ﬁ-ﬂ-ﬁ}euﬂh.

badk o ok
memxs Aoloc Moo et M o, Qe T ﬁ»«m«rw‘a«u« e, A O

. W tone o . e
In the various sccounts of these Cipters I-have-sasountered; one and only oftods

ot whe wekes a ditedids comamants o/
o::seA dissenting.woine.in-regawd-~ho the two fatal practices to which I refer.

A certain Dr. Charles E. Taylor, a Confederate veteran (in an article entitled
"The Signal and Secret Service of the Confederate States," published in the

Confederate Veteran, Vol. XL, Aug-Sept 1932)) after giving: an example of

encipherment according to the "court cipher" says:
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‘3.
______M&_}&%_.

—— R W_\n _@g-m. Al c-»rfﬁ&v Maﬁg
___M_m_»@a WM@W& ﬂ%usm‘m WW‘:,M&‘

o Avaneoedad. ove Q—Aw% A86d, {Su:f"\u?ﬁ )P&&Aa;t’o rﬁfetma%g‘
%Mﬁl%’b> TGt ssan. wmméw bt ges.

%M%Wti—m—;{u%_
MA%M. ] o

7 %dz}ﬂwu@)& Wa-a,a. MMW NWM
M_--_yx_«ﬂi_%@ Cetelan 126k, HRad L cud otBars cave. wbs

| X 2o R SfgHo Anlagua, Sfhanans, ale Wt Orlon

__%v_xxwdw e
\i\:\.&______ o T e @AQI-M @«?M\fawe@ watsd o
A\ Mo bay [Mansdseter LB wors MM% e,
RN _P%&@tw_u,em od_ o mamo NI

_ _____léma@’ﬂ_u_&mﬁi 94«».:& : M -L dod Wt o.

32o [Comdmoc wCﬁ
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It hardly needs to be said that the division between the words
of the original message as given sbove was not retained in the cipher,
Either the letters were run together continucusly or breaks, as if for
words, were made at random. Until the folly of the method was
revealed by experience, only a few special words in a message were
put into eipher, vhile the rest was sent in plain language. This
afforded opportunity for adroit end sometimes successful guessing.
¢« » o I think 1t may be said that it was impossible for well prepared
cipher to be correctly read by any one who did not know the key-word.
Sometimes, in fact, we could not decipher cur own messages vhen they
came over telegraph wires. As the cperators hed no meaning to guide
thenm, letters easily became changed and portions, at least, of messages

rendered unmeaningly /sic/ thereby.

Frankly, I don't believe Dr. Taylor's comments are to be taken 88
characterizing the p_@é:tices that were usually followed. No other ex-
signalman wvho has wxritten about the ciphers used by the Confederate Signal
Corpa makes such obse:;ations and I think wve mat sinply discount what
Dr. Taylor says in this regard.

It wuld certufn.y be an mwarranted exmggeration to say that the o
two wealknesses in the confederat;; cryptosystem cost the Confederacy the ."\i'
victory for vhich it~fought so mgh:b:lly)buh I do feel warranted at this moment t
in saying that further research may well show that certain battles and

]
P ORIy, B ey cumnc

campaigns were lost because of“ o)

.....

~ineeCTPEER

A few moments ago/ I said that, save for an exception or two, theve vas
in the Confedermcy one and only one cryptosystem to serve the neeqd g‘k PV TR
tactical as well as strategic communications. One of these exceptions
concerned the cipher used by General Beauregaxd after the battle of Shilch

om-de
(8 April 1862). This cipher wvas purely monoslphabetic in naturep in-ene

—_—_— —— PP e = e :
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N

#—-Mm discarded as soon as the official cipher was

%,o Mx,,mhﬂ A‘a e mm oo daus
prescribed in Alexander's manual. : - 1 ' .

vas-discarded-because the deciphered message came to the attention of
PYTIRR, . 1%, I

Confederate authorities in Mclnnmd via a northern newspaper!: It is Aou-ten

Re honiti. euplcir s Mo %‘mé N~
tomte that the Federal War Department had begun using Wm@eno—ﬂor-ﬂl\ ‘t PAZ(
(7
u/a/ﬁ/r}c/ messages very promptly after the outbreak of war, vhereas not wuntil
£ c .
1862 did the Confederate States War Department prepare an official cryptosystem,
end then it adopted the "ecourt cipher”.
The other exception involved a system used at least once before the
a.%%m fo s Ll Hate '
officinl system was adopted and it pBbould be mentioned. On 26 March 1862,
the' Confederate States President, Jefferson Davis, sent General Jolmston by
special messenger & dictionary, with the following accompanying instruction:*
I send you a dictionary of which I have the duplicate, so that
you may communicate with me by cipher, telegraphic or written, as follows:
First give the page by its number; second the columm by the letter L,
Mor R, as it may be, in the left-hand, middle, or right-hand colums;

third, the number of the word in the column, counting from the top.
Thus, the word junction would be designated by 1h6 L, 20. '

1
Fn: 60 Bwwe mo At Rave lnsiodey _é,eau y
) . of the types of cryptosystems uaed both sides during !

the American Revolutionary Period almost a century before, except that in AN
this case tﬂe dictionary had three colums to the page instead of two. I

y _ .
haven't tried to £ind ﬁi ddctionary wms—mesd-but it shouldn't take long to \

locate it since the code eguivalent of the woxrd "junction" was given: 146, L, 20,

7
of foants
Moreover, there is extant Aocne fairly long message >11:1.1:h its decode, giyem How

many other messeges there may be in National Archives I don't know.

*¥Battles and Leaders of the Civil War, New York: The Century Co., 1884, Vol. I
P 5&0

34
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Coming back now to the “court cipher," you will probably find it just

e,
as hard to believe, as I find it, that according to All accounts !earand

e I, thoae Mmhﬁ%
only Lour keys were used by the contedemtea durins three-wvkele years of

Yeugls -
mrfuy from 1862 toA1865. It 4s true that Southern g:lmﬂ.mn make mention

-
€

of freguent changes in key but im-ali-ike-idtersbure-only the following .

Keﬂ? are speciﬂcauyhm .

{
1) COMPLETE VICTORY gﬂl/&"""b'

. i N
2) MANCHRSTER SLWF | - \

3) COME RETRIBUTION-

2(E o0 v TR Ty
R ‘iﬁm%w%wa Mk\a
It seems that all were used concumntly.
QI’U&'S'&MW\*’N& Ol mew Q_M AL

- - Wl o
S ~ ko= - O . o7 ] LSS LS : . |: '- N
turned-up.—Note that de consists ot |, !
. 0 2 s
emtly 15 lettere, but vhy this is not clear,to=me, EHad ;
S b, RN

the rule been to mske the cipher messages b $h S-letter groups, the Y BN

i Ly | N

{ AN

explanation would be easy: 15 is & multiple of 5 and this would be of \

practical value in checking the cryptogrephic work. But, &g has been clearly

" anudBa Wl Mo pradice soem S F waar
stated, Am word lengths mﬂfnﬁmew %

ANSOA
prescrived, so that there p-s-to-be no advantage in choosing 4 keys vhich

- ‘\mn&\f&, ’g 5.
contsinhm letters. And, by the way, doesn't the key COME RETRIBUTION

R tae
sound rather ominous to you Athese days?

N ;

ey
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- SI87monogrs
j -rﬁ;/ ! :'"' -
< l l i 2
Pe will to d€eipher then, which ahbuld lt%quite e‘/a\syﬁview
\\ ,,v"") o N "'m.

ﬁc\e\%igu will m‘iely bave to select the proper key r From among

QO
Sooner or later Aena&-th Confederate signal off:l.eexf was bound to
come up with & device to simplify ciphering operations,. and a gadget devised
by & Captain Williem N, Barker seemed to meet the need. In-Myer's Manual . 7
) - 12
there 19 a picture of one form cf the device, shown here in Fig. 007 I '

don't think it necessary to explein how it worked, for it is almost self-evident. '

SM urene, &
k-mﬂnz of these Qevices s captured during the uar, one of them being among
) e N
the items in the NSA Muse\m.,ﬁ But heze's a photogra of the one found in the ' \
office of Confederate Secretary of State Judah P. Benjamgn after the \

Y s

capture of Richmond. - i

oo Fig 5 /

v o oF
Ty e
e

How many of these devices were in existence or use is unknown, for

M:ifém@;.\
their construction vas an individual matter--g.t was not an item of regular

1ssue to members of the corps. Herels-—a-picture—ocf-one—captured-at-Vicksburg
| Aud-yeu-can_see—tiEt—1E VRS- A 30-4tyoursel ) cb;~a-rough-plece-of~wori.
In practically every account of the codes and eiphers of the Civil
War you will find references,.-scmein-muchr-d38€idl), to ciphers used by Confederate

gecret service agents engaged in espionage in the North as well as in Candda.

3b f
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In particular much attention 1s given to & set of letters in cipher which ﬁ;‘
were intercepted by the New York City Postmaster and which were involved .
in a plot to print Confederate cwy end bonds. Much ado was made sbout i
the solution of these ciphers by cipher operstors of the u/s/«,‘r/cy in
Washington and the consequent breaking up of tpe plot. But I won't go into
these ciphers for two masgs First, the alphsbets were all of the etmple
monoalphabetic type,- & total of six altogether being used. Since they were
composed of synpol., a different series for each alphabet, it was possible
to compose a cipher word by .;ump:lng frém one series to another without
' Worstuir,,

any exter‘ml indication of the shift, -bukgood eyesight and a bit of patience
were all that m reguired for solution-in this case because of the inept
manneyr in vhich the sﬁtem wvas used: g vhole word;,scmetimes several

. | , _ : N
guccessive wc.u-daJ were enciphered by the same alphabet, But the second PN
reason for my not going into the story is that my colleague Edwin C. Fishel,
vhan I've mentioned before, hds done some research among the records in our
National Archives dealing with this case snd he has found something which
is of great interest and which I feel bound to leave for him to tell at some

Kl -
future time, as At is his story,# not mine,

So very rragmentary was the amount of cryptologic information lmown to

ngﬁv v %Law G NM -
the senernl public in those days that when on John Wilkes Booth's 'body st

31
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on the cipher reel fo'\fd) )

e T
gt T W 5 ST

$1n Confederate Secretary of State Judsh P. Benjamin's office in Richmond, 1Ra Mmﬁoﬂd@(
« Wadhag .
A attempted to prove that this necessarily meant that the Confederate
wers, dlanstat, o Ahe Pt Ho dsanseimidis hime ol amd
leaders, had been giving Booth instructions in cipher.tu=regard-todhe Nord o
e MM}W ‘%m-»&trw BW‘Q MLE.Q‘»; - 8 Toandrne w ‘Q«QWW“ L?JMQM}»

T ; » fal.. The following is quoted

from Philip Van Doren Stern's book entitled Secret Misasions of the Civil War

(Rand McNally and Co., New York, 1959, p. 320):

Everyone in the War Department who was familiar with cryptography
knew that the Vigenere was the customary Confederate cipher and that
-~ ! for a Confederate sgent (which Booth is known to have been) to
possess & copy of & varistion of it meant no more than if a telegraph
operator was captured with a copy of the Morse Code., Hundreds--and
perhaps thousands of people were using the Vigenere. Bub the
Government wvas desperstely seeking evidence against tbhe Confederate
leaders so they took advantage of the atmosphere of mystery which
bhas always surrounded cryptography and used &£ to confuse the public
and the press. This shabby trick gained nothing, for the leaders
of the confedemy eventua.uy had to be let go for lack of evidence.
ab-vhet-vas-probably-the-last of fictal

cipher-n age or the Confad my ua.s \mitten in téhg,vféemre. This
as & brief gote - c dlted Apri)-2h, 1865, at-Charlotte,
iy Nortir-UAraline md sent Eo Ei ‘l nreon o T\
= Chedter, South ‘m,ﬂn;ﬁ’mfw e b 11egove
prapoged” settled t,,,aﬁa oxder act ¥ opars

£oxty hours fropSheon today."
key-words needed tor'aeciphe

To the foregoing I will comment that I doubt very much vhether "everyone

in the War Department vho was familiar with cryptography dnew that the

Vigenere wae the customary Confederate ¢ipher."” w not one of

themhadevenheudthemeﬂgenenorhadevenseenaeopyofthetable)

Hoas. ‘

except ;{n—mh—emem céptured in operations, I doubt vhether anyone

¢
9% either side even knew that the cipher used by the Confederncy had a nsme; or, E
: ' ¥

-
-

3Y
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least of all, that a German Army regervist named Kasiski J:ln @ book publighed
in K863  ,shoved how the Vigenere cipher could be solved by & straightforvard

@f its history was so abyssmal ¢ at the Union )Mmties since

aetuanynted
\. e \ - )

such & squave prima fac e,y—tdfnce of

\

ies. ™
I have devoted a good deal niore attention to the methods ani means for
erypto-commmications in the Civil War than they deserve, because professional

eryptologists of 1961 can hardly be impressed either by thﬁyr efficacy from
the point of view of ease and rapidity in the cryptographic processing, or

by the degree of the technical security they imparted to the megssges they

were intended to protect. Not much can be said for the security of the visual .

signaling systems used in the combat zcome by the Federal Signal Corps for tactical 5‘\. \
- \

purpeses, because they were practically all based upon simple monoalphabetic .

ciphers, or variations, thereof, as for instance, wvhen vhole woxrds were

.~

enciphered by the same alphabet.

Confederste signalmen were more or less yegularly resding and solving those

signgls. What can be said sbout the security of the route ciphers used by

the uﬂ,&’sfuj'r‘fc! for strategic or highcammand commmications in the gone of the
?

interior? It hasslready deen indicated that, sccording to accounts by ex-
. Aucke ““PQ‘“"““

u,ls.iimﬂ;mgc} men, appavently Mspy vere beyond the cryptanalytic capabilities

! ’ . ' )

of Confederate cryptanalystsy but can we really believe that this was true?
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Considering the simplicity of these route ciphers and the undoubted

| intellectual capaciti;; of Confederate officers and soldiers, why should
messaged in these systems have resisted cryptanalytic attack? In many cases
the general subject matter of a message and perhaps & number of specific

items of information could be detected by quick inspection of the message,
QQIQ:*,M by

Jeenpets1f 1t were not for the so-called "arbitraries" emesde-wowds the
general sense of the message could be xgadgdsi found by a few minutes work,

since the basic gystem must have been known through the capture of cipher

books, a fact mentioned several times in the litemtu% F4-seenms-almost-

T i ans loe s s
S nd =~ e WAL T O, g )

mmm@;tum of but one book (they were all generally alike) would

have $old Ccnfederat; signalmen exmctly how the system worked and this
would naturally giv; awvay the basic secret of the superseding book. So we
mist see that wanstever degree of Ml\these route ciph.ers in& depended
@& entirely upcn the number of “arbitraries” or-esde-geoups actually
used in practice, €64 A review of such messsges as are availeble shows wide
divergencies in the use of tp‘&"axbitmueg:m In any event the
numbex actually present in these bocks must have fallen far short of the
n\m;ber needed to give the real protection that a well-constructed code can

Thwesr
vey f-cm it seems to me that the application of native intemgence)m

o ECL“Q i MM usmMre Mbéa%w...
vith some patience, Aha- sufficient to solve ~--0F o it would be quite
logicil to assume. That such as agsumption is well warranted 1s reedily

demongtrable.
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O \,,_...,,,,.,‘,g.a Wu@& R nﬁ»
i B St %W* W%"a*"“ “’E“‘W“?;‘

n» Save me just the right

1
material for such a demomstration. In Jyne of 1960, Mr. Hshe]i‘hd given

Mr. Philldp Bridges, who is elso & memver of NSA and who k?e)w nothing sbout

the route ciphers of the u{s{u.fr]c/, the following authentic messsge sent

"onl July 1863 Rcal General George G. Meade, at Harrigburg, Pennsylvania,

%o General Couch st Washington:

-
(Message to be furnished) T‘-a‘ |7
Tt took Mr, Bridges only & few hours, five or six, to solve the
cryptogrem, and he handed the following plain-text to Mr. Fishel:

Thomas been it & -~---"Hulls"
For Parson. I shall try and get to you by tomorrowv morning a

relisble gentlemen and some scouts vho are acquainted with a
comtry you wish to know of. Rebels this way have all concentrated
in direction of Gettysburg and Chambersburg. I occupy Carlisle.
Signed Optic. Great battle very soon. tree much deal &~—"Nulls"

The foregoing solution 1s correct, save for one pardcnable eryor:

"homad' 18 not & "null" but an indicator for the dimensions of the metrix

and the route. "Parson" and "Qptic" ere code names and I imagine that

Mr. Bridges recognized them &s such but, of course, he had no way of
interpreting them, except perhaps by making & careful study of the events
and commanders involved in the impending action, a study he wasn'¢ called

upon to undertake.

The foregolng measage was enciphered by Cipher Book No. 12, in vhich ’

\

the indicator THOMAS specifies & "Message of 10 lines and 5 colums". The route \.

was quite simple and straightforward: "Down the 1lst (colum), up the 3rd; down

the 2nd; up the 5th, down the hth."

4
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> U '

It is cbvious that in this example the ebsence of many "u‘bitnriey'
e

ey TS
P
e e

P Ol e s T T - wm— -

DLaIn

mwé made solution & relatively easy matter. What Mr, Bridges would

bave been able to do with the cryptogram had there been many of them is
L0 W psamank. Jo e Hhats
problematical. Judging by Aﬁ- worksheets,,\m. Bridges aubatsted-di-aeens
did not realize, that a transpostion matrix was involved; and on

o Fao heiuck

questioning he

T

vosks Hie ansver was in the negative. ke realized this only later.

L it

A minor drems in the fortunes of Major General D. C, Buell, one of
the high commanders of the Federal Amy, is quietly and tersely outlined

in two cipher telegrams. The first one, sent on 29 Sept. 1862, from Louisville,

ows ) He USHTC
Kentucky, was in Kci r bookgwhere—I-vonit-tell-peu, &nd vas externally

USMTC,
addressed to Colonel Anson Stager, head of theAlui-i-tna-r-weiegnph-eoms,

INashingtS but the internal eddressee was Major General H. W. Halleek,

Tha
"General-in-Ghief" /= our present day "Chief of Staff'/. #ﬁrmsuge was

. externally signed by William H. Drake, Buell's cipher operator, but the Bl Mame W{ Re.

ptual B,
Aaendez;é;s indicated internally.

COLONEL ANSON STAGER, Washington:

Austria avaltt I is over to requiring orders rapture blissful
for your instant command turned and instructions and rough looking
further shall furtheyr the Camden me of ocean September poker twenty
I the to I commend obedience repair orders gquickly pretty.
Indisnapolis your him accordingly my fourth received 1862 wounded
nine have twenty turn have to to to alvord hasty.

WILLIAM H. DRAKE
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Rather than give you the plain-text of this message, perhaps you
would like to work it out for yourselves, for with the information you've
already received the solution should not be difficult. The message conteins
one error, vhich was made in its originn preparation: one word was omitted.
The second telegram, only one-day later, was also from Major General Buell,
to Major Genenl Halleck, but it was in ancther cipher book--apparently the two

books involved were used concurrently. Bere it is:

GEORCE C. mmnn, Washington

Regulars ordered of my to public out suspending received 1862
spoiled thirty I dispatch command of continue of best otherwise worst
Avrabia my conmand discharge duty of my last for Lincoln September
period your from sense ghall duties the until Seward ability to the
I a yemoval evening Adam herald tribune.®*

PHILIP BRUNER
As before, I will give you the opporhmiﬁ to solve this message for
yourselves. (At the beginning of the next lecture I shall present the plain-

text of both messages.)

- N
;‘ IAGNFE' & . ! “\
o P 3y

>
* To return to J. W. Brown, vhon I've mentioned before and who gives us most "\

AN

\\

of what little sound information there is sbout the cryptanslytic successes of uif. Sudes,

the-Federels,—here-are-some-virteirhe-yegorts: |
poemse padecmsslls fo wakes [p. k]l

. The first deciphering of & rebel signal code of which X
. find any record was that made by Capt. J.B.HﬂlanaCapt.P.A.
\ . Taylor, rveported Nov. 25, 1862. Pour days later, Maj. Myer wrote
* to Capt. Cushing, Chief Signal Officer, Army of the Potomac,
¥ .~ .not to permit it to beceme public "that we translate the signal
messages of the rebel army".

Apri) 9, 1863, Capt. Fisher, near Falmouth, reported that cme
of his officers had read a rebel measage vhich proved that the

o redbels were in possession of our code. The next deay he vas
™ | informed that the rebel code taken (from) a rebel signal officer
};&"‘ was identical with one teken previcusly at Yorktown.
v

He received from Maj. Myer the following oxrders:

¥A curious coincidence~-or was it a fortuitous foreshadowing of an event far in
the future?--can be seen in the gequence of the last two words of the cipher
text. The message i{s dated September 30, 1862; the New York Herald and the

New York Tribune combined to make the New York Herald-Tribune on Maxch 19, 1924--
62 years later!
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- -
—

"Send over your lines, from time to time, messages whicﬂ, if
it 18 in the power of the enemy to decipher them, will lead
them to believe that we camnot get any clew to their signals.”

"Send also occasionally messages untrue, in reference to

imaginary military movements, as for instanve, --"The Sixth
" Corps is ordered to reinforce Keyes at Yorktowm'." .

_Undoubtedly, what we have here are references to the general cipher

system used by the cgnfede_r;tes_}n their electric-telegraph commnicationsa, »B:r/

—-

/l{te the\éxprésaion “Send ovey your lines". This could ha;d.l.y refer to visual

comminioations. Here we also have very early instances, in telegraphie
. 7 2

commmications, of what we gau.ﬁaovér and deception, 1.e,.‘, —employing certain
. [l g

"

ruses to try to hide the fact that enemy signals could be read, and to try

“

Mo - Q\M:m .‘..a.mwz
to de::e:l.ve= him by sendingAmessages for him to und,h Fed= :
~Spiousapeanges. ,

A

. ' ,g')‘m Ffwﬁ«;‘ru FYSVI IV -
f Brown's account continues[ ‘7 ‘2-\53

\\ % e T

s _In October, 1863, Capt. Merrill's party deciphered a code, and
v in November of the same year Capt. Thickstun and Capt. Marston
\ ) deciphered another. in Virginia. .
VT ’ \ Lieut. Howgate and Lieut. Floock, in Maych, 186k, deciphered
| a code in the Western Axmy, and at the same time Lieut, Benner found

one at Alexandria, Virginia. i

‘ . Capt., Paul Bsbeock, Jr., then Chief Signal Officer, Department
| of the Cumberland, in & letter dated Chattanpogs, Tennessee, April
| 26, 186k, transmitting & copy of the rebel signal code, says:

J Capt. Cole and Lieut. Howgate, acting Signal Officers,
occupy & station of commmication and cbservation on White
[ Oak Ridge at Ringgold, Ca. . . . On the 22nd inst. the rebels
changed thelr code to the one enclosed, and on the same day
/ the abové-mentioned officers by untiring zeal and energy succeeded
| }f 3 in translating the new code, and these officers have been ever
)L_J'\,,i R since reading every message sent over the rebel lines. Many of

: these messages have furnished valusble information to the general
/v;-"“ cmand.:lng department.

W Prgased. ho Lo bidonsti Aadsmg, o |, Umiows tnoual Srguatas, Broow, maked.
?Amwm the fmom?ob‘éemuons of conside

The absolute necessity:of using a c¢ipher when s:l.gn&'l.ling in
-the presence of the enemy was demomstrated during these autumn months
- by the ease with which the rebels read our messages. This led to the
issuing of an order that all important messages should be sent in
clpher.

Among the miltitude of messages intercepted by the enemy, the
following were some of the more important:—g g '

— ’ '
. - Browm thereupon cites 25 such messages but he gives no indication
ae A

whatever as to the source from which he cbtained these examples or how
he knew they had been intercepted.

They all appear to be tactical
;P‘?ﬁ messages sent by visual signals.

{P The' Pollowing is also from BrawnAr. 2719):

) / T: Eijwuw-. p
' " About the firstf’ of June (1864)] sergt /célvmmds s
~a.tz Fort sr.rogg,on Morris Jsland, with the several c
‘1~.4'J

odes berstoforé -
i - e . .
-

Y o

rable mtemstir ﬂﬂ

1N

-
R

. r
»

|

A

'\I

Y
¥
Y
\\
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used by the mbels, for the purpose of reading the enemy's signals
if possible. For nearly two weeks nothing could be made out of
their signals, but by persevering he finally succeeded in learaing
thier codes, Messages were yead by him from Beach Inlet, Battery
Bee, and Fort Johnson. Gen. J, G. Foster, who had assumed command
. of the Department of the South, May 26th, was so much-pleased with
_~ . Sergt. Colvin's work, that in a letter sddressed ¢ Gen. Halleck,

e~

— * .he reccmmended "thst he be rewarded by promotion to Lieutenant in

the 8ignal Corps, ot by a brevet or medsl’of honor." 'This recom- -
nmendaticd was subsequently acted upon, but, through congressicnal
and official wrangling over fppointments in the Corps, he was not
comigsioned until May 13, 1865, his commission dating from Feb. 14,
—‘1865. , e

(p-281) During ‘the month, Sergt. Colvin added additional
‘laurels to the fame he had earned as & succesaful interpreter of
rebel signals. The- -enemy hed sdopted a new cipher f£or the trans-
miesion of important messages; and the labor of deciphering it
-devolved upon the gérgeant. Continued watchfulness at last secured
the desired result, and he was again able to transla:e the im-

R portant dispatches of the enemy for the benefit of our comunandants.
The information thus gained was frequently of special value in our
operations, and the peculiar ability exhibited by the sergeant led
-Gen. Fost.r once more to ‘recommend his promotion.

*(p-286) About the same time an expedition under-Cen. Potter
was organized to act in conjunction with the navy in the vieinity
of Bull's Bay. Lieut, Fisher was with this command, and by main-
taining commmications between the land and naval forces facilitated
-gPéatly the conjoined sction of the command. Meanvhile every means
- was employed to lhtercept rebel messages. Sergt. Colvin, us:.gned.

- to this particular duty, read all the messages within sight, and
vhen the evacuation of Charleston was determined upon by the enemy,
the first notification of the fact came in this way before the re-

treat had actually commenced. As a yeward for conspicuous services -

rendered in this capacity, Capt. Merrill recommended that the
.sergeant be allowed & medal, his zeal, energy and labors fully
warranting the honor.

~

~ -

After the occupation of Charleston, commmicstions was established
by signals with Fort Strong, on Morris Island, Fort Johnson and James
Island, Mount Pleasant, and Steymmeyer's Mills. A line was also

opened with the position occupied by the troops on the south side of
- the Ashley river.

—

In many of the cases cited by Browm 1t 1s difficult to tell whether

wig-;mé or electric telegraph messages were mlvgg. But in one case, -

fevecustion of Charleston] it is perfectly clear that visusl messages were
involved, when Brown says that Sgt. Colvin'read all the messages within sight."

re in this,le‘cture 1€ vas mf}md t the visusl & },gnnlm
*i:l.gnull of the othep«li’df\‘ This led to
\i..

of ciphers to pru't'ect ie signale” trensmitted Brthe
A g \

addition, discovery that COnfede :@eui;ors wexe
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