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IN REPLY REFER TO * . i

\
WAR DEPARTMENT

OFFICE OF THE CHIEF SIGNAL OFFICER

DivIsSION WASHINGTON

September 12, 1921,

MEMORANDUM for Major Bender:
A

1, As requested by Colonel Russell, I have set forth in brieéef

‘my ideas. on the modifications proposed for making the Printing Telegraph Cipher

safe for the use of the Army, I trgngmit them parew?@hbh

.2, Two of the modifications involve but little change: in the
present apparatug, The third requires the insertion of a fourﬁhtransmitter
and certain changes in types of relaye,

"3,  'These recommendations as submitted are the result of experi-
mental tests and trials made with the machines as they are arranged at present,
While I feel satisfied thet the modifications proposed are practicable, I think
they should be thoroughly tested out on properly equipped machines before they
are adopted,
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A .
PROPOSED MODIFICATIONS FOR THE.FRINTING TELEGRAPH .CIPHE "
/_‘ “ :1‘ \.1"'

1. The FPrinting Telegraph Cipher System, as developed~
by the American Telegraph and Telephong Company is; in a final analysis,
a substitution cipher involving a series of 32 mixed, reciprocal alphabets
which are employed in a rdndom manner determined by a non-repeating,
unintelligible rumning key. The running key is produced by the inter-~
action of ‘two unintelligible revolving keys of different lengths. The
characters on thege keys, which are in the form of tapes, are numbered,
and the relative positions in which these two t'apes were -placed at the
beginning of. the encipherment of each message are given in the form of a
pair of numbers called key indicators. These indicators appear in plain
text in the preamble to each message, so that at the receiving end the opera-
tor may set his duplicate pair of key tapes in the proper positions for
decipherments The processes of encipherment and decipherment are entirely
automatic, and of an electrical nature.

2. Any attempts to remder this cipher system insolu_ble,
without an underetanding and comprehensive grasp of the principles by
means of which it was :;olved, would seém to be. useless. Furthermore, it
is necessary to know all the details ;)f the practical application of .the
system in order that any improvements or modifications proposed may be
within the limits of pract\icability. It is not within the scope of this
description to do more .than summarize these principles.

e The first condition which is imposed by military

necessity is that all stations on one circuit must use the same key tapes

"each day. To do otherwise would cause confusion. This condition thus

automatically eliminates all modifications proposing different pairs of

[

keys fdr each station.

4, The second condition which must be realised is Q

.

the impossibility of using a single, very long tape. The reasons for
this opinion are given below under paragraph 10 's The principle of two

revolving, relatively short tapes is of sufficient worth to warrent

“~t
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exhaustive study with a view to modifying the system so as to render i{:
-sa(.bfe.

5 . With these two conditions in mind, iet us proceed
first to review very briefly the principles of solution and then to con-
sider various modificaj:ions which may be employed. The solution of the
Printing Telegraph cipher, as demonstrated in a paper by the author written
when at the Riverbank Laboratories, is achieved by the principles to be
described briefly below,

6 Determination of the length of the two key tapes is q

the first step in the analysis. This is made possible by the fact that the

key indicators for each messa.ge are given in plain text at the begmnlng

e AT G
[ [ P F T

of each message. '.Ehe determmatlon is accompl:.shed b}y a mathematical

analysis of the key indicators for the various megsages of the day's

activity. The lengths of the two keys, according to the ori}%inal zﬁethod

as devéloped by the A Tu & T Cos, differ by but one unit¢” The lengths

of the two keys, according to the modified method as adopted later by the
Signal Corps, differ by more than one unit, and in no case are the two lengths
to possess a common factor, nor is one to be an exact mltiple of the other. . ’
It was shown that regardless of which method was used, the lengths of the

two 1<§y tapes could readily be determined, It was proposed to prevent

the determination of these key indicators by the enemy by enciphering and
encoding them, and a method for this purpose was devised by the M. I. D.

This method was submitted and demonstrated to be of little advantage, for

‘ the key indica.to,rs could still be read by the ememy,. .

(B The methc;d of employing two revolving key tapes
results in the pmdt;.ction of distinct cyclic phenomena, which are not
difficult of analysis by superimposition. The datermination of the lengths
of the two key tapes enables the crypta.nalyst to allocate each message to a
particu’lar cycle. When tI}e two key tapes differ by one and only one unit,

these cycles are produced successively with consecutive revolutions of the

-
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tapes, Cyclesl, 2, 3, 4 soey being produced in regular order. Whenlthe two
tapes differ by more than one unit, the cycles are not produced successively .
with consecutive revolutiomns of the tapes; Cycle 1 may be followed by Cyclel '.?1,
then by Cycle 141,‘an<:1 SO On. '

8. Solution is dependent upon the 'correct superimposition
and s;.zbsequent analysis of at least three cycles;,}:wo.of{*rhich I have called the
EXPERIMENTAL CYCLES, the third, the CONFIRMATIVE CYCLE. The closer together

these cycles are, the easier is the analysis. The easiest case is when all

three cycles are directly sequent; such as, for example, Cycles 10, 11, 12, or

?

Cycles 41, 42, 43, etce
9. The method of analysis is to assume plain text at

definite locations in the experimental cyecles, reconstruct the hypothetical

key tapes, and if the plain text that has been assumed is correct not only as

regards the actual woards assumed, but also the exact location at which they

are assumed to occur, the application of the reconstructed keys will yield

intelligible text in the confirmative cycle. Once a =mall portion of intelli-

gible text has been. found in this way, recoustruction of the key tapes goes for-

ward rapidly until with their complete reconstruction the cryptanalyst is in

a position .to decipher any message enciphered by them, by placing the two keys

in correct juxtaposition according to the key indicators for the various messages.
10. There are several methods of modifying the system |

so as to render it more safe, and several precautions, which a proper compre-

hension of the principles of solution indicates, that should be observed.: It

has been proposed by Major lMauborgne to use only a single, léng key tape. This

was, in fact, the very first method expgrimentally ado\pted by tc)hf AeTe & Te

Coey and soon discarded on account of its imPracticébility./The i;reparation of

a single tape 999,999 units in length is a matter requiring much time, and labore

It would be equivalent to the making of a tape of 150,000 wards each day, and

numbering the units in groups of tems, a long drawn out piece of labor in

jtself, Furthermore, at least three duplicates of this long tape are required,

A



® REF ID:A41489§% o
E SR

if four stations are operative on the same circuit and the ia.‘;)or in pre~
baring the necessary duplicates would also be very great. The handling of
such a long tape would enmtail the use of a reel to wind and unwind the tape,
and the ratter would wear and tear very easily. The equivalent length of
tape may be obtained by two comparatively short endless tapes\, one 999
characters in length, the other 1000. The machines have been arranged for
the latter method, and it appears to me to be unwise to discard the b bor-saving
fe‘ature.s which the method of two revolving, endless key tapes provides. It
remains, therefore, to modify the present method and mechamism so as to render
the use of two continuous key tapes safe for military use. The methods which
have suggested themselves to me will now be considered in detaile -

11. ’l'he’ modifications of method may be divided into
two types or classes. One type has for its purpose the interruption or
elimination of the cyclic phenomena produced by the revolutions of the key
tapes. The other type does not attempt to interfere with the cyclic phenomena

but mskes the recomstruction of the two key tapes impossgible, and thus renders

the resultant cipher insolublee

12, . It is possible to break up the e¢yclic phenomena in
the system, by interposing am interruptor in the nature of a character which au~
tomatically §t;)ps and starts one of the key tapes. This character may be any
arbitrarily determined letter in either one of the key tapes, or any arbitrarily
determined letter which is ‘the resultant of the interaction of two letters whiph
are passing through the key tape transmitters simultaneously. This would
effectually break up the regularity in the sequence of cycles, but it would
introduce the grave danger of the production of "overlaps", i.e., the condition
wherein two or more messages or parts of them ha{re been eﬁciphered by the same

résultant single key and thus very easily solvable, This danger would be all

the greater due to the fact that four stations are operating with the same pair

of key tapes each day. Furthermore, even granting that no overlaps would be

produced, it would still not obviate the possibility of the correct superimpo-
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sition of a few cycles which may eventua}ly lead to solution in the menner -
described above.

ﬁ * 13, It is, however, possible to bring into play an
interruptor of a different nature, which would achieve the same purpose but
without the dangers mentioned in paragraph 12, This method involves) the inser-
tion of a third, or auxiliary, key tape, and corresponding transmitter, the
operation of which would be intermittent and determined by any arbitrarily deter-
mined resultant of the two principal key tapes. The effect of this would be
quite far reaching. .

1.4. In the first place, it would add a third key to the
cipher without entailing any additional time in the encipherment or decipherment.
The only additional time that would be mecessary would be that involved in the
preparation of a third key tape of ZOO'to 900 units in length, which would
miltiply the length of tl;e resultant of the two principal key tapes by an equiva-
lent nunber of times. But its main function is not that in particular, for'
theoretically, the insertion of a third key tape, or even more, would not
complicate the solution very greatly because the solution is not at all dependent
upon any analysis of the resultant single key but ﬁpon the analysis of super-
imposed cycles, wﬁich is a tot:ally different processe .

15. The main function of the auwxiliary key would be to
break up the cyclic phenomena of the system by introducing a key which is
intermittent and irregular.“ The resultant of the two principal tapes wou‘ld
still be cyclic in nature, but the resultant of the application of the auxi-
liary tape to that of the two principal tapes would not be cyclic. No indica-
tion of the intermittency of this auxiliary key would be given in the final
cipher messages. The emsmy cryptanalysts would never know when they were dealing
with two l;eys, and when with three. Each message would be a composite of the
interaction of two l_ceys' at one intezjval and of three keys at another interval;

the lemgths of the intervals, and their exact moments of introduction and with-

drawal would likewise be unkmown, and externally indeterminate.
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. 16. . Furtrermore, the danger of the production of
"overlaps“\ is entirely eliminated because the two 'principal keys do not
undergo any displacements other than those normally produced by their own
cyclic movements, Hence, no two messages emna\ting from any of the four ;
stations could possibly use the same resultant single key, and thus no over-
laps can be produced. | | )

17. - The operation of the amxiliary key tape wil]t now
be described. Each day this operation will be determined by a different
character, which will be arbitrarily selected by the central station. The
character chosen will be the resultant of the interactionof aiy ‘one”of-32 different
pairs of characters passing through the two principatl key tape transmitters
at the same moment. Let us suppose this resultant to be the letter X on
a given day, aﬁﬁd let us set down a few characters of two hypothetical
principal keys, designated as the "A" and "B" tapes,. and also of the hypothe-
tical auxiliary key, designated as the "C" tape. We will then proceed to

find the successive resultants of the interaction of the respective units

during one cycle, by referring to the cipher square, applying to the system (Fig. 1)

Fige 2.
— &, \?.3‘1-5‘5’(%9|ou"h\3(4-|§\knl6v910
frans 1= 4 tape l/ RPQNVOXZK FCHT QORS
T?awiﬁu~3 tape DNSOZWDIVTXBBLMA4A4OGLY
Primary [] " pRuuao@zo0r
Resultants AGLH J Qz 0
%}awgfﬁ C tape . VROSPNT PXSQ
Secondary AGLHZENLUZ2XKMMA4O0BGATU
Resultants . - ,

The first four letters of the message would be enciphered by the resultants
of the interaction of the two principal keys only. Now the fifth combination
of key letters yields'the letter K, which determines the introduction of the
auxiliary key tepe. Immediately, the auxiliary key is entered into the re=-
action, and it will contimue to interact with the two principal keys until the

same éombinat 3‘.0n, K, is again produced by the interaction of amother pair of

»
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units of the principal keys. In this case, the auxiliary key is in effect
for seven letters of the meséage, viz; letters b to 11, inclusive. Immed iately
fhereafter, the auxiliary key is withdrawn from the interaction, and only the
two principal keys are operative. The number of times this process of in -
serting the auxiliary key and withdrawing it, and the lengths of the intervalé

0
each process is in effect,is determined only by the letters of the two principal
keys, and this determinatiox} will be totally different for each cycle of the~
principal keys, since different pairs of letters are brought? into interaction
with each cycle. Thus, for example, in Cycle 2, with the same principal keys

ag above, the introduction and withdrawal of the auxiliary key would be deter-

mined at theseo points;

Fig.3
Cycle 2
\134-561%9!0!(\1\3\4\5‘\64\'(\%\99-0

A tape RPQNVOXZKVTPFCHTQORS
B tape ’N's)onDIVTXBBL_M:LOGLYR
Primary Re- @ @ .
Lo ery Re- 1wExras 54DE5LU4FRS[K
C tape PVS QR BEKWOVRQP
Secondary IWBA4IZK5ADIPV3PUXDE "
Resultants

18, Letters 1 and 2 would be enciphered by the interaction of only the
two principal keys. With the production of the letter X as the resultant of the
interaction of letters Q and O, the auxiliary key is immediately introduced, to
be operative for five letters, From the eighth to the elevemth letters, the
auxiliary key is not in effect, from the twelfth to the nineteenth it is
again in effect. These inte;z-vals and lengths of introduction and withdrawal of
the auxiliary key are entirely different from th;se produced by the first
cycle, and would be differemt from those in any other cycle, for at no time
is the same pair of characters of the two principal keys -again brought into

interaction until the entire potential lexgth of the resultent single key has

been employeds
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19. At the recelvmg end, the introduction and withdrawal of the
auxiliary tape would be determlned in exactly the same manner and by exactly
the same result%nts of the twq principal keys as at the sending end. The
process would be automatigélly reversed, and no syecial treatment of cipher

/
messages or ke& tapes would be imvolved, since the machine automatically
takes care of all steps in the processe.

20, ' The wiring diagram for the changes nedessary to insert the third

key tape transmitter and to eff%ct its operation in the manner.describéd

above is shown in Plate. 1. -'(f; b ?ﬁafahﬁ&)

 —

A o3
Yo nl ‘1 pose is not to interfere in any way with the ¢yclic phenomena of the two

g

21. We shall now consider a proposed modification in which the pur-

““””*“uAL"_ principal key tapes but to make the reconstruction of the keys exceedingly
i! Bt difficult, if not impossible,

ML CRoBANA - 224 It is feasible to provide a means of automatically stopping the
plain téxt tape at a given point, but allowing the two key tapes and the
machine perforator to continue uninterruptedly until the plain text tape is
again started.s This stopping and starting of the plain text tape can be
done by hand at random and absolutely irregularly. No-imlication of the
interruption will show in the cipher message, and no correction or auto-
matically operated interruptor is necessary at the receiving end. This is a

most remarkable phenomenon in cryptographic methods, and is the only case

known to me where an irregularly operative interruptor does not have to be

counteracted at the receiving end by an identical reversal of the operations

at the sending ende This modification would not eliminate the cyclic phe~

nomena produced by the revolutions of the\key tapes, but would render the

analysis of superimposed cycles more difficult because of considerations re-

quiring too detailed an explamation to set forth in this brief. In a few

words, it would increase the difficulty of recomstructing the two key tapes
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from any assumptions of plain text in the experimental cycles, and the
application of the thus reconstructed portions to the confirmative cycles
23 This method may be used for the interior of messages, but

J

it is intended primarily to disguise the beginnings and ends of the
messages. The reas;n for this differentiation in treatmént is the fact
thav the beginnings and endings of these messages are particularly sus-

' ceptible‘to attack because they contain addfesses and signatures which
are always the easiest points of attack by the cryptanalyst. Especially
is this the case here because the messages are confined to cormunications
between.large'headquarters where such relatively long addresses as
"quartermaster General®, '"Chief 0f Ordnance®, "Surgeon Genefal", etCe,
are vefy common. In fact, the solution of the test case submitted by

the Signal Corps was based upén the assumptions of these very addresses,
and it turned out that the assumption of "Quartermaster General" in one
of the experimental cycles and "Chief Signal Officer" in the other
imediately yielded intelligible text in the confirmative cycle. Ifynow,
a random, irregular interruption of the plain text tape occurs at the
begiﬁning and endings of messages, the enemy cammot proceed to assume en-
tire addresses or names, for they will be interrupted irregularly in
somewhat this fashion:

Qe= U A R ===« === ? E «=R =-~=MAST~---~-E R

24, Here the dashes represent blanks which are inserted in an
jirregular monner between the 1etfers of the plai% text. The enemy may know
that such interruptions occur, but their location énd length would be un-
xnown. Their exact location would be unknown even to thelencipherer and
the decipherer, because it is done in an absolutely random menner during
the enciphering process by_the opérator himself,

25 What actually happens during these interruptions is that the

machine perforator is punching the resultants of those pairs of characters

!



o REF ID: A41489ﬁ

g 10

on the key tapes which are 1nteract1né during the 1nté;;;§tlono The se
resultants will not be differentiated in any manner whatsoever, externally,
from FhOSe cipher letters vhich are the resultants of the interaction of
all three tapes, Vviz., the two key tapes and the plain text tape. In the
deciphering process, when a.portion of cipher tape which is the result
\Of the interaction of only the two keys is passing ghrough the tfansmitter, .
the cipher letters ére exactly‘neutralized ﬁy the same resultants of the
key tapeé as were involved in the encipherment. The result is that the
printer merely stops printing for a corresponding number of units, until
such & time as the cipher letters which were the resultents of all three
tapes are going through the trensmitter. Then the printer imme@iately
continues printing. .
26 As stated before, this method mmy also be applied to the
jnterior of messages, but its employment for a considerable portion of the
messages would soon exhaust the potential length of the resultant single
key, so 'that a station would be going beyond the limits set by the allotment
before it had enciphered all its messages, unless counsiderably longer
key tapes are employede' This would be a disadvantage, forynormally,key
‘tapes not exceeding 999 uni%s in length:are sufficient for the traffic of
four stationse
27 It may be well %o give a diagrammatic representation of the
results of this method as‘applied po the beginning of a message. Let the
message be addressed as follOWS‘
QUARTERMASTER$GENERAL6N542WASHINGTON6N53D6M5306M542222a
(Note: The meaning of the figures are these:

~ Line Peed

~ Space

~ Carriage Return

-~ Letters
- Pigures )

O R

284 The encipherment may-be in this manners:
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Fige 4o
Atape-0 VNEKTPRXSTAPQWVNCTPOINTY QEBDNCQRIVLTMOXP
Btape=B Q VCRILAMXZPLEKT P'O PYNCDPO L YCIQRUTPABLMSQ
.l

Plain- QUA -=~=-RTPERM----ASTE-=--RBGE~-HNE--RAL 6 X5
text -

Cipher~PCZEGTOHDNOMSMCGYAOY4S4SBPIRSB QUP46RMGEHY

29, If now the enemy should try ‘to assume a plain text beginning
for this message, even if he did assume the correct address, he would not know
how the letters are interrupted, and }mless he knows this too, his atteml;ts' to
reconstruct the keys will be‘of no avail, |

30, This modification may be applied in conjunction with that
involving the third or auxiliary key tape, the two being independent of each
other. If the plain text tape is stopped while the auxiliary transmitter is
in operation, the cipher letters will merely be ‘the resultants of the three
key tapes, instead of only two, as would otherwise be the case.

3

31, The actual method of stopping and starting the plain text
fransmitter is\most simple, and requires absolutely no changes in apparatuse.
It consists merely in throwing the start-stop lever arm of this transmitter
to the right or left; to the right when the transmitter is to be stopped; to_
the loft, when it is to be started. K
I 32 There is one more modification which is well worth consideringo

As developed byp the Ao Te & To C0es, the printing telegraph cipher system em-
ploys a cipher square or quadricular table involving 32 mixed, reciprocal
alphabe%:s which are constant in nature, and are not intended to be changed.
The electrical circuit is so designed ’;:hat wl.len homologous selecting pins in

the two key tape transmitters-are kept dom by the tapes, or when both pins

. are allowed to come through the tapes, no impulse is sent through the winding of

the corresponding relay, because no circuit has been esta:blishede However,

when a pin in one key tape tramsmitter is kept down and its homologous pin in

the other key tape transmitter is allowed to come through the tape, a circuit

-
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is at once establisted through the winding of the relay involve;ig and the

relay operates. This arrangement is the same with respect to all five of

the key tape transmitter relays, and an understamding of the phenomenon

'leads t0 a comprehension of the manner in wh(ich the encipheriné yrogess is
Fig 1)

accomplished and the nature of the cipher squarec For example, when the

letters B and G interact, we have the letter 4 as the resultant
: 1 2 3 4 &

A tape transmitter [@® . ®® | B
. + - -+«
. = — e+

B tape transmitter [ @ - o e | (€3

Vi o -

resultent ° (€ e - 1"! A

Y + - = =
336 Here the first selecting pin of the A tape transmitter is

making contact to + battery, and the homologous pin of the B tape tramsmitter
is making contact to - battery, thus resulting in establishing a circuit
through the winding of relay 1, and operating the relay. The ,\same is true
with respect to the second pair of homologous selecting pins, V{ith reverwved
signs in effect, and relay 2 is operateds In the case of the third pair of
selecting pins, both pins are making contact to - battery, so that no circuit
is established; in the cases of the fourth and fifth pairs, all pins é.re making
contacts to + battery, and no circuit is established. Hence relays 3, 4, and
5 remain inoperative, only relays 1 and 2 being operated, and the printer
will print the letter 4, or if the machine perforatér is operating, only mognets
1 and 2 will be operated so that holes 1 and 2 are punched in the tape.

34, 4 Now if we change the Wiriné of the key tape tramsmitters,

S

we may effectually break up the relations established by the present connections.
. ccmbmei.ons Of
There are 120 different connections possible between the five selecting con-
tact terminals of one key tape transmitter and the five "homologous terminals
of the other transmitter. Terminal 1 of the A tape transmitter may be
~ .
connected with terminal 1, 2, 3, 4 or 5 of the B tape transmitter. The same
holds true with respect to the other four terminals of the A tape transmitter,

The number of possible combinations of connections which can be made is
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Bx4x3x2 = 120 combimtions.

556

For example, let us comnect terminal 1 of the A tape trans-

mitter with terminal 2 of the B tape transmitter; and terminal 2 of the A

transmitter with terminal T of the B transmitter. The difference in the

circuits is shown in Figure 5,

Pig. 5
2
3
¢ Normal
a " N Circuit
] yJu J Ul l
I
R
3
4.
S
2
3
¥
) Modified
1 10 Circuit
l—___—J
3
3
4

36, -

37,
indeed, what the

the connectionse.

Now let us see what the resultant of letters B and G are:
1 2 3 4 5
B -

- 4+ 4+

Xy

e % ¥+

. ) )
(eBnk) L~ L YL L

It is seen that the resultant should be a,blank. This is,
actual resultant is, when the indicated change 1s made in

The resultant of several other pairs of letters are given

herewith to illustrate the nature of the changes from the normal.



@ REF ID:A4148%Y§5

=14
Fig.s
Normal ) Modified
R - + — + — R - - -
2 2 T +¢I.\b‘
2 + - — — + 24 — -~ — +
Vv b b y oy vy
6 + + — + + 0 —— = 4+ +
H - — + - + H=~ + - +
Vbbb PRI
F —— 4 4+ - Noe = &+ &+ ~
A A Voboyoy
0 - — — + + 0 - — — ¥ +
F 4 — + 4+ —~ F¥y—+ 4+ -
A A Y oA
J + + - + = I+ &+ - + =
Vvl Vv bl
I - + 4+ - —~ 54— % - -
384 With another change in connections, an entirely different

series of resultants will be produced.‘ This would mean an entirely different
cipher square for eac]:; possible set of connections. Since there are 120
different combinations possible, the number of different cipher squares would
be 120, and the number dfv alphabeté involved in the Sysfem would no longer be
only 32, but 120 x 32, or 3,840,

39. The result of the foregoing theam is: the reconstruction of key
tapes from assumptions of plain text in the experimental cycles would be
rendered highly improbable, if not absolutely impossible. It is difficult
enotugh now, with only ome cipher square involved; but with 120 different
possible squares, the exact one which is being used on a given day is unknown
" to the enemy and manifests itself in absolutely no way in the cipher messages,
the problem of solution may be considered to be practicably impossible.

40, For practical purposes, the establishing of a given combinatioh

could be facilitated by a panel of the nature shown in Figure 7e

¥
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%5%43 i Y Yy
4 5[]
S )\
41, Here the combination is 4 = 1 « 5 = 3 = 23

iecey the winding of relay 1 is comnected to selecting pin
contacts 4 of the A transmitter and 1 of the B transmitter; the
wind;.ng of relay 2 is comected' to selécting pin contacts 3 of
the A transmitter and 8 of the B transmitter; that of relay 3,
to‘é a:id 5, respectively, otce

42. Let us see what the resultants of the letters

Rand Z, Hand N, F and J will now be.

Figoeo
R
ZTT | I;f'

y (blank ‘
N === F¥ +—=
RN N A R A X
(blank) ’
s
J . ¥ +
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43, It is ‘seen that blanks result from each of these
pairs of interacting letters. Other pairs would give different
resultantse |

44, The changing of the connections between the key
tape transmitters would have no effect upon the normal operation
of the machine so far as the transmission and reception of plain
text is concermed.

45, It is submitted that the insertion of
the third or a.uxiliar'y key tape transmitter, the chaﬁging of the
connections between ‘the two principal key tape transmitters and the
use of the. interruptor as described in paragraphs 22 to 31 will
make the printing telegraph cipher insoluble, without impairing its

practicability in the slightest degi‘ee.

. M 46, The subsequent pages of this paper will deal with
A 4b - bl .

TR T a phase’ of the normel method of encipherment which entails precautions
‘lf% %‘\) not observed heretofore, and which should be observed in the future.
QR0 s It deals with the method of allotting definite sections of the key
%‘ . tapes to the four stations on a single circuite.
prodngan: a7, The purpose of allotting definite sections

- of the key tapes to the four statiomms is to preclude the possibility
of two stations employing idemtical portioms of the theoretical
resultant single key. If this condition is not prevented,

overlaps will be_produced, i.e., two or more messages, or
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parts of them, will be enciphered by the same resultant single key, and the
messages are rendered very easily solvable,
48, - The method heretofore has been to divide up the length of
the longer key into four equal or nearly equal parts, and assign each station
a given pair of initial indicators for its messages. For example, let
us suppose that two key lengths 800 and 763 are chosen. Hach station
would then be assigned 800 ¢ 4 = 200 units of the long key; the initial

short key indicators for all four stations would be the same, for example,

001 The initial key indicators for the four stations would be assigned

as follows'

Station A Station B Station C Station D
001 - 001 - 201 - 001 401 - 001 601 - 001
49, In this casg¢y no overlaps could be produced, providing the

traffic for no station exceeded its allotted number of resultant single

. (800) (763)
key units, .in this specific instance 4 s Or 152,600 units,
The reason for this is that the length of the longer key is exactly divisible
Ey 4, and hence the allotment can be made in four exactly equal sections,
However, when the length of the longer key is not an exact mltiple of 4,
the case is slightly different. It has been assumed, heretofore, that if
the nearest fourth ﬁart of the 1ength'be allotted to each station, no

overlaps can be produced. For example, in the test case which was sub-

mitted and solved, the lengths of the two keys were 787 and 639 mwnits

-

respectively. The initial indicators for the four stations were fthese:

Washington  Hoboken Norfolk New York
126«001 322 - 001 518 = 001 714- 001
‘50 .-These initial indicators were derived by adding the nearest

integral fourth,part of 787 to the initial long key indicator for

Washington. Thus:
787 @ 4 = 196 ¢
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Washington - 126 (Initial long key indicator)
196 ,
Hoboken - 322 ( v v " " )
196
Norfolk ~ =~ 518 ( n " " n )
196
New York - 712 ( 0w ©« w " )
51 It will now be demonstrated that this method is not math-

ematically strictly correct and that if followeé consistently will lead

to the production of overlaps. Let us suppose that these two key lengths
have been selected: 917 amd 723. These twb lengths are strictly legitimte,
since they do not possess a common factor, nor is one an exact multiple

of the other, two conditions which must be met. ‘'The nearest integral fourth
part of 917 is‘229. Assuming that the initial key indicators for Station

A would be arbitrarily selected as 125 -~ 001, the indicators for the four

stations would be as follows:

Station 4 Station B Station C Station D
125 - 001 354 ~ 001 583 ~ 001 812 - 001
524 Let us now determine what the indicators for Station A are

after exactly 9399 letters have been encipherede

Statim A

Initial indicators’ - 125 = 001
Length of messages 19399 9399
9524 - 940Q

53, From these two totals we should now deduct the greatest exact
multiples of the respective key lengths such as will leave positive re-

mainders. Hence:

9524 = 9400
Deduct (917 x 10) 9170 ~° 9399  Deduct (723 x 13)
' 354 ~ 001
54, . The longer key will have completed 10 whole revolutions, the

shortey one, 13, Immediately thereafter, it will be noted that the indi-

cators become 354 ~ 001, which coincide exactly with the initial indicators

-~

C) . )
for Station B. In other words, after 9399 letters have been enclghered at

3,
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Station Af all subsequent traffic pf Station A would be enciphered in the
same resultant single key as the traffic of Station B,

554 The same phenomenon is true of the traffic of Station B with
respect to that of Statiom C, and that of Station C with'respect to tﬁat

of Station D,

Station B . Station C Station D
354 - 001 583 ~ 001 812 -~ 001
. 9399 =9399 : 9399 ~ 9399 '
9753 ~9400 9982 ~ 9400
9170 -9399 9170 -~ 9399
588 - 001 8l2 -~ 001
56%. Furthermore, it is obvious that after Statiom A has encipher-

ed 9399 x 3 s 28197 lettersy Statiom B 9399 z 2 = 18798 letters, anmd
Station C 9599 letters, the traffic of all four stations is enciphered by
the same resultant single key, or in other words, a four-fold overlap
would result,

B7. The\conclusion is obvious, thgrefore9 that this method of
allotment is not correct, and must be modified.

58, There are two methods of allotment which are accuraté, and |
can therefore never involve the danger of overlaps. One is to base
the allotment upon a correct distribution of cdmplete cycles; the other is

3

to base it upon an exact division of the theoretical resultant single
keyeo .

59, The former method is explained in detail in an unpublished
paper by the author, entitled "The Mechanics of Differential Primary Keys",
The explanation is too long ﬁo-be incorporated in this paper, but in brPief
it may be said that it depends upon the solution of two indeterminate or
Diophantine equations in which the lengths of the two keys and their relative
disﬁiécements in consecutive revolutidns play thé major part. This method
is possibly too complicated for practical purposes, and we shall proceed

to explain the second method, which is considerably easier to apply. The

steps are as follows:
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604 Fifst, determine the length of the theoretical resultant
single‘key. Let us take the two lengths given above, Vize, 917 and 723
917 x 723 = 662,991 units
Second, divide this length by 4
622,991 ¢ 4 =« 165,747<2
H1s This guotient represents the single key allotment length for
each station; .or, iﬁ other words, each of\four stations may encipher
165,747 letterg without causing any overlap with the traffic of the other
stations, |
62 Third, add this length to the initial key indicators for
Station A, and deduct the greatest exact multiples of the two key lengths
such as will leave positive remainders. Let the initial indicators for
Station A be the same as before:
Station A \,
~— 125 - 001
165747 ~16574%7

165872 ~165748 \
Deduct (917 x 180) 165060 =165567 Deduct (723 x 229)

Key indicators for 812 - 18
Station B } : wji ~}~
63w The initial key indicators for Station C are derived in ex~

\

actly the same menner from those of 'Station B; and those for Station D

from those of Station C. They are all as followss

Station A 8 Station B Station C Station D

125 - 001 812 181 582 361 352 541
165747 165747 165747 165747 165747 165747 1165147 165747
165872 165748 166559 165928 166329 166108 166099_ 166288
165060 165567 165060 165567 165060 165567 [ 165060 165567
812 -~ 181" 1499 361 1269 541 1039 721

917 917 917
582 -~ 361 252 = b4l 122 - 721
64w It will be noted that the final pair of indicators fof

Station D are 122 = 721, If now we add 3 units (which are represented by

AN
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the 2 of a unit dropped by each station due to the fact that the resultant

single key is not exactly divisible by 4), we have this
122 = 721 .

3 3
125 - 724

65. Now unit 724 of the short key is really the same as unit
001, since it is 723 units in length. Hence we have 125 =~ OOi, which are
the initial key indicators for Station A, pro@ng that the allotment

lengths and key indicators for the four stations are correct,

66e The practice has heretofore been to slip the two key tapes

forward two units at the end of messages. The purpose 0f this has apparéntly

been to try to increase the difficulty of determining the lengths of the
two keys by the enemy. This, however, fails in its purpose, unless the
slip be different for each message, ranging from 1 to 25 units. Howevei,
great care must be obsgrved that both keys are slipped exactly the same
amounts in every <.=a.se, otherwise the production of overlaps will result.
In fact, the danger is so great, and the advantages to be galned by

slipping the tapes so slight, that it is recommended the practice be

discontinued in the futuree

5%»%' 92 N adanaon
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